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AHHOTALUA

HacTosawmn gOKyMeHT SBRsSeTcs NepBOM YacTblo PYKOBOACTBA agMUHUCTpaTopa npo-
rpammHoro usgenus PYCB.10015-01«OnepaunoHHas cuctema crieumarnbHOro HazHavyeHus «Astra
Linux Special Edition» (ganee no tekcty — OC).

[okymMeHT npegHasHadeH ONd agMUHUCTPATOPOB CUCTEMbI U CETU. AOMUHUCTPATOPDI
6e3o0nacHOCTU OOMKHbI pykoBoacTBoBaTbca fokymeHToM PYCBE.10015-01 97 01-1 «Onepauuon-
Has cucTemMa cneumanbHoro HasHadeHust «Astra Linux Special Edition». PykoBoactso no KC3.
Yactb 1».

PykoBoacTBO agMUHUCTpaToOpa COCTOUT U3 ABYX YacTeu:

- PYCB.10015-01 95 01-1 «OnepaunoHHas cuctema cneumanbHOro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactBo agMuHuctpartopa. Yactb 1»;

- PYCB.10015-01 95 01-2 «OnepaunoHHas cumctema cneumanbHoro HasHavyeHus «Astra

Linux Special Edition». PykoBoacTBo agMmuHucTpartopa. Yactb 2».

Mepepn yctaHoBkon n HacTporkon OC HeobxoaMmo NPOBECTU €€ KOHTPOIb, NPeayCcMOoT-
PEHHBIN (POPMYNSIPOM MpK NEPBUYHOM 3akpenneHmm aksemnnsipa OC 3a OTBETCTBEHHbIM fALIOM.

B nepBow 4yactn pykoBoacTBa npmBeeHO Ha3HavyeHue, yctaHoBka u Hactporika OC. Pac-
CMOTpPEHbI CUCTEMHbIE KOMMOHEHTLI, CNyX6bl 1 KOMaHAbl, 6a3oBble ceTeBble CNyxbbl, cpeacTsa
opraHusaumm ElMM, 3awuwieHHas rpaduydeckas nogcuctema, ynpasneHne nporpaMMHbIMU NakeTa-
MW, pe3epBHOE KOMMpOBaHWE M BOCCTAaHOBMEHME AaHHbIX, CUCTEMA neyaTw, 3awmweHHas CYB[,
3alUMLLEeHHbIe KOMMMEKChl MporpamMMm rmnepTekcToBon 06paboTkn AaHHbIX U SNIEKTPOHHOW NOYTHI,
CcpeacTBa KOHTPOSS LENOCTHOCTU, LEHTPanM30BaHHOMO NPOTOKONMPOBAHNA U pasrpaHNYeHns
AoCTyna K nogknioyaemMblM ycTponcteam. [puBeageH CnMcok coobLueHnii ans agMmHucTparopa.

TpeboBaHusa kK obecneyeHnto 6esonacHOCTN cpeabl PYHKLMOHMPOBAHUS, a TaKkKe HacTPOn-
Ka napameTpoB, Heobxoammbix Ans 6esonacHon akcnnyatauum OC, npuBegeHbl B JOKYMEHTE
PYCB.10015-01 97 01-1 1 BbINONHAKTCA aAMUHUCTPATOPOM 6e30nacHOCTH.

[ononHuTtenbHaa nHopMauusa o HaCcTPONKe KOMMOHEHTOB M ynpaBfeHun nporpamm-
HbIMW NakeTamu, a Takke BapuaHTbl peanusaunmn oTaenbHbIX pelleHnn ¢ ncnonb3osaHmem OC
npueefeHbl Ha opuumanbHoM cante https://wiki.astralinux. ru.

Bo BTOpOW YacTu pykoBoACTBa NPUBEAEHO onucaHne paboTsl ¢ 3awmweHHon CYB/.


https://wiki.astralinux.ru
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1. ADOMUHUCTPUPOBAHUE OC

AgmuHucTpaTtuBHoe ynpaerneHme B OC otgeneHo ot obLiero goctyna nonb3oBaTtenen.

BonbLMHCTBO onepaummn no HacTporke u agMmuHuctpupoanuto OC TpebytoT npusunernn
cynepnonb3oBaTtens (root), Hanpumep:

- MOHTUpOBaHue 1 pa3MmoHTMpoBaHue OC;

- M3MEHEHMe KOPHEBOro Katanora npoLecca KoMaHgon chroot;

- co3gaHune ¢annoB YCTPOUCTB;

- YCTaHOBKa CUCTEMHbIX YacCoB;

- U3MEHEHWe NpUHaLNEexXHoOCTU hannos;

- 3agaHue host-umeHn cuctemsl,

- KOH(puUrypmpoBaHue ceTeBblX UHTEP(ENCOB.

BHUMAHMUE! NMocne yctaHoBkn OC MHTEPAKTMBHbIVA BXOA B CUCTEMY Cyneprnofib3oBartens
no ymonyaHuio 3abnoknposaH. [Ans agMUHUCTPUPOBAHMS CUCTEMbI MPU YCTAHOBKE OnepauyoHHOM
CUCTEMbI CO3[aeTcs Nonb3oBaTesb, BXOAAWMIA 4 rpynny astra-admin 1 UMEOLWUIA Makcumarb-
HbI YPOBEHb LeNoCTHOCTU. [lonb3oBaTensam, BXoAAWMM rpynny astra-admin, Yepes MexaHn3m
sudo NpeaocTaBnaTCs NpaBa Afs BbINONHEHUS AencTBumr no Hactporke OC, Tpebyowmx npu-
BUnernn root. [lanee no TekcTy Takon nonb3oBaTernb UMeHyeTca agMuHucTpaTtopom. OnncaHue
MexaHu3Ma sudo npusegeHo B([1.1.2

BHUMAHMUE! [dencteua no agmnHuctpmpoBanuto OC npu BKNIOYEHHOM pexnme maHaaTt-
Horo koHTponsa uenoctHocTn (MKLL) Heob6xoauMo BbINOMHATL B MPUBUIIEMMPOBAHHOM PEXUME Ha

BbICOKOM YPOBHE LIeNTOCTHOCTW.
1.1. Nony4yeHne npaB cynepnonb3oBaTens

CyLecTBYeT HECKOSNbKO CNOCOBOB Nofy4YeHns NpaB cynepnonb3oBaTens:
- BXO[ B CUCTEMY OT UMEHM YYETHOW 3anncu root (N0 yMonyaHuo 3abnoknpoBaH);
- UCMonb30BaHWe KOMaHAbl su (M0 YMONYaHuio 3abnoknpoBaH);

- MCNOnb3oBaHWe KOMaHabl sudo (pekoMeHayeTcs).

1.1.1. su

KomaHga su mcnonb3yetcs nornb3oBaTenem Afd 3arnycka KoMaHg OT UMEHW LpYyroro
nonb3oBaTens. B Tom uncne moryT ObiTb 3anyLeHbl KOMaHAbl OT UMEHWN YYETHOWN 3anucn root.

MNpu 3anycke komaHabl su 6e3 napameTpoB NogpasyMeBaETCs, YTO Nofb30BaTeSlb XO-
YyeT 3anycTUTb KOMaHAHbIA MHTepnpeTaTop shell OT UMEHU YY4ETHOM 3anucu root. [pu aTom
cuctema NpocuT BBECTU Naposib OT YYETHOW 3anucu root. [pu BBOAE NpaBunbHOMO Naposns

3anyckaeMblil UHTeprnpeTaTop KOMaHA Nosly4yaeT npasa U NpPUBUIErMK Cyrnepnonb3oBaTens, Ko-
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TOpble COXPaHSATCS OO0 3aBeplleHust ero paboTbl. [ns nony4yeHust npae cynepnonb3oBaTens
nonb3oBaTernt He Tpe6yeTCF| 3aBepllaTtb CBOH CECCUKO U BHOBb BXOOUTb B CUCTEMY.

C MOMOLbK KOMaHAbl su, BBO,D,I/IMOIZ C napaMeTpoM —c, Nnosib3oBaTeslb MOXET UCMOJTHATb
oTaeribHble KOMaHAdbl OT UMEHN yquH0|7| 3anucu root 6e3 3anycka KOMaHOHOro nHtepnperaropa
shell. npeI/IMyUJ,eCTBO Takoro criocoba cocTouT B TOM, YTO NoJib3oBaTeslb nony4yaeT npaBa un
npusunernn cynepnornb3oBartesnia Ha CTporo orpaHM4eHHoe BpemMd, a UMeHHO, Ha BpeM4A UCIOJIHEe-
HUA 3a,D,aHHOIZ KOMaHAabl. Hanpl/lmep, npu HeO6XOD,I/IMOCTI/I NMOMEHATb anVI6yTbI cpa|7|na OT UMEHU
yquHon 3anncu root BBECTU KOMaHAOY:
su -c ‘chmod 0777 /tmp/test.txt’

B aTom cny4ae (nocne BBoga naposnsi y4eTHOW 3anucn root) komMaHga chmod nonyyuT
npaBa N NpuBuUNernn cynepnosib3oBaTesid, HO NO ee 3aBepLueHNN Nofib3oBaTeslb OCTAHETCA B
CBOEWN Ceccun n He 6y,qu O6J'Iaﬂ,aTb npasamMmun n npuBunernaMmm cynepnosrb3oBaTterss.

Kpome BbINOJIHEHNA KOMaHA OT UMEHU yquH0|7| 3annucun root, KOMaHga su nNo3BondaeT
BbIMNOJTHATb KOMaHAbl OT UMEHU nobdoro Opyroro nosrb3oBarersis. D,J'IFI 3TOro HeOGXO,D,VIMO 3HATb
napoJib 3TOro NoJib3oBaTeENA. Ecnn nonb3oBaTtenb BoLlen B cucTtemy nog UMeHem root U Bbl-
NnonHAeT KoMaHay su, TO 3HaHMe napond nofib3oBaTesia He Tpe6yeTc;| — B JaHHOM CJlly4ae BCe
KOMaHA4bl OT UMEHU noboro nonb3oBaTenst UCNONMHAKTCA CBOGOLI,HO.

HepocTtaTtok KOMaHabl su COCTOMT B TOM, YTO OHa HE pernameHTUpyeT KOMaHabl, paspe-
LLeHHble KOHKPETHOMY MoJib3oBaTeNto Ha 3anyck oT MMeHU yquH0|7| 3anucu root. Takum o6pa30M,
€CJln y nonb3oBaTtesia eCTb npaBa Ha 3alyCK KOMaHAbl su, TO OH MOXET BbINOJIHUTb OT UMEHU
YYETHOM 3anucu root nobble komaHabl. [Mo3TOMy ee 3anyck AormkeH ObiTb paspeLleH TONbKo
OOBEpPEeHHbIM Nnonb3oBaTenam. Takxe pekoMmeHayeTca npu eBoge KoMaHAabl MCNOJ1b30BaTb MNOJIHOE
nyteBoe Mg /bin/su, a He NPOCTO su.

OnuncaHne KkomaHAabl npmBegeHo B man su.

1.1.2. sudo

KomaHaa sudo ucnonbsyetcs obbl4HbIM NONb3oBaTenem Ans 3anycka KoMaHa OT MMEHU
y4yeTHon 3anucu root. [Ana paboTtbl KOMaHaa sudo NpocMaTpuBaeT KOHMUIypaLNOHHbIN hains
/etc/sudoers, KOTOPbIA COQEPXKNUT CMMCOK NONb30BaTeENEN, UMELWNX MOTHOMOYMS Ha ee nNpu-
MEeHeHne 1 nepevyeHb KOMaHA, KOTOpble OHW UMEIOT NPaBo BbINOMHATL. B KayecTBe aprymeHToB
KoMaHga sudo NpUHUMAaET KOMaHOHYI0 CTPOKY, KOTOPYIO criegyeT BbiNOSIHUTL C NpaBamMu cynep-
nons3oBartend. Ecnv gaHHOMy nonb3oBaTento paspeLleHo BbIMOMNHATL YKa3aHHY UM KOMaHAay,
TO sudo NPOCUT Nonb3oBaTenNsi BBECTU ero COBCTBEHHbIN Naporb. Taknm obpasom, Ans Kaxaoro
nonb3oBaTens ycTaHOBIIeH HAboOp KOMaHL, KOTOpble OH MOXET UCMOSHATb OT UMEHU YY4ETHON

3anucu root, N HET HeobxoaNMOCTH nepenaBaTb NOs1b30BaTENAM Maposib yquH0|7| 3anncu root.



17
PYCBE.10015-01 95 01-1

Kpome BbINOrHeHUs ykasaHHOW KOMaHabl, sudo BedeT dpann perncrpaumm BbiNOMHEHHbIX
KOMaHf, BbI3BaBLUMX MX ML, KaTtanoros, U3 KOTOPbIX Bbl3blBariMCb KOMaHObl, U1 BPEMEHU UX
Bbl30Ba. JTa MHOpPMaLMsa perncTpupyeTcs ¢ NOMOLLbK CUCTEMbI syslog.

[ns nameHeHus amna /etc/sudoers agMMHUCTPATOPY CneayeT NCNoNb3oBaTh Crnewumn-
anbHy KomaHay visudo.

MpenmyLLecTBO MexaHn3Ma sudo B TOM, YTO OBblYHbIE NOMb30BaTENN MOTYT BbINOMHATH
onpeaeneHHble 3agaqn OT UMEHU YYETHOM 3anucu root, HE UMeS NPU 3TOM HEOrPaHUYEHHbIX
npas 1 NPUBUMIETNNA.

OnuncaHne komaHabl NpuBeAeHo B man sudo.
1.2. MexaHM3MbI pa3geneHus NOSIHOMO4YMKN

K MmexaHn3amam pasgeneHuns NosTHOMOYUIN MeXay CUcTeMHbIMU agmuHucTpatopamu OC
MOryT ObITb OTHECEHDI:

- MexaHn3Mm NpuBUNernu;

- MeXaHW3M MOBbILLEHUS NOSTHOMOYMM Ha BPEMS BbINOMIHEHUS KOMaHAb! (MporpamMmbl);

- MexaHu3m yctaHoBkn ACL Ha dhansbl.

OnncaHne MexaHu3MOB pas3feneHus MOMIHOMOYUM  NpUBEOEHO B OOKYMEHTE
PYCB.10015-01 97 01-1 «OnepauMoHHasa cuctema cneumanbHOro HasHadeHus «Astra Linux

Special Edition». PykoBoacTtso no KC3. Yactb 1».

1.2.1. MexaHn3M npuBuUnerun

MexaHunam npusunermin OC npegHasHadeH Anga nepegadn otaenbHbIM Nofb3oBaTensam
NpaB BbINOMHEHWS ONpeferieHHbIX, CTPOr0 OroBOPEHHbIX, aAMUHUCTPATUBHbIX AeicTBUA. OBbIY-
HbI NoNb3oBaTeNb CUCTEMbI HE MEET AOMOMHUTENBbHbLIX NMPUBUMNETNNA.

MpuBUnerun HacneayTCa npoueccamm OT CBOMX «poauUTeNnen» n He MoryT ObiTb Nepega-
Hbl CTOPOHHMM npoLeccaM. [Npoueccsl, 3anyLeHHble 0T UMEHU Cynepnosnb3oBaTens, He3aBUCUMO
OT HanMuus y HUX NpUBUNErun, UMerT BO3MOXHOCTb OCYLLECTBNATbL BCE NPUBUMNErMpoBaHHbIE
aencreuns.

PacnpegeneHve (nepBoHayarnbHasi HacTpownka) NPUBUNErUA BbINOMHAETCS TONbKO cynep-

nornb3oBartesieM ¢ MakCMmalsibHbIM YpOBHEM LENTOCTHOCTH, YCTAHOBJTIEHHbIM B OC.

1.2.2. MexaHU3M NoBbIWEHUA NONMHOMOYUA
MexaHn3m NoBbILWEHUSA NONHOMOYMI MO3BOMNAET NOBbLICUTL NONMHOMOYUS NMOMNb3oBaTens Ha
BpeMsi BbINOSTHEHUS ONpeaernieHHOn nporpaMmmbl. HacTponka mexaHnama MOXeET ObITb BbINONHEHA

TOJIbKO Ccynepnonb3oBaTterieMm ¢ MmakCMmMalribHbiIM YpOBHEM LENMOCTHOCTHN, YCTAaHOBJ1EHHBIM B OC.
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1.2.3. MexaHu3m yctaHoBku ACL Ha cdhannbl

MexaHn3m yctaHoBkn ACL Ha dpannbl obnerdaeTt 3agady pacrnpegeneHust NorHOMOYUHA,
Nno3BoNAs NPeAoCTaBnsaATb AOCTYN TOMBKO K TeM dhannoBbiM 06beKTaM, K KOTOPbIM OH Heobxoaum B
COOTBETCTBMM C pOsibio nonb3oBaTtens. Hactporiky mexaHmamoB ACL BbINONHAET agMUHUCTPATOP

C MakcumarsbHbIM YPOBHEM LIENOCTHOCTU, ycTaHoBMNeHHbIM B OC.
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2. YCTAHOBKA U HACTPOMKA OC

2.1. O6wme nonoxeHun

DVD-guck ¢ guctpmbytmeom OC (MHCTaANNAUMOHHBIN 0Bpa3 CUCTEMbI) COOEPXKUT BCe
HeoOxoauMble dannbl A9 BbINOIHEHMUS €€ MOSTHOM WS YaCTUYHOM YCTAaHOBKWU Ha >XECTKUM
AVCK LeneBoro Komnblotepa, umerowiero yctponctaso YteHnst DVD-guckos. OC MOXHO Takke
ycTaHoBuUTb ¢ USB-Hakonutensa unm no cetu.

MogpobHoe onncaHue nocnegoBatensHOCTU AencTeui npu yctaHoske OC ¢ DVD-gucka,
¢ USB-HakonuTensi u no cetu npmuBeaeHbl B pyKOBOACTBE MO YCTaHOBKE, pa3MeLLEHHOM B KaTanore

/install-doc Ha DVD-gucke ¢ auctpmbyTtnsom.
2.2. YctaHoBKa ¢ DVD-gucka

Mepen yctaHoBkon OC ¢ DVD-gncka HeobxoauMo BbINONTHUTL COOTBETCTBYHOLLME Ha-

ctpowikn B BIOS (UEFI) uenesoro komnbtoTepa.

2.2.1. 3anycK nporpamMmmbl YCTaHOBKMU

Mpwn 3arpy3ke kOMMblOTEPa NpOrpamMmmMa yCTaHOBKM 3arycKkaeTcsl aBTOMaTU4eCKu.

B okHe npuBeTCTBUSA NporpamMbl yCTaHOBKM oToBpakaeTtcs norotun OC, MeHio Bbibopa
pexuma yctaHoBkn OC u nepekntovaTens s3bika nporpaMmmbl ycTaHoBkU («Pycckuiny — «English»).
MeHto nporpamMmbl YCTAaHOBKWU COAEPXUT cnegytowme nyHKTb:

1) «[paduueckasn yctaHoBka» — yctaHoBka OC B rpacpnieckomM pexunme;

2) «YcTtaHoBka» — yctaHoBka OC B TepMUHaNbHOM pexume;

3) «Pexwnm BoccTtaHoBneHusi» — 3anyckaeT OC B TepMUHANbHOM peXnMe HenocpeacTBeH-

Ho ¢ DVD-gucka ¢ guctpmbytmeom OC. Mcnonb3yeTcsa Nnpy BOCCTAHOBNEHUN HAPYLLEHHON

paboTocnocobHocTn yxe yctaHoBneHHon OC.

B HWXHen YyacTn okHa NPUBETCTBUS NPOrpaMmbl YCTAHOBKU NMpUBeAEH CMCOK (OYHKLNO-
HanbHbIX KNaBuLW, NOAKMOYALWNX A0MOSTHUTENBHbLIE BO3MOXHOCTMU:

- [F1] — BkntovaeT oTobOpaxkeHne nepekntovatens s3bika ycTaHoBKW. 1o ymonyaHuio

oTobpaXkeHne BKITOYEHO, AN CKPbITUS HaxaTb knasuwy <Esc>;

- [F2] — vcnonbayeTtca npu HeobxogumocTn gobaBuUTb AONOSTHUTENbHbIE NapamMeTpbl

3arpysku ans nporpaMMbl YCTaHOBKM Unn sapa. [locne HaxaTtus kKnaBuwwm n otobpaxeHus

MeHI0 HaxaTb <Esc> onga nepexofa K KOMaHOHOW CTPOKe 3arpysku, B KOTOPOW BO3MOXHO

BBECTW JOMOSTHUTESbHbIE NapaMeTpbl.

Onsa yctaHoBkn OC cneayet BbibpaTb NYHKT «[paduyeckas yctaHoBKa» Unn «YCTaHOBKa»
C NMOMOLLIbIO KIaBuLL CO CTperikamu Ha knasuatype v HaxaTb <Enter> ansg 3anycka nporpam-

Mbl YCTaHOBKW. Ecrnn B OkHe npuBeTCTBUS nporpamMMbl ycTaHoBKM OC He BbINOMHATL HUKaKUX
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OEenCcTBUN, TO aBTOMaTUYECKn Yyepes 5 cek. byaeT BbibpaH NyHKT «[padudeckasa yctaHoBKka» u

3anycTtutca npouecc yctaHoskn OC.

2.2.2. YctaHoBka OC

B obwem cnyyae ansa ycraHoBkn OC Heobxoanmo:

1) 3arpy3uTb nporpammy yctaHoBkn OC ¢ HocuTens;

2) BblbpaTb A3bIK YCTAHOBKM (PYCCKUIA U @HITIMACKNIA);

3) BblbpaTb pexum yctaHoBKK («Ipadmyeckast ycTaHOBKa» Unn «YCTaHOBKa»);

4) noaTBEpPAMTL Cornacue € JIMLEH3NOHHbBIM CornalleHueM;

5) BbIOpaTb HACTPOWMKMN NEPEKIIOYEHNSA paCKIaaKX KnaBmaTypbl, NOCIE Yero NporpamMmmon

yCTaHOBKW OyAeT BbINOfIHEHA NpoBepka 06opyaoBaHUs 1 NepBUYHas 3arpyska nporpamm;

6) 3agaTb MMSA KOMMbHOTEPA;

7) 3apaTb MMs nonb3oBaTens-agMUHUCTPaTopa U ero Naporsb;

8) BbIbpaTb YacoBon Nosc;

9) BbLINOSHUTL pa3MeTKy AMCKOB (CO34aTb M HACTPOUTL ANCKOBbLIE pasdensbl, B KOTOpble

6ynet yctaHoBneHa OC), nocne yero Byaet yctaHoBneHa 6asoBas cMcTema;

10) BbLIGpPaTb U yCcTaHOBUTL TpebyemMblie KOMNOHEHTbI OC;

11) BbIGPaTH M YyCTAHOBUTL AOMONHUTESNbHbIE HacTpolikn OC B cootBeTcTBUM C[2.2.3]

12) ycTaHOBUTb U HACTPOUTb CUCTEMHbIN 3arpy3dnk GRUB 2;

13) 3arpy3uTb yctaHoBrneHHyto OC B nepBbi pas.

BHUMAHMUE! lNpu Heob6xoaMmMoCT BHECEHUS UBMEHEHWNI B NPeayCTaHOBIEHHbIE Napa-
meTpbl 3arpy3dnka GRUB 2 pykoBogcTteBoBatbca PYCBE.10015-01 97 01-1.

BHUMAHMUE! lNocne BHeCceHNa nameHeHun B HacTponkn 3arpy3dmka GRUB 2 Heobxogu-

Mo B OC OT UMeHM agMUHMUCTPATOpa BbIMOMHUTL KOMaHAy update-grub.

2.2.3. lononHuTtenbHble HacTponkn OC

B okHe «[JononHutenbHble HacTporiku OC» nporpaMmmbl yCTaHOBKM HEOGX0AMMO BbibpaTh
ypoBeHb 3awmuieHHocTn OC:

1) «ba3oBbiny;

2) «YcuneHHblny;

3) «MakcnmanbHbINy.

lMocne Bbibopa ypoBHS 3aLLMLLIEHHOCTN OTOBpa3nTCAa nepevyeHb PYHKUMA 6Ge30nacHOCTH
OC, cooTBeTCcTBYOLLNIA BbIGPAHHOMY YPOBHIO. Ha KaXX4oM YpOBHE AOCTYMHbI K MCMOMNb30BaHUIO
dyHKLMM Be3onacHOCTM NpeablayLLEro YPOBHS.

BHUMAHUE! ®yHkuumn 6e30nacHOCTU, HEQOCTYMNHbIE HA BbIOPAHHOM YPOBHE 3aluuLLeH-
HOCTM, HE MOTYT ObITb BKIHOYEHbI B Npouecce YCTaHOBKM Unu doyHkumoHnposaHnsa OC.

[N ypoBHS 3almLLEHHOCTU «Ba3oBbIi» AOCTYNHbI DYHKUMM GE30MaCHOCTY:
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1) «B3anpeT BbiBOA4A MEHIO 3arpysdnka» — npu Bbibope gaHHOro nyHkTa OygeT 3anpeLueH

BbIBOA MeHIo 3arpy3dnka GRUB 2. B npouecce 3arpy3ku byget 3arpyxatbes sapo OC,

BblGpaHHOE No yMon4yaHuto. o ymonyaHuio NyHKT He BblbpaH;

2) «3anpeT TpaccmpoBkn ptrace» — npu Bblbope OaHHOro nyHkTa OyaeT BbIKNYeHa

BO3MOXHOCTb TPACCUPOBKM M OTNagKu BbINOHEHNSA NporpaMMHoOro koga. o ymonyaHuio

MYHKT BbIOpaH;

3) «3anpoc naponga ansa komaHasl sudo» — npu Bblbope AaHHOro NyHKTa ByaeT BKIIYEHO

TpeboBaHne BBOAA Napons npv UCNOMb30BaHUM MexaHu3ama sudo. 1o ymonyaHuio nyHKT

BblOpaH;

4) «3anpeT ycTaHOBKM BUTa NCNorHeHNa» — Npu BbIBOpe JaHHOro NyHKTa byaeT BKIto-

YeH pexum 3anpeTa ycTaHOBKM BuTta ncnonHeHus, obecnevvsaroLmnn npegoTepaLleHne

HeCaHKLUMOHMPOBAHHOIO 3anycka UCMnonHsaeMblx oannoB 1 cueHapues Ans KOMaHL4HOM

060504kK. 1o yMonyaHuto NyHKT He BbIOpaH;

5) «3anpeTt ucnonHeHnsa CKPUNTOB Mosib3oBaTensi» — Npu Bolbope AaHHOro nyHkTa Oyaet

BGNoKMPOBaHO MHTEPAKTMBHOE WUCMOSIb30BaHWE Nosib3oBaTernieM uHTepnperaTtopos. 1o

YMOSYaHUIO NYHKT He BblOpaH;

6) «3anpeT ncnonHeHnss MakpoCoB Nonb3oBaTensa» — Npu Bolbope AaHHOrO NyHKTa byaeTt

GrokMpoBaHO MCNOSIHEHNE MAKPOCOB B CTaHAAPTHbIX NPUIOXEHUsIX. [10 yMOnYaHuio NyHKT

He BblbpaH;

7) «3anpeT KoHconNn» — npu BblIbope gaHHOro nyHkTa 6yaeT 6rMoKMpoBaH KOHCOSMbHbLIN

BXOJ B CUCTEMY AN NONb30BaTeNsa M 3anyck KOHCONM 13 rpaduyeckoro nHTepdenca

ceccumn nonb3oBarens. 1o ymonyaHuio NyHKT He BbiOpaH;

8) «CuctemHble orpaHmnyeHms ulimits» — npu BeIGOpe gaHHOro NyHKTa 6yayT BKNHOYEHbDI

CUCTEMHbIE OrpaHMYeHUs], YCTaHOBIEHHbIE B hanne /etc/security/limits.conft.

Mo ymonyaHuo NyHKT He BbIOpaH;

9) «3anpeT aBTOHACTPOMKN CETU» — MpPU BbIBOpEe AaHHOrO NyHKTa OyAeT BbIKNOYeHa

aBTOMaTU4eckasa HacTporka ceTu B npouecce yctaHoBkm OC, ceTb Heobxoammo byaet

HaCTPOUTb BPYYHYIO B COOTBETCTBUN C pEKOMEHAAUNAMM HAcTosLWero pykosoacTea. o

YMOSYaHUIO NYHKT HEe BblOpaH;

10) «MecTHOEe Bpems ANt CUCTEMHBIX YacoB» — nNpu Bblbope AaHHOro nyHkta byaer

BKIMIOYEH PEXMM MHTEpPNpeTaunmn nokasaHmn annapatHbix (RTC) yacos. Mo ymonyaHuto

MYHKT He BblOpaH.

[ns ypoBHSA 3aLULLEHHOCTUN «YCUNEHHbIN» AOCTYNHbI PYHKLMM 6E30MacHOCTUN YPOBHS
«basoBbIn», a Takke cneayrowme PyHKLUK:

1) «MaHaaTHbIV KOHTPOIb LEeNOCTHOCTM» — NpuY BbiOOpe AaHHOro nyHKTa 6yaeT BKIIYEH

MeXaHN3M MaHOaTHOIMo KOHTPOJ1A LUEJTOCTHOCTW. Mo YMONM4YaHNKO MYHKT Bbl6paH;
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2) «3aMkKHyTas nporpaMmmHasl cpega» — npu Bblbope AaHHOro nyHkTa OyaeT BKIHOYEH

MexaHu3Mm, obecnevmBaroWmni NPOBEPKY HEU3MEHHOCTU U MOANIMHHOCTY 3arpyaemMblxX

ncnonHsemMblx gannos popmata ELF. [No ymonyaHuto nyHKT He BbIGpaH;

3) «Oumnctka ocBobOXgaeMon BHELLHEN NaMATU» — Npu BblIbope AaHHOro NyHKTa byget

BKITHOMEH pPEXMM o4mcTkn 6nokoB ®C HenocpeaCcTBEHHO NpU UX 0CBOBOXAEHUN, a TaKkKe

PEXUM OYMCTKM pasaenosB CTpaHUYHOro obmeHa. o ymonyaHuio NyHKT He BbiGpaH.

[nsa ypoBHs 3awmieHHocTn «MakcmmanbHbIiy OOCTYNHbI PyHKUMKM 6e30nacHOCTH ypoB-
Hen «bas3oBbIN» N «YCUNEHHbIN», a Takke PYHKUUS:

1) «MaHgaTHoe ynpaBneHue 4OCTynoM» — nNpu BbIGope JaHHOro nyHKTa GyaeT BKNOYeH

MexaHU3M MaHOaTHOro ynpasneHus 4ocTynoMm. 1o yMmonyaHuio nyHKT BbIGpaH.

CooTBeTCTBMNE YPOBHEN 3aLUULLEHHOCTU U OOCTYNHbIX (PYHKUMIA 6e3onacHOCTN NpuBeaeHO

B Tabnuue [1]

Taobnuuya 1

YpoBeHb 3alUULLEHHOCTU
PDyHKUMS 6e3onacHOCTU

«Ba3oBbiny

«YCUNEHHbIN»

«MakcumanbHbINy

3amkHyTasi nporpammHasi cpeaa

He poctynHa

HocTtynHa
(Mo ymonyaHuto
BbIKIOYEHa)

HoctynHa
(no  ymonuanuio
BbIKITO4EHA)

OuncTka ocBobOOXaaeMon BHELLUHEN NamMaTh

He poctynHa

HoctynHa
(mo  ymonyaHuto
BbIKIOYEHA)

HoctynHa
(no  ymonuanuio
BbIKITOYEHA)

HoctynHa HoctynHa
MaHaaTHbIA KOHTPOSb LEeNOCTHOCTH He goctynHa | (N0 ymonyaHuio | (MO0 yMOM4YaHuio
BKITHOMEHa) BKITHOMEHA)
HoctynHa
MaHgaTtHoe ynpaBneHue goCTynom He poctynHa | He gocTtynHa (no  ymonuaHuio
BKIMOYEHa)

OnuncaHne dgyHkuum 6es3onacHoctn OC M NoOpaaoK MX UCMNONb30BaHUS MPUBEOEHO B

nokymeHte PYCB.10015-01 97 01-1. MNogpobHee 0 HACTPOMKE CUCTEMHbIX YacOB MPUBEAEHO

Bl6.7.4.4

2.3. NepBuyHaa HacTpouka OC

B nyHkTax npveeaeHo onncanue Hactpoek OC Ansi COOTBETCTBYIOLLENO YPOBHSA

3aLUULLIEHHOCTM B crydae, ecnv npu yctaHoBke OC 6binm BbiIbpaHbl NpeanoXXeHHbIe MO0 yMON4YaHuIo

3Ha4YeHunA.

2.3.1. YpoBeHb 3awmweHHocTn «ba3oBbiny

YpoBeHb 3almLLeHHOCTN «ba3oBbIny pekoMeHayeTcs NPUMEHATb Ans 06paboTkm obule-

OOCTYMHOW MHpopMaumu.
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Mocne yctaHoBku OC rotoBa K MCNOMb30BaHUIO 6€3 AONONMHUTENBbHBIX HACTPOEK.

Ha gaHHOM ypOBHe 3alULLEHHOCTY ANg pa3rpaHnyeHns 4ocTyna NnpyuMeEHsIeTCa MexaHn3m
OVCKPELIMOHHOIo ynpasneHusa OCTyrnoM. 1o ymonyaHuio BbIKMHOYEHbl pexnuM oTnagku ptrace u
BO3MOXHOCTb UCMNONb30BaTb MexaHn3am sudo 6e3 BBOAa napons.

[lononHuTenbHO Ans 3awuTbl UHGPOPMaLUUM MOTYT MCMNONb30BaTbCS OOCTYMNHbIE CUCTEM-
Hble OrpaHuyeHuns], a Takke PyHKUUK Be30MacHOCTU, orpaHMyYnBatoLne 4enCTBUS Nofib3oBaTenen.

Hactponka dyHKuuin 6e30MacHOCTM BLINOMHAETCA B COOTBETCTBUN C AOKYMEHTOM
PYCBE.10015-01 97 01-1.

2.3.2. YpoBeHb 3aWMULEeHHOCTN «YCUNEHHbINY

YpoBeHb 3alMULLEHHOCTU «YCUITEHHbIN» pekoMeHayeTcsa ans obpaboTkn nHpopmauyumm
OrpaHMYeHHOro JOCTyna, He coaepKallen cBeeHns, COCTaBnNAoLWMNE rocyaapCTBEHHYIO TanHy.

Mocne yctaHoBkn OC mMaHaaTHbIM KoHTponb uenoctHoctn (MKLL) OC n dannoson cu-
CTeMbl BKMNOYaOTCH aBToMaTuyeckn. MNpu BknoveHHoM pexnme MKL, agMnHucTpupoBaHue v
HacTporka OC JOMmKHbI BbINOMHATLCA TONBKO agMUHUCTPATOPOM Ha BbICOKOM YPOBHE LIENTOCTHO-
CTW.

Ha gaHHOM ypoBHe 3allMLLEHHOCTU ANs pasrpaHnyeHns JoCTyna NpUMEHSIETCS MeXaHn3m
AVCKPEUVOHHOrO yrpaBneHns 4ocTynom. o ymonyaHuio BbIKIMIOYEHbI peXnM oTrnagku ptrace u
BO3MOXHOCTb UCMNONb30BaTb MexaHn3am sudo 6e3 BBOAa napons.

[ononHutenbHO ANg 3awwmTbl MHOPMaLUM MOTYT UCNONb30BaTbCA JOCTYMNHbIE CUCTEM-
Hble OrpaHMYeHuns], a Takke PyHKUUN 6e30NacHOCTX, OrpaHMYMBatoLLmMe 4EeNCTBMA NOMb3oBaTeNen.

Takke Ha JaHHOM YpOBHE 3alUULLIEHHOCTU ANS 3aWmMTbl HpopMaLnn JOCTYMHbI MEXaHU3-
Mbl OYUCTKN MNaMATU U OpraHn3aumst 3aMKHYTOM NPOrpamMMHON cpeabl.

HacTtponka cpencts 3awmtbl MHpopMauum n oyHKLMA 6€30NacHOCTM BbIMOSHAETCS B

cooTBeTCcTBUM ¢ AokymeHToM PYCBE.10015-01 97 01-1.

2.3.3. YpoBeHb 3awmueHHocT «MakcumMmanbHbIN»

YpoBeHb 3aLumLleHHOCTN « MakcmanbHbI» pekomeHayeTcs anst 06paboTkn nHdopmaumm
OrpaHNYeHHOro AoCTyna, coaepxallen CBefeHNs, COCTaBnsAoLMe rocyaapCTBEHHYIO TanHYy.

Mocne yctaHoekn OC pexum MKL, OC n dhannoBor cMcTeMbI BKITHOYAKOTCS aBTOMaTUYECKU.
Mpu BknoveHHOM pexume MKLL agmuHncTpmnpoBaHue n Hactporka OC O0mKHbI BbINOMHATLCS
TONMbKO aAMUHUCTPATOPOM Ha BbICOKOM YPOBHE LIENTOCTHOCTH.

Ha gaHHOM ypOBHe 3alUMLLEeHHOCTUN ANs pasrpaHuyeHns 40CTyna no yMONYaHuo NpuMeHs-
IOTCS MEXaHM3Mbl MaHAATHOrO yrnpaBneHms 4OCTYNOM U OUCKPELMOHHOIO ynpaBreHnsa JOCTYMNOM.
Mocne yctaHoBku OC Tpebyetcs onpenenutb pexum pabotel KC3 1 BbINONHUTL reHepauuio KC3
B cooTBeTcTBUM ¢ PYCB.10015-01 97 01-1.
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Mo ymonyaHuio BbIKNIOYEHbI PEXNM OTnagku ptrace n BO3MOXHOCTb UCMOMb30BaTb Mexa-
HU3M sudo 6e3 BBOAa napons.

[ononHutensHO Ang 3awuTtbl UHPOPMaLUM MOTYT MCMONb30BaTLCA OOCTYMNHbIE CUCTEM-
Hbl€ OrpaHMYeHuns], a Takke PyHKUMK 6e30MacHOCTU, orpaHMuYnBatoLe 4ENCTBUS NONb3oBaTeNen.

Takke Ha JaHHOM YPOBHE 3alUMLLEHHOCTUN ANA 3alnTbl UHOPMaUNN SOCTYMHbI MEXAHWN3-
Mbl OYUCTKU NaMATU U OpraHn3aumst 3aMKHYTOM NPOrpamMMHON cpeabl.

HacTtponka cpencts 3awutbl MHpopMauum n oyHKUMA 6€30NacHOCTU BbIMOSHAETCS B

cootBeTcTBUM C fokymeHToM PYCBE.10015-01 97 01-1.
2.4. Co3paHue LiveCD

LiveCD — ato OC, 3arpyxaemas ¢ ontudeckoro Hocutens (CD, DVD) 6e3 ycTaHOBKM Ha
XXECTKMI ANCK, NPy 3TOM NoNb3oBaTento 4ocTyneH Becb dyHkumoHan OC.
B coctaB OC BX0OANT MHCTPYMEHT KOMaHOHOM CTPOKM 1live-build-astra AN co3aaHus

obpasa LiveCD. NapameTpbl MHCTPYMEHT NpUBEAEHDbI B Tabnuue

Tabnuua 2
MNapameTp OnuncaHue
-h, —-help BbiBeCTU cnpaBky
-0, ——output <filename> 3agaTtb ums pesynstupytowero ISO-obpasa

3agatb nmsa BapuaHta OC. MNopaepkunBakoTcs BapuaHTbl

-D, ——distribution <distribution>
smolensk u orel

3anaTb CNMUCKM NaKeToB, YCTaHOBMEHHbIX B Pe3ynbsTUpyto-
wen OC

HasBaHue danna ¢ gononHUTENbHbIM CMMCKOM MakeToB
Onsi yctaHoBKKU B pesynbtupytowen OC

-T, ——tasks

-P, -—-packages-list <filename>

Ha3BaHMs OAMHOYHLIX NAKETOB AN YCTaHOBKWU B pe3yJib-

—_— —_—— i i - < i > Y
P, additional-packages <list Tupytowen OC

HasBaHus nakeTos, KOTOPbI€ HY>XHO UCKINKYUTb N3 CnNC-

-e, ——exclude-packages <list>
KOB, YKa3aHHbIX BblllE

-b, --build-directory <dirname> HaseaHne c6opoyvHoro karanora

-c, -—clean-before Ouunctutb cOOpOoUHbIN KaTanor nepen c6opkon

-C, -—clean-after YHUYTOXUTb COOPOYHbLIN KaTanor nocrne cbopku
HassaHue katanora co cueHapusamy 060n0o4kn, KOTopble

-k, -—hooks <dirname> HY>XHO BbINOSMHUTL B pe3ynbtupytowiern OC nocne ycta-
HoBku MO

HasBaHue kaTtarnora c (*)aﬁﬂaMM, KOTOpPbl€ HY>XHO BKJ1HO-

-1, --includes-binary <dirname>
YnTb B cocTaB pesynsrupytowero ISO-obpasa

HasBaHue kartanora c pannamm, KOTopble HY>XHO BKI1t0-

-m, ——includes-chroot <dirname> .
YMTb B cocTaB peaynbtupytowen OC
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OkoHyaHue mabnuusi 2

MapameTp OnuncaHue

CdopmmpoBaTth apxue ¢ cogepxmmbiMm kopHeson OC pe-

-t, ——tarball <filename> .
synetupytowen OC

CdbopmMupoBaTh 06pa3s KapTbl NAMATU C Pe3YNLTUPYIOLLEN
ocC

-g, --partition-script <filename> | ®aiin c onucaHuem Tabnuubl Pa3aenoB Ha KapTe NamMsATi

-i, --image <filename>

-s, ——source-iso <filename> NcxogHbin ISO-o6pas

Agpec penosutopua ¢ naketamu MO ans ycTaHOBKM B

-r, --repositories <URL> .
pesynstupytoien OC

LleneBas apxutekTtypa pesynsrupytowen OC. Mo ymon-

-a, ——arch <ARCHITECTURE>
YaHUIO NCMOJIb3YEeTCA TEKYLLaA apXUTeKTypa

LiveCD moxHO cobupatb, ncnonb3ys ISO-o06pasbl AByX ycTaHOBOYHbIX auckos OC (amck
¢ anctpunbytnesom OC n guck co cpeactBamm paspaboTkM) B Ka4ecTBe MCTOMHUKOB NakeToB. [ns
3TOro HeobXoAMMO yKasaTb MYTb K HUM B KaBblYkax Yepes3 TOYKY C 3ansiTOn, Hanpumep:
live-build-astra -o smolensk live.iso -D smolensk

-s "/home/user/smolensk-current.iso; /home/user/devel-smolensk-current.iso"

BHUMAHME! Ecnu npu cosgaHum LiveCD B ka4ecTBe 0QHOIMO M3 MCTOYHMKOB MaKeTOB He
npegocTasBnseTcs ycTaHoBoYHbIN anck OC, To nony4ymeLlumincs obpas LiveCD He cMoxeT bbITb
3arpyeH ¢ nomolubto UEFI, a Tonbko ¢ nomouwybto BIOS. HekoTopble KOMNbIOTEPLI (B OCHOBHOM,
COBpPEMEHHbIE HOYTOYKN) HE NPEeaOCTaBnAT BO3MOXHOCTb 3arpy3ku 6e3 ncnonssosaHmst UEFI.

Mo ymonuanuio cobupaetca obpas OC, npurogHbin ans ceteBon yctaHoBkn OC Ha
YKECTKUN ONCK KOMMblOTEpPA.

Ecnu Tpebyetca nobasutb gononHuTenbHble dannsl Ha anck ¢ LiveCD nnm B OC LiveCD,
TO peKoMeHOyeTCA CKonmpoBaTb, COOTBETCTBEHHO, KaTasiorn, NCrnoribdyemMbie Nno yMOJ1HaHUIO:
/usr/share/live-build-astra/includes.binary/
/usr/share/live-build-astra/includes.chroot/

7] ﬂ,06aBI/lTb B HUX HeOGXO,EI,I/IMbIe (baIZJ'IbI, nocrie 4Yero ykasatb KOMunM KatasioroB B Ka4decTBe
napamMmeTpoB Krnoyen ——includes-binary U ——includes-chroot, Hanpumep:
cp /usr/share/live-build-astra/includes.binary/ ~/Desktop/includes.binary
cp /usr/share/live-build-astra/includes.chroot/ ~/Desktop/includes.chroot
echo "My custom LiveCD" > ~/Desktop/includes.binary/custom.txt
echo "File in root directory." > ~/Desktop/includes.chroot/root/file.txt
live-build-astra -o smolensk live.iso -D smolensk
-s "/home/user/smolensk-current.iso; /home/user/devel-smolensk-current.iso"
--tasks "Base Fly"
-p "gimp firefox" --includes-binary ~/Desktop/includes.binary

--includes.chroot ~/Desktop/includes.chroot
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®ann custom. txt GyaeT ckonMpoBaH B KOPHEBOW KaTanor gannoson cucremol LiveCD.
dann file.txt 6yget B ckonupoBaH B /root 3arpyxeHHon OC LiveCD.

Kpome TOro, ecnu tpebyetca, 4ytobbl B OC LiveCD 6binn BbINOMHEHbI JOMOMHUTESb-
Hble JeNCTBUS Ha 3Tane cObopKn, TO BO3SMOXHO MCMNOMNb30oBaTh NapameTp —-hooks aHanormyHo
--includes-chroot, T.e. ckonuposartb kaTtanor /usr/share/live-build-astra/hooks/,
NMOMECTUTb B €r0 KONuMto Heobxoaumble cueHapum 060NoYKkn U NnepegaTb NyTb K KONUKU KaTanora B
KayecTBe Knko4a k napameTpy --hooks.

CobpaHHbIN B pesynbraTe paboTbl 1ive-build-astra ISO-06pa3 MOXHO MCNOMNb30BaTb
ansa 3arpyskm kak ¢ DVD, Ttak n ¢ USB-Hakonutens. [Ins toro, 4tobbl 3arpy3mte OC ¢ USB-
HakonuTens, Heobxognmo |ISO-o6pa3 nobanToBo 3anmcatb Ha USB-HakonuTenb, Hanpumep, ¢

NOMOLLIbIO KOMaHabl dd.
Mpumep
3anunck 1ISO-o6pasa Ha noakntoyeHHbIn USB-HakonuTenb, 0603Ha4YeHHbIM B CUCTEME Kak

/dev/sdb:
dd if=smolensk _live.iso of=/dev/sdb bs=1M

BHUMAHMUE! KomaHga dd 3anucbiBaeT HOBOE COAepXUMOe, yaansasa nMeroLmecs 3anucu.
YKasaHne HEKOPPEKTHbIX NapaMeTPOB MOXET MPUBECTU K NOTepe AaHHbIX UM HEBO3MOXHOCTHU

3arpy3ku OC.
2.5. O6HoBneHue OC

Ons yctaHoBku o6HoBneHuin OC uncnomnb3yeTcs WMHCTPYMEHT KOMaHOHOW CTPOKU

astra-update.
OOLWKM cUHTaKCMC KOMaHab!:
astra-update [me¥crBue] [napamerp] [ucTounHuk]|[[ucTOuHUK]..]

Mpw 3anycke KomMaHAbl MOXET ObITb BbIOPAHO TONbKO 0AHO AencTBue. CnMcoK OCHOBHBIX

AeNCTBUI astra-update npuBeaeH B Tabnuue [3

Tad6bnuua 3

Jencrteue Onucanue

-C npOBepMTb, MOXXHO J11 yCTaHaBJ1InBaTb oOHoBneHue. NameHeHus B cucremy
He BHOCATCS. fBNaeTcs AencTBMEM MO YMON4YaHUIO — BbINOJTHAETCA, eCInn B
KomaHae OencTeBue He YKa3aHO

-a YcTaHOBUTL OOHOBNEHNE aBTOMATUYECKM B MHTEPAKTUBHOM pexnme (C BbIBO-
AOM 3anpOoCOoB NOMb30BaTENO), BbIMOMHAS aBTOMATUYECKOE BbIKIMIOYEHNE U
BKIoveHne dyHKumin 6esonacHocTtu. MNpeacTtaBnsieT cobon nocrnegoBaTenb-
HO€e BbIMOSIHEHNE AeNcTBUN -d, -1 N -e
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OkoHyaHue mabnuusi 3

Hencteue Onucanune

-A YcTaHoBUTbL OBHOBIEHME MOMHOCTLIO aBToMaTudeckn (6e3 BbiBoga cooblLue-
HU 1 3aNpPOCOB MONb30BATEN0), BbIMOSTHAS aBTOMATUYECKOE BbIKITHOUYEHME U
BKNtodeHne cdyHkumim 6esonacHocTu. MNpeactaenseT cobon nocrnegoBartesb-
HO€e BbINOSIHEHME AencTBuin —d, -I n —e.

[aHHbIN pexXuM npeaHasHadYeH Arnsi MacCoBOW aBTOMATUYECKOM YCTaHOBKU
OOHOBMEHMIN HA YOaNeHHbIX KOMMbIOTEPaX, B TOM YUCHE NS UCMOMNb30BaHNSA
B cueHapusix ansible. YcTponcTBa UTeHUS ONTUYECKMX ONCKOB, 4OOABMNEHHbIE
C NOMOLbI0 KOMaHabl sudo apt-cdrom add, He 6yAyT MCMNONb30BaHbI B
npouecce HENHTEPAKTUBHOWM YCTAHOBKM, T.K. MOTyT NoTpeboBaTb AENCTBUN
nonb3oBaTens

-d BbikntounTtb dyHKUMM ©6e3onacHocTn, Melarowme obHoBneHuw. Cocto-
sHMe dQyHKUM 6e3onacHocTM npu aToM Oyger coxpaHeHo B dhanne
/etc/parsec/update-saveconf

-I YcTaHoBUTL OGHOBIIEHNE B HEMHTEPAKTUBHOM pexume (6e3 BbiBoga coobuue-
HWA 1 3aNPOCOB MOSb30BATENO) U HE BbIMOSHASA BbIKITIOMEHNE U BKITKOYEHME
dyHKUMI Be3onacHOCTH

-i YCTaHOBUTb OGHOBMEHME B MHTEPAKTUBHOM pexume (C BbIBOAOM 3anpOCoB
Nonb30BaTeNo) U He BbIMOSHASA BbIKIIOYEHME U BKIOYEHUE pyHKUunn 6es-
OonacHoCcTU

-e BkntounTb oyHKUMKM 6e3onacHocTn, koTopble GbinKn BbIKNOYEHbI Nepesq, 06-

HoBneHnem gencremem —d. CoctosiHue yHKkUMn Ge3onacHocTy ByaeT Boc-
CTaHoBIEHO 13 hanna /etc/parsec/update-saveconf. Ecnu cann He
CYLLIECTBYET, TO HUKAKNE N3MEHEHNSI B CUCTEMY BHECEHBI HE ByayT

Cnucok napameTpoB astra-update npueeaeH B Tabnuue 4]

Tabnuua 4
MapameTp Onucanune

-k CoxpaHnTb MCTOMHUKM ONs nocnenylowero ncnonb3oBaHna (dpannel iso-
obpasoB ByayT ckonMpoBaHbl Ha ANCK U yKa3aHbl B /etc/fstab, ceTeBble
penosutopun 6yayt nobaeneHbl B hbann /etc/apt/sources.list)

-g MpoBepuTb KOHTPONbHLIE CyMMbl dbarna iso-obpasa no anroputmy FOCT

-m MpoBepuTb KOHTPONbHbIE CyMMbl panna iso-obpasa no anroputmy MD5

-r YcTtaHoBKka OOHOBMEHNA N3 PENO3UTOPMEB, MNEpPEeYUCNeHHbIX B danne
/etc/apt/sources.list (6e3 BHECEHUS U3MEHEHUIA B cam chalin)

-n Tonbko MMUTUPOBaTb YCTAHOBKY OOHOBIEHUS, 6€3 BHECEHNSA N3MEHEHN B
cucrtemy

B kauecTBe UCTOYHUKA MOXeET BbITb Yka3aH dann iso-obpasa unu ceTeBon peno3vTopun.
MoxeT ObITb Yka3aHO HECKOSNbKO UCTOYHWUKOB, pasfaeneHHblx npobenom.

BHUMAHUE! NHcTannsaumoHHbIM 06pa3 cucTeMbl BCerga LOSMKEH NPUCYTCTBOBATb B
/etc/apt/sources.list unum ObiTb yKa3aH B KQYECTBE MCTOYHUKA NPU BbIMNOSTHEHUM KOMaHAbI

astra-update.
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[ns ycTtaHoBKM OGHOBMEHMI TakkKe MOXET WCMONb30BaTbCs rpadmyeckas ytunuTa

fly-astra-update. OnucaHme yTunuTbl NPUBEAEHO B 3MEKTPOHHON CripaBKe.
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3. CUICTEMHbIE KOMIMOHEHTbI

3.1. YnpaBneHue ycTponctBamu

3.1.1. Tunel ycTpoucTtse

B OC cyuwiecTtByeT ABa TMna yCTPOUCTB:

1) BroYHble YCTPOMCTBA C NPOU3BOSIbHBIM AOCTYNOM — AaHHble, 3anncaHHble B Takue

YyCTPONCTBA, MOryT ObITb NPOYUTaHbI OTTYAA, KyAa 3anucaHbl (Hanpumep, XecTkue OUCKN);

2) CUMBOfbHbIE YCTPOMCTBA C nocrefoBaTeflbHbIM UM MPOU3BOSIbHLIM JOCTYNOM —

AaHHble, 3anncaHHble B Takne YCTPOMCTBA, He MOryT BbITb NpoYMTaHbl (Hanpumep, nocre-

AoBarterbHble NOpPThI).

Kaxxgoe nogaepxusaemoe ycTponcTeo npeactaesnsetrca B ®C cannom yctponctsa. Npu
BbIMOSTHEHUW OnepaLmi YTeHUSA UK 3anucK ¢ pannom ycTponcTea NponucxoanT odMeH AaHHbIMK
C YCTPOMCTBOM, Ha KOTOpPOE yKasblBaeT aToT hann. [JaHHbIn cnocob gocTyna K yCTponcTBam
NMO3BONSIET HE UCNOMb30BaTh CneunanbHble NPorpaMMbl (a Takke cneuvanbHble MeToabl Nporpam-
MUPOBaHMUs, Takne kak paboTa ¢ npepbiBaHUAMM).

Tak kak ycTponcTBa oTobpaxatoTcsa kak cannbl B ®C (B Katanore /dev), UX MOXHO
NPOCMOTPETL C NOMOLLIO KOMaHAbl 1s. [Mocne BbINONHEHMS KOMaHAbl C NnapaMeTpoM —1:
1s -1
Ha 3KpaH MOHUTOpPA BbIBOAUTCS CMMUCOK (hanrnoB C ykazaHMeM B NepBOUn KOSIOHKe Tuna channa
M NpaB goctyna K Hemy. Hanpumep, ana npocmoTtpa danna, COOTBETCTBYHOLLENO 3BYKOBOMY
YCTPOWCTBY, UCMOSb3yeTcs cneayollasa kKomaHaa:
ls -1 /dev/dsp
crw-rw—---T+ 1 root audio 14, 3 Wwn 1 13:05 /dev/dsp

[MepBbI CMMBOM c B NEPBOW KOMOHKE yKasblBaeT Ha TUN panna — B JaHHOM Crlydae CUM-
BOIbHOE YCTPOMCTBO. [Ans 06bl4HbIX hannioB MCNOMbL3yeTCa CUMMBON «—» (aedurc), Ansa Katanoros
— d, 4ns 6rnoYHbIX YCTPOMUCTB — b (onncaHve KomaHabl NpMBegeHO B man 1s).

Hanuuue annoB ycTpoONCTB HE O3HaYaeT, YTO JaHHbIE YCTPONCTBA YCTAHOBMEHbI B CU-
cteme. Hanpumep, Hannume hanna /dev/sda He 03HaAYyaEeT, YTO HA KOMNbIOTEPE YCTaHOBMNEH
xecTkun guck SCSI. 3To npegycmMoTpeHo Ans obneryeHnsi ycTaHOBKM NporpamMmM 1 HOBOro obopy-
A0BaHW4, T. K. UCKIT0MaeT HeoBXOAMMOCTb MOMCKa HY>KHbIX MapamMeTpbl U co3gaHusa gannos ons

HOBbIX YCTPOWUCTB.

3.1.2. XXecTKne AUCKMU

[Mpn agMUHUCTPMPOBAHMM OUCKOB MOTYT BO3HUKHYTb BOMPOCHI, CBA3aHHbIE C pa3geneHnem
XKECTKOro Ancka Ha pasgerbl, co3gaHmem u MoHTupoBaHmem ®C, hopmaTtpoBaHMemM ancka u ap.

OpaHa 13 NpuyrH pasgeneHns XeCcTKoro Ancka — 310 XpaHeHue pasHbix OC Ha ogHoMm

XeCcTKoM aucke. [lpyras npuynHa — XxpaHeHune nosib30BaTerNbCKMX U CUCTEMHbIX (haiifioB B pas-
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HbIX AWCKOBbIX pasaenax, YTo ynpoLlaeT pe3epBHOE KOMMPOBAHNE N BOCCTAHOBMNEHME, a TaKKe
NoBbIWAaeT 3alMLLEHHOCTb CUCTEMHbIX PanfoB OT NOBPEXAEHUN.

[lnsa ncnonb3oBaHUsa Ancka unn pasgena Heobxoanmo cosgaHue Ha Hem OC.

[nsa wratHoro goctyna K AgaHHbIM, Haxogsawwmmcsa B @C, Heob6xoanmo BbINOAHUTL MOHTUPO-
BaHne ®C. MoHTMpOBaHME BbINOSTHAETCS C Lenblo hopMUPOBaHUS €OUHON CTPYKTYPbI KaTanoros,
obecneyeHus Bydepmsauumn aAnckoB 1 paboTbl C BUPTYanbHOW NaMSATBIO.

MOHTMPOBaHNE MOXET BbINOTHATLCS Kak aBTOMAaTUYECKU, Tak U Bpy4YHyto. PC, MOHTUpye-
Mbl€ BPYYHYHO, OOMKHbI ObITb PA3MOHTUPOBAHbI BPYYHYIHO.

LleHTpanbHbI NPOLIECCOP U XXECTKUIN ANCK 0OMeHMBaoTCs MHbopMaumen Yepes ANCKOBbIN
KOHTposnnep. 3To ynpoLiaeT cxemy obpaLleHnst n paboTbl C AUCKOM, T. K. KOHTPOMAepbl AN pasHbIX
TUNOB OWUCKOB MOTYT ObITb MOCTPOEHbI C UCMONb30BaHMEM €OMHOr0 MHTepdenca ans cBssn ¢
KOMMbIOTEPOM.

Kaxxgbln XKecTKMn OUCK NpeacTaBneH oTaenbHbIM (hansiomMm ycTponcTea B KaTtanore /dev:
/dev/hda n /dev/hdb Ans nepBoro M BTOPOro Aucka, noakntoveHHoro no IDE wwuHe, u

/dev/sda, /dev/sdb 1 T. 4. 4Ns AUckoB, ncnonb3ytowmx SCSI nnn SATA-nHTepdenc.

3.1.3. Pasgenbl XXecTKOro gucka

Becb eCcTkuin gnck MoxeT ObITb pa3geneH Ha HeCKONbKO AMCKOBbIX pa3aenos, NpuyemM
Kaxkablv pasgen npeacraBneH Tak, Kak ecnm Obl 370 6bI1 oTAeNbHbIN ANCK. PasgeneHne ncnosnb-
3yeTcs, Hanpumep, npu pabote ¢ asyma OC Ha ogHoOM kecTkoM aucke. Npu atom kaxxkgaa OC
ncnonb3yeT aAns paboTbl OTAENbHbIA ANCKOBbINA pa3nen U He B3aMMOAEWUCTBYET C APYrMMU. Takum
o6pa3som, ABe pasnuyHble CUCTEMbI MOTYT OblTb YCTAHOBIEHbI HA OOHOM XXECTKOM OUCKE.

MasHas 3arpy3odHas 3annce MBR (Master Boot Record) gucka cogepxut mecto gns
YeTblpeX OCHOBHbIX pa3aenos, NpoHymMepoBaHHbIX OT 1 oo 4. Ecnu Heobxogmmo gobasuthb elle
pasgenbl Ha AuCK, To cnegyeT npeobpa3oBaTtb OCHOBHOW pasden B AONONHUTENbHbIN (extended).
[anee gononHuUTenbHbIM pasgen pasgenseTcs Ha OauH UKW HECKONbKO JTOrMYeCcKNX pasaenos ¢
Homepamu oT 5 oo 15.

3.1.3.1. PacwumpeHHble 1 nornyeckue pasgenbl

Mpu yctaHoBke OC obnactb cTpaHM4YHOro obmeHa yalle Bcero pasMmeLlaeTcs B OCHOBHOM
OTAEeNbHOM ANCKOBOM pasgene.

Cxema, ucnonb3ytoLasi pacluMpeHHble pasgensl, NO3BonsieT pa3drBaTe OCHOBHOW pasgern
Ha nogpasgensl. OCHOBHOWM pa3aen, pasduTbi Takum 06pa3oM, Ha3bIBAETCA «PaCLUMPEHHBbIM
pasgenomMy, a nogpasaenbl Ha3blBalTCsa «rnormdeckummn pasgenammy». OHU (PYHKUNMOHMPYIOT Tak

Xe, KaK 1 OCHOBHbIE pa3aernbl, pa3findine CoOCToOUT B CXemMe X co3gaHuA.
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3.1.3.2. Pa3buneHue xecTkoro gmcka

Mpwn yctaHoBke OC pasbueHune xecTKoro agucka (OUCKOB) OCyLLeCTBNAETCA cpeacTsaMmm
nporpammbl-ycTaHoBLlmKa. Npn pabote ¢ OC ans pasbueHunsa XeCcTKoro gucka Ha pasgenbl
ucnonbayetcd nporpamma f£disk.

Kaxabi pasgen OOMmKeH cogepXaTb YETHOE KONMYEeCTBO CEKTOPOB, T. K. B OC mncnonb3ay-
toTcs 6noku pasmepom B 1 Kb, T. e. ABa cekTopa. HeueTHOe KONMYeCTBO CEKTOPOB NpUBEAET K
TOMY, YTO NOCNEAHUN U3 HUX ByaeT He NCMOMb30BaH. OTO HM Ha YTO HE BAUSET, HO NPWU 3anycke
fdisk 6yget BblgaHO npeaynpexaeHue.

[Mpn nameHeHun pasmepa pasgena pekoMeHayeTcs CHavarna caernaTtb pe3epBHYH KOMuio
BCen Heobxoaumown nHdgopmaumm, yoanuTb pasger, co3fatb HOBLIWM pasgen, a 3aTeM BOCCTaHo-
BUTb BCIO COXPaHEHHYI MHJOpPMaLuIo B HOBOM pasfene.

OnucaHuve nporpammbl NpuBeaeHo B man fdisk.

3.1.3.3. ®annbl ycTpoMUCcTB U pasgenbl

Kaxxgomy OCHOBHOMY U pacLUMpPeHHOMY pasaeny COOTBETCTBYET OTAENbHbIN dhans yCcTpon-
ctBa. CylecTByeT cornaweHvne ana nmeH nogobHbIx hannos, KOTOpoe 3akrntodaeTcsa B Jobasne-
HUM HOMepa pasgena K MMeHun hanna camoro gucka. Pasgenel ¢ 1 no 4 9Bna0TCA OCHOBHbLIMU
(BHEe 3aBMCMMOCTU OT TOrO, CKOSbKO CYLLECTBYET OCHOBHbIX pa3fenos), a pasgensl ¢ 5 no 15 — no-
rMYecKMMn (BHE 3aBUCMMOCTM OT TOrO, K KAKOMY OCHOBHOMY pasfeny OHW OTHocATcs). Hanpumep,
/dev/hdal COOTBETCTBYET NEpPBOMY OCHOBHOMY pasaeny nepsoro IDE-gucka, a /dev/sdb7 —

TPeETbEMY FIOMMYECKOMY pasaeny BTOporo gucka ¢ nutepgericom SCSI nnu SATA.

3.1.4. ®opmaTupoBaHue

dopmaTmpoBaHMe — 3TO MpoLecc 3anucu cneumanbHbIX OTMETOK Ha MarHUTHYH Mo-
BEPXHOCTb, KOTOpble MCMONb3YTCA ONS pa3ferneHns OopoXeK U cekTopoB. [AUCK He MOXeT
Ncnonb3oBaTbCsa A0 TeX Mop, Noka OH He ByaeT oThopMaTUpoBaH.

Onsa IDE- n HekoTopbix SCSI-anckos popmatnpoBaHue Npon3BOAUTCH NpU UX U3rOTOBIEe-

HWUM 1, 0BbIYHO, He TpebyeTcsa NOBTOPEHUS 3TOW MpoLieaypbi.

3.1.5. NMporpammHan opraHusaums guckoBbix pasgenoB B RAID u toma LVM

B agpo OC BcTpoeHa nporpammHas peanudaunsa texHornornn RAID (yposHu: RAID 0,
RAID 1, RAID 5 u ux codeTaHus). KomaHga mdadm npegoctaBnsetr agMUHUCTPATUBHBLIN UHTEP-
drenic nonb3oBartens ANA co3gaHUAa U ynpasrieHna MaccuBamMmu.

[Mocne co3naHus maccuBa ero yCTPOUCTBO, Hanpumep, /dev/md0, UCMOMb3yeTCs TOYHO
Takke, kKak /dev/hdal wnm /dev/sdb7.

LVM, ¢ ToYKM 3peHnsa aapa CUCTEMBI, UCMONb3YeT YHUMpULUMPOBaHHbIE MexaHu3Mbl VFS n

He Hy)xaaeTcs B cneumanbHbiX KoHurypauusx sgpa. B OC obecneunBaeTcst NonNHO(YHKUMOHAMNb-
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Hoe ynpasneHne Tomamu LVM, KoTOpoe ocyLecTBNAETCss CTEKOM KoMaHA ynpasneHus (okono 30
nporpamMmm).

LVM o6ecneumBaeT 6onee BbICOKMA YypOBEHb abCTpakuumn, 4eM TpaguunoHHbIE OUCKN
n pasgensl Linux. 3T1o no3sondet obutbcsa 6onbluen rmbkocTr Npu BbiAENEHUN NPOCTPaHCTBA
ANs XpaHEeHUs1 AaHHbIX. Jlormyeckne Toma MOXHO Nerko nepemMellartb ¢ OAHOro M3N4eCKOro
YCTPOWCTBA Ha Apyroe, a ux pasmep n3aMeHsTb. Pusmyeckme ycTpomcTea MOXHO OTHOCUTESTbHO
npocTto fobasnaTb M yaansate. Tomam, ynpasnsgemMmbiM nocpeactsom LVM, MOXHO HasHavaTb
nobble TEKCTOBbIE HAa3BaHUSA, Hanpumep, database unn home, a He cnyXebHble sda unn hda,

KaK y YCTPOWCTB.
3.2. YnpaBneHune ®C

dannosasa cucteMa — 3T0 METOAbl U CTPYKTYPbI AaHHbIX, KOTopble ncnoneaytotca OC anga
XpaHeHus annioB Ha ANCKE UNU ero pasgene.

Mepen Tem, Kak pasgen unu AUCK MoryT 6bITb NCMONb30BaHbI ANs XpaHeHUs Hopmaumm
(dpannos), oH JOmMKeH BbITb MHULMANM3MPOBaH, a Tpebyemble faHHble NepeHeCceHbl Ha 3TOT AUCK.
OTOT npouecc Ha3biBaeTcHa «cosgaHnem OCy».

B OC pekomeHaoBaHa K NPUMEHEHMIO U UCMNONb3yeTcsa No ymondaHuto ®C tuna ext4,
obecneymnBatoLlan NOAAEPKKY AMNHHBIX MMEH, CUMBOJSIMYECKUX CBA3EN, XpaHeHne MaHaaTHbIX
aTpmbyToB, BO3MOXHOCTb NpeacTaBneHns nMeH annoB pycckumm dyksamu. JoONoSTHATENBHO
moryT ucnone3oatbcst PC 1ISO9660, FAT (MS-DOS), NTFS u gp.

Bce paHHble OC cocTosT n3 MHOXecTBa hansnos (Nporpammbl, GUBNMOTEKN, CUCTEMHbIE
M nornb3oBaTeribCckne gannsl) n Bce oHu pacnonaratotca B PC. Ctpyktypa ®C umeeT BuAa
«NepeBepHYTOro AepeBa», BEPXHIOK BEPLUMHY KOTOPOro HasblBalOT KOPHEM («/» — KOpHEBOW
Katanor).

B 3aBucumocTu ot BbiGOpa, caoenaHHoro B npouecce yctaHoBku OC, katanorm moryT
OTHOCUTBLCS K pasnuyHbim OC.

Mocne yctaHoBkn OC dharnoBasa cuctema MoXeT COCTOSATb, HanpuMep, U3 CriegytoLmx
KaTanoros:

- root:

- /bin — HaxoOAaTCs BbINOMHAEMbIE NporpamMMbl (TOYHee, X ABOUYHbIE harnbl). OHK
HeobxoauMbl Anga paboTbl cucteMbl. MHorne komangbl OC aBnalTCA nporpaMmmamMm
13 3TOro KaTanora;

- /dev — pacnonoXeHbl ocobble dannbl, Ha3biBaeMble «dannamm yCTPOUCTBY»
(device files). C nx noMoLLbIO OCyLLEeCTBASAETCA JOCTYN KO BCeEM (PU3NYECKUM YCTPOU-

CcTBaM, YCTAHOBJIEHHbIM B CUCTEME;
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- /boot — cogepxuT Heobxoaumyo MHdopMauuto onga 3arpy3kun cuctemsl (S4po
(sppa), obpas initrd, hanns 3arpysdnka);
- /root — AOMAaLUHUK KaTanor cynepnonb3oBaTens;
- /tmp — UCNonb3yeTcsa Ansi XpaHeHUs1 BpEMEHHbIX hannoB, Co34aBaeMbIX Nporpam-
Mamu B nipouecce cBoen pabotbl. Pabotas ¢ nporpammamu, co3gatowmmMm MHOIO
OonbLUINX BpEMEHHbIX (hannos, ny4we nmMeTb otaensHyto ®C, yem npocTon Katanor
KopHeBon ®C;
- /etc — cogepxuT KoHurypaumoHHble channbl OC. 3aeck HaxoauTes hann napo-
neun passwd, a Takke cnucok ®C, MOHTUPYEMBbIX NPU HavanbHOM 3arpy3ke fstab.
B aToMm ke kaTanore xpaHATcs cueHapun 3arpy3ku (startup scripts), cnncok yanos
(hosts) ¢ ux IP-agpecamu n MHOXeCTBO ApYrMX AaHHbIX O KOHGUrypauuu;
- /1lib — cogepxartcsa pasgensiemole 6ubnnoTekn, NCNonb3yemMble MHOrMMU Nporpam-
MaMu BO BpeMs cBoer paboTbl. MpumeHsa pasgensieMble 6MBnNnoTekn, XpaHsawmecs
B 06LLEAOCTYNHOM MeCTe, MOXXHO YMEHbLUUTb pa3mep NporpamMm 3a cHET NOBTOPHOMO
NCMonb30BaHNA OQHOMO M TOrO Xe KoAa;
- /proc — sBngaeTca ncesgodansioBo CUCTEMON U UCNOMb3yeTCa ANA YTEHUS U3
namMsaTu nHopmaLmm o cucTeme;
- /sbin — XpaHATCS CUCTEMHbIE ABONYHbIE dhansibl (6ONBLUMHCTBO M3 HUX UCMOMb3Y-
eTcsa ANns HyXX4 CUCTEMHOrO agMUHUCTPUPOBAHUS);
- /usr — XpaHATCHA pasnunyHble NPOrpaMmbl U AaHHbIE, HE noanexalwmne n3aMeHeHuro. Ka-
Tanor /usr n ero nogkaranorn Heobxoanmsl Anst pyHKUMOHUpoBaHusa OC, T.K. cogepxaT
Hanbonee BaxHble Nporpammbl. [JaHHbIN KaTanor NoYTn Bcerga asnsierca otgenbsHon OC;
- /var — cogepxatcsa naMmeHsemble dannbl (Takme kak log-cbannbel u ap.);
- /home — COCTOMUT M3 NNYHbIX KaTanoros nonb3osarenen. O6LenpMHATO UMETb 34€EeCb
otaenbHyto ®C, yTobbl 06ecneynTb NoNb3oBaTeNsIM 4OCTAaTOMHOE NMPOCTPAHCTBO ANd pas-
MeLleHna ceoux pavnos. Ecnn nonb3oBaTtenen B cUCTeMe MHOro, BO3MOXHO, NpuaeTcs
pasgenuTb 3TOT KaTarnor Ha Heckonbko ®C. Torga, HaNpMMep, MOXHO co3aaTth nogkarasno-
T /home/staff n /home/admin gna nepcoHana n agMMHUCTPaLUMN, COOTBETCTBEHHO,
YCTaHOBUTb KaXablN Kak camocTtoaTernbHyto PC 1 yxxe B HUX co3gaBaTb pabodne katanorun
nonb3oBaTeneu.
B nuyHbIX KaTtanorax KaXgoro nonb3oBaTtensl Hapsay ¢ ApyrMMun gpannamm MMmeroTca
HECKOJSTbKO KOH(pUrypaLunoHHbIX pannos, KOoTopble 4SS NPaKTUYECKNX Lernen siBnatTcA
CKpbITbIMU. OHM MoguduumpytoTCca peako. dann CTaHOBUTCHA CKPbITbIM, €CIM NOCTaBUTb

TOYKY B Havarne umeHu hanna. YBmaeTb CKpbITble dpanrbl MOXHO BBEAA KOMaHAY:

ls -a
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3.2.1. YcTaHOBKa
®C ycTaHaBnuBaeTcs, T. €. UHULUMaNU3npyeTcs, Npu nomMoLmn komanabl mkfs. KomaHaa
3anyckaet TpebyemMyto nporpamMmmy B 3aBUCMMOCTM OT TUMa ycTaHaBnuBaemomn cuctemol. Tun ¢C

yKasblBaeTCsl Npu NoMoLLmM napameTpa -t fstype (onuMcaHue KOMaHabl NPUBEAEHO B man mkfs).

3.2.2. MoHTUpOBaHue

Mepen Hayanom pabotbl ¢ PC oHa gormkHa ObITb cMOHTMpPoBaHa. [Mpu aTom OC BbINONHAET
aencteus, obecnednsarone oyHKUNOHMpoBaHue MoHTupyemon ®C. Tak kak Bce dannbl B OC
NpuHagneXxaT O4HOWM CTPYKTYpe KaTanoros, TO aTa onepauunsa obecneumBaet paboty ¢ OC Kak ¢
Katanorom, HasblBaeMbIM TOYKOM MOHTUPOBAHUS.

Ona moHTuposaHuna ®C k gepey katanoroB OC Heobxoanmo y6eauTbed, 4To KaTanor
(TOYKa MOHTMPOBaHMS), K KOTOPOMY crnegyeT npumoHTupoBatb OC, 4EeNCTBUTENBHO CyLLECTBYET.

Ecnn ncnonb3oBaTb AN TOYKU MOHTUPOBAHUSA HEMYCTOW KaTtanor, TO ero coaepxmmoe
CTaHeT HeJOCTYMNHO 4O pa3MOHTUPOBaHUA. [103TOMy pekoMeHayeTca MMETb crneunansHO co3naH-
Hble KaTanoru gnsi MOHTMpPOBaHus pasgenos/ycTponcTB. OBbLIYHO OHU pacnonaralTcs B /mnt n
/media.

Mpeanonoxum, 4To TpebyeTcss MOHTMpPOBaTb ann IS09660 K TOMKE MOHTUPOBAHUSA
/mnt. Katanor /mnt OOMKeH yXe CylecTBoBaTb, UHAa4e MOHTMPOBaHWE 3aBEPLUUTCA HeyaayHo.
[Mocne MOHTUPOBaHMUS K KaTanory B HeM nosiBatcs Bce ¢hannbl n nogkatanorn ¢C. B npoTMBHOM
cny4vae karanor /mnt 6yger nycTbiM.

[nsa Toro 4yTobbI y3HaThb, kKakon ®C NpuHaONEXNT TEKYLLUIN KaTanor, cregyeTt BOCNOb30-
BaTbCHA KOMaHAOOW:
df -h
B BbiBOge komaHabl 6yaet otobpaxeHa ®C n o6bem cBoGOQHOro NPOCTpPaHCTBa.

3.2.2.1. mount

B OC gns moHTupoBaHusa ®C ncnonb3yetca komaHaa mount. CUHTAKCUC KOMaHAbI:

mount <device> <mountpoint>
roe  <device> — pmamyeckoe YCTPOMCTBO, KOTOPOE HEOOX0AMMO NMPMMOHTMPOBATD;
<mountpoint> — MMSA TOYKHU MOHTUPOBAHUA.
Mo ymon4yaHuio B uensix obecnevyeHms 6e3onacHOCTU MHGOPMaLMK NCNONb30BaTb KOMaH-
Ay mount MOXET TONbKO Cyneprnorb3oBaTenb.
Kpome napameTpoB, yKasaHHbIX Bbille, KOMaHA4a mount MOXET MMETb B KOMaHOHOMN

CTpOKe napameTpbl, NpuBedeHHble B Tabnuue 5l
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Tabnunua 5
MapameTp OnuncaHue
£ Umnutnpyet moHTupoBaHme OC. BeINOMnHATCA BCe ENCTBUSA, KpOME CUCTEM-
HOro Bbl30Ba 41151 HACTOSALLEro MOHTUPOBaHUSA
. MoapoObHbIn oT4veT. MNpenocTaBnsieT 4ONONHUTENBHY NHOPMAaLINIO O CBOUX
OencTBnsax
-w Mogkntoyaet ®C ¢ 4OCTYNOM ANS YTEHUS U 3anucu
-r Moakntoyaetr ®C ¢ JOCTYNOM TONBKO AN YTEHMS
-n BbinonHseT MoHTUpoBaHue 6e3 3anuncu B dann /etc/mtab
-t type YkasbiBaeT TMn MoHTMpyemon ®C
-a Moakntountb Bce PC, nepeyncneHHble B /etc/fstab
MpumeHnTbL cnncok napaMmeTpoB K MoHTUpyemon ®C. MNapameTpbl B cnvcke
-o list_of_options| nepeyncneHbl Yepes 3anaTyto. 3a NOMHbIM CMCKOM BO3MOXHbLIX NapaMeTpoB
cnepyet obpaTUTbCA K PyKOBOACTBY man

Ecnn Heobxoanmbin napaMeTp He yKa3aH, mount nonbITaeTcda onpeaennTb ee no q)a|7|ny

/etc/fstab.

PacnpocTtpaHeHHble popMbl KOMaHAbl mount:

1) mount /dev/hdb3 /mnt — MOHTUPYET pasden XecTKoro gucka /dev/hdb3 K kaTa-

nory /mnt;

2) mount -vat nfs — MoHTuMpyeT Bce ®C NFS, nepeuucrneHHble B danne

/etc/fstab.

Ecnu npaBunbHO npuMoHTupoBaTtbh ®C He yaaeTcd, TO BOCNOSb30BaTbCs KOMaHOO0M:

mount -vf device mountpoint

AN nonyvYeHnsa ot4yeTa O pesynbrartax BbIMONHEHUA KOMaHObl mount. B gaHHOM Cclniy4yae KoMaHaa

BbIMNOMNHSAET BCE AENCTBUS, KpomMe MOHTUPOBaHUA, N BbIBOOUTCA I'IOLl,pO6HbII7I OTHEeT O KaXXaoM Luare

BbINOJIHEHNA KOMaHAbI.

OnuncaHne komaHabl npuBedeHoO B man mount.

3.2.2.2. fstab

Ecnu cnucok ncnonbsyembix PC nameHaeTca peako, 1o ans yaobcrtea MOXHO ykasaTb

OC moHTMpoBaTtb ®C npu 3arpys3ke M pasMOHTUPOBaATb Npu 3aBeplueHun pabotbl. PC gna

MOHTUPOBaHUSA NEepPeYMCnsATCA B creumanbHOM KoHdurypaumoHHom darine /etc/fstab no

odHOWN B CTpoOKe. MNona B CTPOKax pa3gesiarTcA npo6enaM|/| nnan cmmeoJiaMu Ta6yn;|u,|/|v|. B

Tabnuue @] npueBegeHbl nonga danna /etc/fstab.

Tabnunua 6

MNone

OnucaHue

®dC

Moaknoyaemoe BrnovHoOe yCTPoncTBo unu yaganeHHas OC
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OkoHyaHue mabnuuei 6

MNone OnucaHune

KaTtanor moHTMpoBaHuss ®C. YTobbl caenatb cMcTeMy HEBUAMMOWM B
To4yka MOHTUPOBaHNS AepeBe Katanoros (Hanpumep, Ana annoB NoakaykM), NCNonb3yeTcs
CINOBO none

Tun YkasblBaeT TMn MoHTUpyemon ®C

Cnucok pasgeneHHbIX 3andaTbiMU napameTpoB Ang MoHTupyemon OC.
Onumm MOHTUPOBaHUSA [ormkeH cogepxaTtb, MO KpanHen mepe, TUMN MOHTMpoBaHusA. Bonee
noapobHyo MHAOPMAaLMIO CM. B PYKOBOACTBE man KOMaHAbl mount

YKasbIBaeT, Kak 4acTo crieayeT BbiNOSHATbL pe3epBHOE KOMMPOBaHUE C
nomoLLbio koMmaHabl dump. Ecnn B none ctout 3HadeHne 0, To dump
cuutaet, 4to OC He HyxxOaeTcs B pe3epBHOM KOMUPOBaHUMU

lMNepnoanyHOCTb pe3epBHOro
KonunpoBaHus

3agaet nopsaaok npoeepku LenoctHocTn GC npwu 3arpyske ¢ NOMOLLbIO
komaHabl fsck. [na kopHeBon PC cregyeT ykasbiBaTb 3HadveHue 1,
Ansa octanbHbIX — 2. Ecnn 3HayeHne He ykasaHo, uenocTtHocTe OC npu
3arpyske npoBepsTbCcHa He byaeT

Homep npoxoana

PekomeHngyetca moHTupoBaTb ®C BO Bpems 3arpyskum yepes /etc/fstab BMECTO kKOMaH-

Abl mount. [lanee npusegeH npumep danna fstab.



Mpumep

/etc/fstab: static file system information.

#
#
# Use ’'blkid’ to print the universally unique identifier for a
# device; this may be used with UUID= as a more robust way to name devices
# that works even if disks are added and removed. See fstab(5).
#
# <file system> <mount point> <type> <options> <dump> <pass>
# / was on /dev/sdall during installation

UUID=a50cefb7-a198-4240-b198-581200027898 / ext4 usrquota,errors=remount-ro,secdel=2 0 1
# /home was on /dev/sdalO during installation

UUID=c94bba8d-95d4-467b-b3e0-2cd7£92c3355 /home ext4 usrquota,secdelrnd 0 2

# swap was on /dev/sda5 during installation

UUID=ce71b251-2405-4eed-8130-5f92a56b67ac none swap sSwW 0 O

/dev/sr0 /media/cdrom0 udf, is09660 user, noauto 0 0

L-10 66 10-G100L'90Ad

L€
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KommeHTapum B dhanne HaymHaTCcs ¢ cumBona #.

CnoBo defaults B nomne options ykasblBaeT, 4To npu nogkritodeHnn ®C criegyet npu-
MEeHUTb Habop NapameTpPOoB Mo yMON4aHuio, a UMeHHo — PC cnegyeTt NOAKNIOYUTL C pas3peLleHHbIM
AOCTYNOM A5 YTEHMSA U 3annCK; OHa AOMKHa paccmaTpMBaTbCs Kak oTaenbHoe 6rodHoe ycTpon-
CTBO; BeCb (hannoBbIi BBOA-BbIBOA LOITKEH BbINOMHATHCH aCUHXPOHHO; pa3peLleHo BbiNoSIHEHUE
nporpaMmmHbIxX ¢parnos; @C MoxeT NoAKNYaTbCH C MOMOLLBIO KOMaHAbI:
mount -a
6uTbl UID 1 GID dhannos B aton ®C nHTEpnpetupyroTcs; 00bl4HbIM NONb30BaTENAM HE pa3peLLeHo
nogkntoyatb aty ®C.

Pasgen nogkaykn /dev/sda3 ucnonb3yerca sgpom OC anga opraHusaumm BupTyanbHON
namsatu. OH omkeH NpucyTcTBoBaTh B panne /etc/fstab Ana MHOOPMUPOBaAHUS CUCTEMBI O
ero MectoHaxoxaeHuun. Ytobbl OH He oTobpaxancs B AepeBe KaTanoroB, To4Ka NOLKMHOYEHUS
yKasaHa Kak none. Kpome Toro, pasaenbl NOAKaYkM NOAKIYAKTCA C NapaMeTPOM sSw.

lMceBgodannoBas cuctema /proc ykasblBaeT Ha MH(POpMaLMOHHOE NPOCTPAaHCTBO Npo-
ueccoB B namsaTu. COOTBETCTBYIOLUNN DU3MYECKUI pasaen ONa Hee OTCYTCTBYET.

OC VFAT Takke MOXHO nogkntodatb aBToMmaTunyecku. Pasgen /dev/sdbl — 3TO nep-
BbI pasgen BTOporo xectkoro ancka SCSI. OH noakntovaetcs kak pasgen VFAT, roe vfat
ykasbiBaeTcs B kadectBe Tuna ®C n /win — B KQ4eCTBE TOYKMU NOOKITHOYEHUS.

[nsa nonyvyeHnsa nonHom nHgopmawmm o 4onycTumblx B hanne /etc/fstab napameTpax

CM. pykoBoACTBO man And fstab.

3.2.3. PaamMoHTMpOBaHue
[na pasmoHTupoBaHna ®C ncnonb3yetTcs KoMaHga umount. PasMOHTUPOBaHNE MOXET
noHagobuTbcsa Anga npoBepkn n BocctaHoBneHna ®C ¢ nomMoLbio KoMaHabl £sck. YoaneHHble
®C pasmMOHTUPYIOTCA B Criydae Henonagok B CeTu.
KomaHaa umount MmeeT criefyowmnn CUHTaKCUC:
umount <device>
umount <mountpoint>
umount -a
umount -t <fstype>
rae <device> — (pn3nyecKoe yCTPONCTBO, KOTOPOE HEOOXOANMO Pa3MOHTUPOBATD;
<mountpoint> — UMS TOYKM MOHTUPOBAHUS;
napameTp —a — pa3MoHTMpyeT Bce PC;
napameTp —t — pa3MOHTMpPYET Torbko ®C ykaszaHHOro Tmna;
<fstype> — Tun ®C.
KomaHga umount He pa3aMoHTUpyeT ®C, ecnivm OHM UCNOMb3YOTCS B TEKYLWMA MOMEHT.
Hanpumep, ecnu kakyto-nm6o ®C cMoHTUpoBaTh B /mnt U BbINOMHUTL KOMaHAbI:
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cd /mnt
umount /mnt
TO nosiBUTCA coobuieHmne ob owmnbke, 1. k. PC 3aHaTa. [Nepeq pasmMoHTUpoOBaAHMEM /mnt HEOBXO-
AnMo nepentn B katanor gpyrom ©C.

[ns NpuHYQMTENbHOro Pa3MOHTUMPOBAHMUS YCTPOMUCTBA, HE3AaBUCUMO OT €ro UCnosb30Ba-
HWSA, MOXHO BOCMOMb30BaTbCA NapamMeTpoM - £ KOMaHAbl umount:
umount -f /cdrom

[lna pasmMoHTUpOBaHNA U N3BNEYEHUS N3 YCTPONCTB CMEHHbIX HOCUTenen nHopmaumm
ucrnonb3yeTca KomaHaa eject.

CnyxebHas nporpamma fuser otobpaxaeT cBefeHUs 0 npoueccax, ucnonbayowmx ¢C.
Hanpuwmep:
fuser -v ToOuxka_ MOHTHPOBAaHUS

[ina 3aBepLueHnst Bcex npoueccos, ncnonb3ywmx ®C, MOXHO BOCMNOSb30BaTbCA KOMaH-
OOWN:
fuser -km ToOukxa_ MOHTHPOBAaHUS

OnucaHue KkoMaHA NpuMBeAeHo B man umount M man fuser.
3.3. YnpaBneHue nosnb3oBaTensamMm

3.3.1. Paborta c nonb3oBaTensimu

YnpaeneHve nonb3oBaTenamun 3aknoyaercsa B 4o6aBneHum 1 yganeHun nonb3oBaTenen,
a Takke B onpeaeneHnn nx npusBunierui n npegycMaTpuBaer:

- nobaeneHve NMeH nonb3oBaTtenen Ans BO3MOXHOCTU UX paboTbl B CUCTEME;

- co3faHune unn n3MeHeHe naponen rnorb3oBarerneu;

- onpegereHve nx npuBunerni;

- co3gaHue 1 HasHayeHne paboymx KaTarnoros;

- onpegerieHve rpynn nonb3oBaTenewn;

- yOaneHue MMeH norb3oBareriemn.

Kaxgbl nosnb3oBaTeNb AOSMKEH UMETb YHUKaNbHOE pernMcTtpaunmoHHOe MMS, fatollee
BO3MOXHOCTb MAEHTUULMPOBATL Nonb3oBaTtens n nsbexarb CUTyaLmK, Koraa of4uH nonb3oBaTtenb
MOXET CTepeTb hannbl gpyroro. Kpome Toro, Kaxapblin Nofib3oBaTtesib 4OSMKEH MMETb CBOW Naposib
A8 BXOA4a B CUCTEMY.

3.3.1.1. Jo6aBneHue

Mpu pobasrneHun nonb3osaTtens B pann /etc/passwd BHOCUTCA yYeTHasi 3anuchb B
dopwme:
login _name: encrypted password: user_ ID: group_ ID: user_ information:

login _directory: login_shell
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B maHHOW 3anucy nons pasaeneHsl ABOETOMMAMM, @ 3HAYEHUA 3TUX Monen npuBeaeHb! B
Tabnuue [7]

Tabnuua 7
MNone Ha3Hna4yeHune
login_ name PernctpaunoHHoe nms nonb3oBarerns

encrypted_password YkasaTtenb Ha TeHeBow dann naponen (shadow)

YHuKanbHbIn HoOMep, ncnonb3dyembln OC ans naeHTudmrkauum nonb3oBare-

user_ID N
- na. [na nokanbHbIX Nonb3oBaTenen He AoMKeH nNpeBbiwaTh 2499
YHUKanbHbIN HOMEP UK UMS, UCNonb3yemble Ang naeHTuduKauum nepBmy-
o D HOW rpynnbl nonb3oBartens. Ecnv nonb3oBaTtens ABMSETCS YIEHOM HECKOmMb-
rou
9 b_ KWUX Tpynm, OH MOXET (€Cnn 3TO pa3peLLeHO CUCTEMHbLIM adMUHUCTPATOPOM)
B npouecce paboTbl MEHATL rpynny
user_information OnmcaHne nonb3oBaTensi, HAaNPUMep, ero UMsi U SOJMKHOCTb

Pabounii kaTanor nonb3oBartens (B KOTOPOM OH OKa3blBaeTC4d MNnocsie Bxona

login_directory B cucTemy)

O6onoyka, ucnonb3yemas nonb3oBaTtenem, nocne Bxoaa B cuctemy (Ha-

login_shell npumep, /bin/bash)

Takke onucaHve panna /etc/passwd npMBegeHo B man 5 passwd.

[ns npobaeneHus nonb3oBaTensa NpUMeHseTca komaHaa adduser ¢ UMeHeM gobaense-
MOro Nofb3oBaTens B KA4eCTBe napameTpa, Hanpumep:
adduser Userl

Komanga adduser gobaBnsieT nonb3oBaTtend, co3gaeT AOMallHUA KaTanor, co3gaet
NOYTOBbLIM ALLKK, @ TakkKe KonupyeT dpansibl, UMEHa KOTOPbIX HAYMHAIOTCA C TOYKU, U3 KaTano-
ra /etc/skel B pabounn katanor nonb3oBartend. Katanor /etc/skel OOrmkeH cogepxaTb
Bce hbannbl-LLabnoHbl, KOTOPbIE MMEET Kaxabl nonb3oBaternb. O6bIYHO 3TO NepcoHarbHble
KOHpUrypaumnoHHble doanrnbl, Takne Kak .profile, .cshrc U . login, ANs HAacTPoOrkM 060504-
kn. Komanga adduser npegcraensieT cobon dann cueHapmsa bash, HaxoasawWmMnea B Katanore
/usr/sbin. MoxHO Ao6aBMTb 3anpoc AONOMHUTENBHOW MHpOopMaLmMK O nonb3oBaTene. YTobbl
37O caenaTtb, HeOBXOAMMO BOCMONb30BaTbCA KOMaHAOW chfn AN M3MEHEeHUs1 cTaH4apTHbIX
3anucen o nornb3oBaTerne.

OnucaHne komaHg npuBeaeHo B man adduser Mman chfn.

BHUMAHMUE! [1na ob6ecnevyeHnsa HopmarnbHOM paboTbl Nofb3oBaTens C CETEBLIMU CIYX-
6amu B cucteMe JosmkHa OblTb ABHO 3aaHa ero kKnaccmdgukaumoHHas MeTKa (guanasoH ypoBHEN
KOH(bmAEHUNanNbLHOCTU 1 KaTeropmn KOHMAEHUNANbLHOCTN) NPY MOMOLLN YTUMNTBI usermac Un

fly-admin-smc, AaXe ecrnn emy He4OCTYMNHbI YPOBHU 1 kaTeropun Bbiwe 0.
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3.3.1.2. YcTtaHOBKa napons

[ns yctaHOBKM Napons nonb3oBaTtens npegHasHadyeHa komaHaa passwd. Heobxogmmo
onpenenvTb Naponu Ans KaXgoro nonb3oBatend. Bonasa B cuctemy, nonb3oBaTteslb CMOXET cam
N3MEeHUTb CBOM Naposb. [1ns ycTaHOBKM Napons norib3oBaTterns BbINOMHUTL creaytoLlee:

1) BBECTU KOMaHAy U permcTpauvoHHOe MMs Nonb3oBaTtensi, Hanpuvep:

passwd Userl

N HaxaTb Krnasuwy <Enter>;

2) nocne nosiBNeHUs npurnaweHns:

New password:

BBECTW Naposnb (OH He ByaeT oTobpaxaTbCHa Ha 3KpaHe MOHUTOPA);

3) nocne nosiBreHns coobLieHns NOBTOPUTbL BBOA Napors elle pas, BBECTM ero CHoBa.

Maponb Gyaet 3awmndpoBaH n BHeCeH B hann /etc/shadow. [Npu BoiIGOpe napons
HeobXoAMMO yYecCTb criegyrolue npasuna: naposib AOMKEH UMETb HE MEHee LLeCTU CUMBOJIOB
(NpegnoyTUTENBLHO — BOCEMb CUMBOJSIOB) M XenaTenbHOo, YTOObI Maporb cogepKasn Kak NponucHble,
Tak U CTPOYHble ByKBbI, 3HAKN NpPenMHaHnsa U UMdpbI.

BHUMAHMUE! lNMaponb pekomeHayeTcsa co3gaBaTb CNOCOOOM, MakCMMarnbHO 3aTpydHs-
owem ero nogbop. Hanbonee 6e3onacHbIN Naposib COCTOUT U3 CryyanHon (nceeaocry4amHom)
nocnenoBaTtenibHOCTM BYKB, 3HAKOB NpenMHaHNS, cneumanbHbIX CUMBOMOB U LINGP.

HeobxogmMmo nepmognyeckn n3amMeHaTb Naporb.

lMocne BbINOMHEHMS BCEX AEUCTBUIN 3anuck B channe OyaeT BbirmMsaaeTb NPUMEPHO Tak:
anna:x:123:121:Anna_M. : /home/anna: /bin/bash

BTopoe none 3anucu cogepXuT naporb B 3aimMdpoBaHHOM BuAe.

OnucaHue KkoMaHabl NpUBEAEHO B man passwd.

MpnmedyaHue. Ecnm nonb3oBaTtenb 3abblf CBOM Naposb, TO aAMUHUCTPATOpP CUCTe-
Mbl HE MOXET HarNnOMHUTb €ro Nonb30oBaTento, T.K. B SBHOM BUAE Naporlb HUTAE HE XPaHUTCS.
MoaToMy AencTBMS MO BOCCTAHOBMNEHUIO JOCTYNa Nonb3oBaTens B CUCTEMY CBOOATCS K 3aMeHe

AOMUHUCTPATOPOM Naposid Nosib30BaTENIA HA HOBbIM napoJsib ¢ NOMOLbO KOMaHAbI:

passwd user_name
3.3.1.3. YoaneHue
EcTb Heckonbko cTeneHen yaaneHus nosib3oBarens:
- NVweHne nonb3oBaTensd BO3MOXHOCTU BXO4a B CUCTEMY;
- yoaneHwe y4eTHOM 3anuvcy;
- yaaneHue nonb3oBaTend u Bcex ero hamnos.
JInweHve nonb3oBaTtensi BO3MOXHOCTU BXo4a B CUCTEMY MOME3HO B Clyyae ero AnuTerib-

HOro nepepsiBa B paboTe.
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Ha Bpems oTcyTCTBUSA noOnb3oBaTtenst MOXHO 3abnokMpoBaTb €ro 3anucb C NMOMOLLbIO
KOMaHbl:
usermod -L user_name

Mpn aTOM BCe Nonb3oBaTenbCKMe hansbl U Katanorn oCTarTCs HETPOHYTbIMU, HO BOUTH
B CUCTEMY MO €ro MMEHEM CTaHOBUTCS HEBO3MOXHO.

[ns pa3brnokMpoBKKM 3anmcn HEOBXOAMMO BbINOMHUTL KOMaHAY:
usermod -U user_ name

OAQHUM 13 BapmaHTOB NULLEHMS MOMb30BaTesisi BO3MOXHOCTU BXO4a B CUCTEMY MOXKET
OblTb CMEHa MMeHM nosnb3oBatens. [1pu 3Tom Bxo4 nof cTapbiM UMEHEM CTAHOBUTCH HEBO3MOX-
HbIM. [1ns 3TO0ro He06X0ANUMO BbIMOMHUTE KOMaHAY:
usermod -1 new_user name old _user_name

MpnmMmeyvyaHune. MimeHa gomallHero Kkatanora U noYTOBOrO SALLMKA NPU TakOM U3MEHEe-
HUW MMEHU NOSIb30BaTESNS HE MEHSATCA. OTU NapameTpbl JOSKHbI ObITb U3MEHEHbI BPYYHYHO.

YaaneHue y4yeTHOM 3anncu nonb3oBaTens Npon3sognTcs Mbo nyTemM HENOCPEACTBEHHOMO
penakTupoBaHusa danna /etc/passwd, MO0 C NOMOLLBIO KOMaHAbI:
deluser user_name

Mo ymonuaHuto yuyeTHas 3anucb yaansietca 6e3 yganeHna gomallHero katanora n dpan-
NOB CUCTEMbI, NpUHagNexawmx ygansemomy nonb3oBatesnto. [Anga yaaneHus JOMalLHero Kkata-
nora MOXeT UCMNOSb30BaTbCs OOMOMHUTESNbHBIN NapaMeTp —-remove-home, a AN Noucka um
yaaneHusa Bcex hannoB CUCTEMbI, MPUHaANeXalmx yganaeMmomy nosnb3oBaTesnto, — napameTp
--remove-all-files.

Takke yganeHue nonb3oBaTtens, ero AoMallHero Kkatanora n ansioB CMCTeMbl MOryT
OblITb BbIMNOMHEHbI BPYYHYH C MOMOLLIbIO CreayroLmx KOMaHAa:

1) Ans nosHoro yganeHunsa nonb3oBaTtens U Bcex ero hannoB N3 CUCTEMbl BbINOSTHUTb

KOMaHAy:

find / -user user _name -exec rm -r {} \;

2) ansa yganeHus paboyero katanora nosib3oBatesisi BbINOMHUTL KOMaHAy:

rmdir user_home_dir

3) yoanuTb 3anucb O nonb3oBarene n3 danna /etc/passwd;

4) ans yganexus dannos, He NpuMHagnexawmx H1 OgHOMY MOoNb30BaTeNo B CUCTEME,

BbIMNOMIHUTL KOMaHAY:

find / -nouser -exec rm -r {} \;

OnuncaHne komaHa npueBefeHo B man usermod, man deluser Mman find.

3.3.1.4. HeypaauHbin BXxoa B cuctemy

KomaHga faillog nokasblBaeT COOEPXXUMOE XXypHarna HeyaaudHbIX NonbIToK (dann
/var/log/faillog) Bxoga B cuctemy. Takke oHa MOXET ObITb UCNONb30BaHa ANg ynpasrneHus

CYETYMKOM HeyaayHbIX NOMbITOK U UX orpaHnyeHnem. Mpu 3anycke faillog 6e3 napamMeTpoB
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BbIBOAATCS 3anucy faillog TOMbKO TEX MOMb30OBaTENen, y KOTOPbIX MMeeTcs xoTa Obl ogHa
HeygadHada nonbiTKa BXxoaa.

lMpegenbHOE YMCNo NONbITOK BXOAA ANs Kaxaon yvyeTHon 3anucu pasHo 10. [inga cbpoca
HeyaaudHbIX NONbITOK BXoAa He06X0AMMO Nonb30BaTbCA NapamMeTpoM —r.

OnuncaHue komaHAabl, a Takke panna /var/log/faillog npuBegeHo B man faillog

Mman 5 faillog.

3.3.2. PaboTta c rpynnamm

Kaxgbin nonb3oBaTterib ABNAETCH YeHOM rpynnbl. PasnnyHbiM rpyrnnaMm MOXHO Ha3HaunTb
pasfnuyHble BO3MOXHOCTU U NMpUBUNErnN.

NHpopmaums o rpynnax cogepxutcsa B panne /etc/group B criegyowem opmare:
Admin :: 21: userl, user2, user3

rae Admin — uMm4 rpynnel, 21 — naeHTUduKaTop, userl, user2, user3 — YMeHbl
rpynnbl. [Nonb3oBaTenb MOXET COCTOATbL B HECKOSbKUX rpynnax U nepexoauTb U3 OOHOW B APYryto
B npouecce paboThl.

Onucanune danna /etc/group NpMBeaeHo Bman 5 group.

3.3.2.1. Jo6aBneHue

[oGaBneHune rpynnbl NPON3BOAUTCA C MOMOLLBIO KOMaHAbI:
addgroup users

[aHHas komaHaa gobasnser rpynny users.

Takke HOBYIO rpyrnny MOXHO cOo3gaTb NyTeM HENOCPEACTBEHHOIO pefakTMpOoBaHUs dhanna
/etc/group n BBoAa HeobxoanMmMoun MHopmaLumm o rpynne.

BHUMAHMUE! Kaxxgown rpynne npucBanBaeTcsa YHUKanbHbI NOEHTUMOUKALNOHHBLIN HOMEpP
n OC npu paboTe yunTbiBaeT HOMEp rpynnbl, @ He UMs. [1o3ToMy, ecnv NPUCBOUTL ABYM rpynnam
oauHakoBbIn Homep, OC ByaeT BocnpuHMMaTh ABe rpynnbl Kak OQHY U Ty Xe.

OnuncaHne KkomaHabl npuBeaeHo B man addgroup.

3.3.2.2. YpaneHue

YpaneHue rpynnbl NPOU3BOANTCA C NOMOLLbIO KOMaHAb!:
delgroup users

[aHHasa komaHda yaanset rpynny users.

Takke yganeHuwe rpynnbl NPOU3BOAUTCA MyTeM yaaneHus 3anucu O Hen B dhanne
/etc/group.

OnucaHune KkoMaHabl NpuBeAeHo B man delgroup.

3.3.3. Pabouue KaTanoru nonb3oBaTtenen
Pabouune katanorn nonb3oBaTtenen Ha 0gHOM KOMMblOTEpPE creayeT pasmelartb B OT-

OellbHOM KaTtaliore BepxHero ypoBH4A (I'IO YMOJTHaHUIKO — /home). Ecnun nonb3oBaTenen MHoro,
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TO ONTMMArbHO Pa3AenvTb UX AOMALLHWE KaTanoru no rpynnam (nogpasgenexHnsimM), Hanpumep,
/home/hr (oTgen nepcoHana) /home/admins, /home/buhg n 1. 4.).
Taknm obpasom, paboumne katanoru 6ygyT NOrMYecKkn CrpynnmMpoBaHbl, YTO B AaNbHENLLEM

obnerymT aaMMHUCTPUPOBAHUE CUCTEMBI.
3.4. MNepe3arpy3ka u ocTaHOB

lMepesarpy3ka HeobxogvMma B crieqyoLwmx crnyyasx:

1) nNpu NoAKNOYEHNN HOBOIO YCTPOMCTBA UKW ecnn paboTaroLlee yCTPONCTBO «3aBUcaeT»

N ero HeBO3MOXXHO COpPOCUTB;

2) npu mogudmkaumm anna KoHUrypaumm, KOTopbi UCMOMNb3YETCS TONBbKO NP Havanb-

HOW 3arpyske, T.K. Ans Toro 4tobbl U3BMEHEHMSA BCTYNUAM B CUIY, HEOBXOAUMO 3arpy3unTb

CUCTEMY 3aHOBO;

3) ecnn cucteMa «He OTBEYaeT» U HEBO3MOXHO 3apernctpupoBaTbCs U onpeaenuTb

NPUYMHY OLLNGKMN.

lMepesarpy3Kky MOXHO BbINOMHUTbL HECKOMNbKUMMK criocobamu:

1) patb kOMaHgy shutdown,;

2) ucnonb3oBaTb KOMaH4y reboot;

3) ucnonb3oBaTb KOMaH4y init 6.

BbikntoueHne cuctembl npegnonaraet KOPPEKTHOE BbIKITHOYEHNE CUCTEMbI, MO3BONSAIOLLEE
nsbexatb notepb MHhopmaumm n céoes PC.

BbIknoyeHne cucteMbl MOXHO BbINOSHUTE HECKOSTbKMMK cnocobamu:

1) BBIKMIOYNTL NUTAHUE;

2) paTb kKOMaHay shutdown;

3) ncnonb3oBaTb KOMaHay halt;

4) ncnonb3oBaTb KOMaHay init O.

Pabotas ¢ OC, cneayet cobntogaTtb akKypaTHOCTb NMpu Bbixode U3 cuctembl. Henbssa
NPOCTO BbIKMOUYNTL KOMNbIOTEP, T. K. OC XpaHUT nHdopmaumo PC B onepaTMBHON NamaTN 1 Npu
OTKIMIOYEHUN NNTAHUSA MHAOPMaLMA MOXET ObITb NoTepsiHa, a PC nospexaeHa.

BblkntoyeHne nutaHuss MOXET NPUBECTU HE TOMbKO K NoTepe AaHHbIX U NOBPEXOEHUI0
CUCTEMHbIX (annoB, eCTb PUCK NOBPEAUTb XXECTKUN OUCK, €CNIN OH OTHOCUTCS K YMCIy Tex, Ha
KOTOpbIX Nepea OTK0YEHNEM NMUTaHMUA HEOOXOOUMO YCTAaHOBUTL B COOTBETCTBYIOLLEE NONOXEHNE

3alWUTHbIVA NepekntoyaTenb NMbo NPoBECTM NAapKOBKY FOMOBOK.

3.4.1. shutdown
KomaHaa shutdown — cambli 6e3onacHbIn U Hanbonee KOPPEKTHLIM CNOCO0 MHULMNPO-

BaHWA OCTaHOBA, Nnepesarpy3kn nimn so3Bparta B OLHOMONb30BaTENbCKUI pPeXuM.
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MoxHO gaTb ykasaHue shutdown genatb naysy nepeg oCTaHOBOM cucTeMbl. Bo Bpems
OXMOaHMSA OHa MocCbINaeT 3aperncTpMpoBaHHbIM NOMb30BaTENAM Yepes MOCTENEHHO YKopaynBato-
LUMeCcs NPOMEXYTKM BpeMeHU coobLLeHns, npeaynpexaas ux o npubnmxkatowiemcs octaHose. Mo
YMOJSTHaHUIO B COOBLLEHMSAX TOBOPUTCS O TOM, YTO CUCTEMA 3aKaH4MBaET paboTy, U ykasbiBaeTcs
BpEMS, OCTaBLUeecs 4O ocTaHoBa. [pu xenaHnm agMMHUCTPaToOpP MOXET 000aBUTb COGCTBEHHOE
KOpOTKOEe CoOobLLeHNe, B KOTOPOM COAEPXKUTCA MHAOPMaLUMs O TOM, NOYEMY CUCTEMA OCTaHaBNK-
BaETCS, U CKOSIbKO NPUMEPHO BPEMEHU NoTpebyeTcsa oxunaaTb, Npexae Yem nosnb3oBaTeny BHOBb
CMOryT BOMUTU B CUCTEMY.

KomaHga shutdown NO3BONSET yKa3aTb, YTO KOHKPETHO OOSMKEH cAenaTtb KOMMbOTEP:
OCTaHOBUTbLCS, NEPENTU B OAHOMOMNb30BATENBbCKUIA PEXUM UNKU nepesarpy3nTtbes. Horga MoXHO
TaKkxKe ykasaTtb, crieayeT nu nepes nepesarpyskon npoBepuUTb UCKMU C NMOMOLLbIO KOMaHabl fsck.

CuHTakcmnc komaHAapbl:
shutdown [flags] time [warning-message]
roe [warning-message] — cOOOLLUEHMe, NoCbiNlaeMoe BCEM MOMb30BaTENsAM, B HACTOSLLINN
MOMEHT 3aperMcTpMpoBaHHbIM B CUCTEME, @ time — BPEMS BbIMOHEHUST OTKIIOYEHNS CUCTEMBbI.
3HayeHne MOXeT BbITb Takke 3a4aHo B hopmaTe +m, rae m — KOSIMYECTBO MUHYT OXMUAaHus 4o
OCTaHOBKW cUCTEMbI. 3Ha4yeHne +0 MOXET ObiTb 3aMEHEHO CITOBOM now.

B tabnuue [8| nepeuncrneHbl 0OCHOBHbIE NapameTpbl KOMaHabl shutdown.

Tabnuua 8

MapameTp HasHauyeHune

-k MocnaTb NpegynpexaeHve 6e3 peanbHOro 3aBepLleHnst paboTbl CUCTEMbI

-r Mepesarpyska koMnbioTepa nocre 3aeepLueHnst paboTol

-h OTkntoveHne KOMMNbKOTEPA Nocrie 3aBepLieHns pa6OTbI

He CUHXPOHN3NpoBaTb ONCKA. o}y napameTp cregyet ncnosib3oBaTb KpaVIHe OCTOPOXHO,
T. K. MOTYT ObITb noTepsAHbl UK NoBpeXaeHbl AaHHbIe

«bbicTpasa» nepesarpyska. Cosgaetcs cdann /etc/fastboot, NpM HANMYUKM KOTOPOro BO
Bpem4 3arpy3km OC He 3anyckaeTtcs nporpamma f£sck

OTkasaTtbCsi OT Y)Ke 3anyLLeHHOro npolecca 3aBepLueHnst paboTobl. MapameTp time npu
3TOM He MOXeT ObITb UCMNOMb30BaH

OnucaHune koMaHabl NpUBEAEHO B man shutdown.

KomaHaa shutdown nocbinlaeT BceM Nosib3oBaTenaM npegynpexagatowiee cooblleHune,
3artemM oXunpgaet onpeaerneHHoe B KOMaH)J,HOIZ CTPOKe BpeMA U NocCb1aeT BCEM MpoueccamM curHan
SIGTERM. 3aTeM Bbi3blBaeTCs KomMaHaa halt vnnm reboot — B 3aBUCUMMOCTU OT napameTpoB

KOMaHOHOW CTPOKW.
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3.4.2. halt u reboot

KomaHga halt BbIMOMHAET BCE OCHOBHbIE Onepauuu, HeobxoanmMble 4Ns OCTaHOBA CU-
cTembl. [1n4 BbI30Ba 3TON KOMaHAbl MOXXHO B KOMaHOHOW CTPOKe yKasaTb:
shutdown -h
NN HenocpeacTBeHHO halt, KOTopasi permcTpupyeT OCTaHOB, YHUYTOXAET HeCyLLEeCTBEHHbIe
NpoLecchbl, OCYLLECTBIISIET CUCTEMHbIV BbI30B sync, A0XKNOAETCA 3aBepLUEHMS onepaLmi 3anmcu
®C, a 3atem npekpawjaet paboty sagpa.

Mpu ykaszaHuu halt -n BbI30B sync nogaBnsercs. 9Ta KoMaHga UCnosnb3yeTcs nocre
ncrnpasneHnsa KOpHEBOro pasaena nporpammon £sck onsa Toro, 4Todbl A4PO HE MOITO 3aTepeTb
ncnpaeneHusi ctapbiMm BepcmsamMm cynepobnoka. KomaHga halt -g MHALUMMPYET NOYTU HEMeA-
NEHHbIN OCTaHOB, 6€3 CMHXPOHM3aLUMKN, YHUUTOXEHMS NPOLECCOB M 3annucu B dannbl permctTpaumm.
OTOT pnar ncnonb3yeTcs peako.

KomaHga reboot noyTu ngeHTn4yHa komaHae halt. Pasnuumne 3aknioyaeTcss B TOM, YTO
KOMMbIOTEP Nepesarpy’kaeTca ¢ Hyn4d, a He ocTaHaBnmnBaeTcs. KomaHaa reboot BbI3blBaeTCA
KOMaHAOoM:
shutdown -r

OnuncaHvne KkomaHa npuBedeHo B man halt M man reboot.
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4. CACTEMHBIE CNYXbbl, COCTOAHUA U KOMAH[bI

4.1. CucteMHble cnyxo6bl

Cnyx0bl — 3TO crneyunanbHble NPOrpamMMbl, BbIMOMHAOLWME pasfnyHble CNyXebHble PyHK-
umn. OBbIYHO cnyx6bl 3anyckalTcsa aBTOMaTUYECKM NPU HACTYyNNeHNN onpeaeneHHoro cobbiTms
(Hanpumep, npu 3arpy3ke OC) u BbinonHsATCS B poHoBOM pexume. B cpege OC gnsa ynpasneHus
cnyx6amu, TO4KamMn MOHTMPOBAHUS U T. N. NPUMEHSAETCS CUCTEMHbIN MeHepkep systemd. MeHe-
axep systemd obecrnevmBaeT napannensHbIn 3anyck cnyx6 B npouecce 3arpyskn OC, ncnonbayet
cokeTbl 1 akTnBaumo D-Bus ans 3anyckaembix cnyx6, npeanaraeT 3anyck 4eMOHOB NO HEOOXo-
ANMOCTW, OTCIEXMBAET 3anyck Cnyx6, nogaepXnBaeT MrHOBEHHbIE CHUMKN U BOCCTaHOBIIEHME
COCTOSIHUS CUCTEMbI, MOHTMPOBAHME M TOYKU MOHTUMPOBAHUS, a TakKe BHeOPSAET OCHOBAHHYIO Ha
3aBMCUMOCTSX NTOTMKY KOHTPOMSI MPOLECCOB CIIOXHbIX TPaH3aKLWN.

MeHemxkep systemd onepupyet cneumanbHO 0POPMITEHHBIMU ddannammn KoHgurypawumm
— toHMTamm (unit). Kaxxgbln lOHUT OTBEYaeT 3a KOHKPETHYIO Cry»b (* . service), TOYKY MOHTU-
poBaHuA (* .mount), YCTPOUCTBO (*.device), pann nogkadkm (* .swap), COKET (*.socket)
nT.A.

OTnuunTenbHon ocobeHHOCTbIO systemd SBNAeTCs MCNOMNb30BaHWE KOHTPOSbHbIX Fpynmn
Linux, obecneymBaroLmMx nepapxnuyeckyto CTpykTypmsauuio cnyx6: nobasa sanyweHHas cnyxba
NnoMeLLaeTcs B OTAENbHYO KOHTPOMbHYIO FPynny C YHUKanbHbIM naeHTudukatopomM. Koraa cnyxba
3anyckaeT Opyryto 3aBMCUMYIO Cryx0y, TO OHa aBTOMAaTMYeCKM BKIHOYAETCA B rpynmny c TeM
Xe naeHtudukatopom. Npu aTOM HenpuBUNerMpoBaHHble CryX6bbl HE MOryT U3MEHUTb CBOE
nonoxeHue B nepapxun. MNpu wtatHoM 3aBepLueHun paboTbl crnyx6bl 6yayT 3aBepLueHbl U BCe
3aBUCUMbIE OT Hee Cryx0bl.

OnucaHue ncnonb3oBaHNA MeHegkepa systemd ons ynpaeneHus gocTynoMm npvBeaeHo
B PYCB.10015-01 97 01-1.

4.1.1. O6wue cBeaeHun

CywecTByeT ABa MexaHuM3Ma ynpaerneHus cnyxbamu: systemV (cueHapun, He sB-
nalwmecs HUTamMu, B KaTtanorax /etc/init.d, /etc/rc{0-6,S}.d) — ycTapeBLun,
HO COXpaHeHHbIn ans obecneyeHMss coBMecTUMOCTU, M systemd (loHUTBI B KaTanorax
/etc/systemd/system, /run/systemd/system, /lib/systemd/system, a Takxe B
Nnonb30BaTENbCKMX KaTanorax) — COBPEMEHHbIN MEXaHU3M.

Taknm obpasom, agmuHuctTpaTopam OC OOCTYNHbI ABa MHCTPYMEHTA N4 ynpaBneHus
cnyx6amu:

1) /usr/sbin/service (KOMaHga service) — yCTapeBLMA MHCTPYMEHT, paboTta-

IOLLMIM TONMbKO C crniy>kbamn, cueHapun yrnpasreHuUsl KOTOPbIX HaxogsaTcst B KaTanore

/etc/init.d;
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2) /bin/systemctl (kOMaHAa systemctl) — COBPEMEHHbIN MHCTPYMEHT ANA ynpas-

neHust Bcemu cnyxéamu.

O6a atTn nHCTpyMeHTa obecnevmBaloT MHTepPdENC Nonb3oBaTens ¢ KHUTaMu (CueHapu-
amn). KOHMTBI (cueHapun) B CBOO odepenb obecrneyunBaloT MHTepdenc ynpaBneHus cnyxbamm,
NnpeaocTaBnsasa NonbL3oBaTento NnapaMeTpbl ANs 3anycka, OCTaHOBKM, Nepesanycka, 3anpoca CocTo-
SHUSA, a Takke ONg pyrnx 4eNCTBUN CO CNyXOOoMN.

CueHapuu systemV mMoryT umeTb NPOU3BOSbHLIN HAbOP NapamMeTpoB ynpaBneHus, no-
3TOMY NpefyCcMOTpeHa BO3MOXHOCTb NPOBEPUTL AOCTYMNHbIE NapamMeTpbl C NOMOLLbIO KOMaHAbI
service. Hanpumep, ansa cnyx0bbl syslog KoMaHaa v pesynsrat ee pabotbl 6yayT BoIrmageTb
Tak:

/usr/sbin/service syslog
[info] Usage: /etc/init.d/syslog {start|stop|status|restart|reload|force-reload}.

FOHUTLI systemd nmeroT pukcnpoBaHHbIM Habop napameTpoB, OPOPMIIEHHbIX B BUAE
napameTpoB KOMaHAbl systemctl (start, stop, reload, restart u T.4.). Pasmelatorca
IOHUTbI B OQHOM M3 KaTasoros:

- /usr/lib/systemd/system/ — IOHUTbI U3 YCTAHOBMNEHHbLIX NAKETOB;

- /run/systemd/system/ — OHUTbI, CO34AaHHbIE B peXUMe paHTanM. [laHHble IOHUTbI

NMEIT NPUOPUTET BhbiLLE, YEM HOHUTbLI U3 YCTAHOBIIEHHbIX NAKETOB;

- /etc/systemd/system/ — IOHUTbI, CO34AHHbIE U YNpaBnsieMble aaMUHUCTPATOPOM.

[laHHbIE OHUTBI UMEIOT NPUOPUTET BbILLE, YEM HOHUTLI, CO34aHHbIE B PEXMME paHTanM.

KomaHpa service BbIBOAUT MHOPMaLMIO TOMBKO O cryxbax, cueHapumn KOTopbIX Ha-
XoaAaTca B katanore /etc/init.d. lNpoBeputb TeKyLlee COCTOSHME CRy>X6 MOXHO C MOMOLLbHO
napameTpa —--status-all KOMaHbl service:

usr/sbin/service --status-all

[ + ] acpi-support
[ + ] acpid
[ - 1 anacron

[nsi nonyyYeHns NONHOM MHoPMaLIMK, OTCREXUBAHUS U KOHTPOMS COCTOSIHUS FOHUTOB U
MeHeakepa systemd mcnonb3yetcst yTUnuTa KOMaHOHOM CTPOKN systemctl:

systemctl -t service -a

UNIT LOAD ACTIVE SUB DESCRIPTION
acpi-support.service loaded active exited LSB: Start some power...
? apache2.service masked inactive dead apache2.service

? apparmor.service not-found inactive dead apparmor.service

assistant.service loaded active running Assistant remote control...
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Ons NPOCMOTpPa Crncka yCTaHOBJTIEHHbIX IOHATOB BbIMOJTHUTb KOMaHAY:

systemctl list-unit-files

Ons NPOCMOTpPa Crncka 3anyLeHHbIX HHUTOB BbINOJTHATbL KOMaHAY:

systemctl list-units

nnn an4a npocMoTpa Crincka 3anyLleHHbIX OHATOB onpeaerieHHoro Turna mncrnorib3oBartb AaHHYHO

KOMaHAy C napaMeTpoM -t <Tur_moHuTa>.

systemctl list-units -t service

OcHoBHbIe napamMeTpbl Ond ucnosib3oBaHnMA C UHCTPYMEHTOM KOMaHOHOM CTPOKU

systemctl npuBefeHbl B Tabnuue 9

Tabnunua 9

MapameTp

OnucaHune

systemctl

start <woHUT>

HesamegnutensHo 3anyCTUTb KOHUT

systemctl

stop <woHUT>

He3zameanntenbHO OCTaHOBUTb HOHUT

systemctl

restart <woHUT>

MNepesanycTntb IOHUT

try-restart <woHUT>

MepesanyctuTb (He 3anyckaTb HepaboTarLwme) HUTDI

systemctl reload <ioHUT> MNepes3arpy3nTb HACTPOWMKN HOHUTA

systemctl status BbiBecTu 06LLYyt0 MHpOPMALMIO O COCTOSIHUM CUCTEMbI U CMIUCOK
FOHUTOB, KOTOPbIM COOTBETCTBYIOT 3anyLUeHHble npouecchl. Mpu
3anycke KOMaHbl C UMeHeM toHuTa ByaeT BbiBeaeHa nHdopma-
LUuMs O cTaTyce JaHHOrO oHUTa

systemctl cat <woHUT> lNokasaTb cogepXxnmMoe oHuTa

systemctl is-enabled <woHuT> [1lpOBEPUTL BKIIOYEHUE IOHUTA B aBTO3aMnycK Npu 3arpyske cucre-
Mbl

systemctl enable <iooHUT> [ob6aBuTb OHUT B aBTO3anycK Npu 3arpy3ke cucTeMbl

systemctl disable <woHur> Yoanutb IOHUT U3 aBTo3anycka npu 3arpyske cuctembl

systemctl mask <woHUT> MacknpoBaTb HOHUT A1151 UCKITIYEeHUS BO3MOXHOCTM ero 3anycka

systemctl unmask <woHUT> CHATb Macky oHUTa

systemctl help <ioHUT> MokasaTb CTpaHWLy PyKOBOACTBA man OHWTA (MPpW HanuyYnm nog-
OEPXKN AaHHOW (OYHKLUMKW AN YKa3aHHOMo HOHUTA)

systemctl daemon-reload Mepesarpy3nTtb systemd ans novcka HOBbIX UM U3MEHEHHbIX

IOHNTOB

systemctl

—--failed

Moka3aTb CNMCOK KOHUTOB, KOTOPblEe He ObINM 3anyLleHbl n3-3a
OLUMOKMU

isolate <OHUT UIIU I1IEJIL>

Ecnu ykaszaHo ums toHMTa, TO 3anyckaeT 3TOT HUT U BCE ero
3aBMCUMOCTM, OCTAHOBMB BCE OCTalnbHble crnyX06bl. Ecnn ykasaHo
NMS LLeNeBOro COCTOSIHUSI BbINOMHEHUs!, TO MePEBOAUT CUCTEMY B
yKa3aHHOEe COCTOsIHME BbINOMHEHUS (MMS1 COCTOSIHUS YKa3blBaeTCs
0es3 paclwumpeHns . target)
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4.1.2. KoHdmrypaumoHHsbie c¢annbl systemd

Mpu ucnonb3oBaHnn MeHegxkepa systemd BO3MOXHO Kak KOppekTMpoBaTh CyLLECTBYOLNE
IOHUTBI, TaK U CO34aBaTb HOBbLIE.

FOHUT npeacTtaensieT cobon ini-nogobHbIN hann, nms KOTOpPoro COCTOUT U3 UMEHN
IOHUTa 1 cyddpmkca, onpegenstowero Tun H1Ta. B obliem crnyyae oHUT-ann BKNKYaET CeKLun
[Unit] ¥ [Install], a Takke OOMNOMHUTENbHbIE CEKLUN, COOTBETCTBYHOLLNE KOHKPETHOMY TUMNY
lOHUTA.

Cekums [Unit] cogepXuT onvcaHue IHNUTA, a Takke MHPOPMaLMIO O 3aBUCMMOCTAX Npu
3anycke oHUTa:

- Description= — onucaHwe HUTa;

- Wants= — 3aBMCMMOCTb TpeboBaHusa 3anycka. TpeboBaHMe NCXOQHOTO oHUTA 3anyCTUTb

IOHUT, YKa3aHHbI B napameTpe. [1py 3aToM pes3ynbraT 3anycka loHWTa, YKa3aHHOro B

napameTpe, He BIUSeT Ha 3anyCck MCXOOQHOrO toHUTa. [pn oTcyTCTBUKM NapamMeTpoB After=

N Before= OHUTbI OyayT 3anyLieHbl OAHOBPEMEHHO;

- Requires= — 3aBucuMocTb TpeboBaHusa 3anycka. TpeboBaHWe UCXOQHOTO OHUTa 3any-

CTUTb IOHWT, YKa3aHHbIV B napametpe. Mpu aTom owmnbka 3anycka oH1Ta, NpUBEEHHOrO B

napameTpe, NnpmBegeT K onbKe 3anycka UCXOAHOro HUTAa. [pu OTCYTCTBUM NapameTpoB

After= n Before= OHUTbI ByayT 3anyLleHbl OOHOBPEMEHHO;

- After= — 3aBUCMMOCTb Nnopsgka 3anycka. [JononHUTenNbHbIA, HO HEe 0bs3aTenbHbIN

napamMeTp K napametrpam Wants= M Requires=, yKasbiBalOWuMi Ha HEOOXOANMOCTb

3arnycka UCXOOHOro HUTa TOMbKO MOCre 3anycka lHWTa, YKa3aHHOro B napameTtpe.

[Mpun 3aTOM ecnu gaHHbLIN NapaMeTp UCNOoSb3yeTCs C NnapaMeTpoM Wants=, TO UCXOLHbIN

IOHUT ByOeT 3anyLweH BHe 3aBUCMMOCTM OT pesynibraTta 3anycka loHUTa, YKa3aHHOro B

napameTpe;

- Before= — aHanormyeH napameTpy After=, TONbKO onpeaenseT 3anyck NCX0QHOro

IOHUTa [0 3anycka IoHUTa, yKkasaHHOro B napamerpe.

Cekumsa [Install] cogepXuT nHdopmaumo 06 yctaHOBKe toHUTA. Micnonb3yeTcs Ko-
MaHOamu systemctl enable <wouuT> U systemctl disable <wouut>. MOXeT cogepxaTb
cnegyowime napameTpbl:

- Alias= — CMWCOK anbTepHaTUBHbIX UMEH lOHUTA, pasaeneHHbiX npobenom. MmeHa

OOIMKHbI UMETbL TOT e CyddUKC, 4To U uM4a hanna toHuTa. [Npu ncnonb3oBaHUM KOMaHAbI

systemctl enable OyayT co3AaHbl CUMBOMNYECKNE CCbINKN U3 MEPEYNCTIEHHBIX UMEH

Ha OaHHbIW FOHWUT.

BHUMAHMUE! He Bce Tunbl OHATOB MOTYT MMETb anbTepHaTUBHbIE MMeHa. [ TMNoB

* .mount, *.slice, *.swap 1 *.automount [AaHHbIA NapamMeTp He NoaAepKUBAETCS;
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- WantedBy= — yKasblBaeT Ha LieneBoe cocTosiHue (cM. [4.2)), npu koTopom 3anyckaercs
AaHHbIW OHUT. [TpKn ncnonb3oBaHMM KOMaHabl systemctl enable Oyaet gobaBneHa
CUMBOIMYECKAs CCbIJIKa B <uMMs__COCTOSAHUA> . target;
- Also= — onpeaernsieT CNMCOK IOHMTOB, KOTOPble Takke OyayT AobaBneHbl B aBTO3amnyck
N yganeHbl 3 aBTo3anycka BMeCTe C JaHHbIM FOHUTOM.
Cekuma [Service] B HOHUTE CNYXObl COOEPXUT CreayroLlme napameTpsbl:
1) Type= — onpegenseT TMn 3anycka cnyxobsoi:
a) simple — ucnonb3yeTcsa no ymondaHuo. Cnyxxba byaet 3anylleHa Hezameannum-
TernbHo. [1pouecc Npun 3TOM He A0MKeH pa3BeTBNATLCA. He pekomeHayeTca ucnonb-
30BaTb OaHHbIN TUM, ecnn gpyrue cryxbbl 3aBUCAT OT odepeHOCTU Mpu 3anycke
AaHHON CnyX6bl. ckntovyeHne — akTmBaums COKETa;
6) forking — cnyxba 3anyckaeTcs OQHOKPATHO M NPOoLECC pPa3BETBSETCS C 3aBep-
LWeHneM poanTenbCKOoro npouecca. PekomeHayeTcst UCNosib3oBaTh AaHHbIA TUN ANS
3anycka krnaccumyeckux geMoHoB. NoTpebyeTcs Takke onpeaennTts PIDFile, YTOObI
MeHexep systemd mor oTcnexusBaTb OCHOBHOW MPOLECC;
B) oneshot — MCMNoNb3yeTcs ANs CKPUNTOB, KOTOPble 3aBepLUaloTCs NOCre BbIMOSHe-
HWSA OQHOro 3afaHns;
r notify — aHanormyeH Tuny simple, HO AOMNOMNHUTENBHO AEMOH OTNPaBUT MEHe-
mrepy systemd curHan o cBOen roToBHOCTY;
A) dbus — cnyxba HaxoguTcs B COCTOAHUW FOTOBHOCTMW, KOrga onpeaeneHHoe
BusName nosiBnNaetcd B cuctemHou wuHe DBus;
e) idle — meHemxep systemd OTNOXUT BbINONHEHNE CIYXXObl 4O MOMEHTa OTMNPaBKM
BCEX 3a4aHUN;
2) PIDFile= — pacnonoxeHue pid-tanna;
3) WorkingDirectory= — paboyuni Katanor NpuUoXeHuns;
4) User= — nonb3oBaTterb, OT UMEHM KOTOPOro OyaeT 3anyLieHa cnyxoba;
5) Group= — rpynna, OT UMeHu KoTopow ByaeT 3anyLieHa cnyx6a;
6) OOMScoreAdjust= — NPUOPUTET 3aBepLUEHMS MpoLiecca Npu HexBaTke NamMaATH, rae
1000 — makcMmanbHoOe 3HayYeHue, 03HavaroLLee NoMHbIN 3anpeT Ha 3aBepLleHne npouec-
ca;
7) ExecStop= — yKa3blBaeT Ha CKpUMT, KOTOPbIN AOMKeH ObiTb BbINOSIHEH Nepeq ocTa-
HOBKOW CnyX6bl;
8) ExecStart — yKasblBaeT Ha KOMaHAy, KOoTopasd AoSmKHa ObiTb BbIMNOMHEHa nocne
3anycka cnyxobi;
9) RemainAfterExit — npeanucbiBaeT systemd cyntaTb NpoLecc akTUBHbLIM MOCIe ero

3aBepLleHus.
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Cekumsi [ Socket ] B lOHUTE COKETa ONpeaenseT creayolme napaMmeTpbl 4ns yrpasneHus
COKETOM:

- ExecStart= — npaBuno 3anycka;

ExecReload= — npaBuno nepesanycka;

KillMode= — npaBuio 3aBepLueHns;

Restart= — npaBurno nepesanycka nNpu BO3HUKHOBEHUUN OLLNOKU.
4.2. CucremHble (UeneBble) COCTOAHUA

B systemd ypoBHUM 3anycka ¢annos peanus3oBaHbl B BUAE CrpynnUpOBaHHbIX HOHUTOB,
NpeacTaBnsAlLWMX LeneBoe coctosHue (uenb). ®annbl, onpegenstolimne uenesble COCTOAHNS,
XpaHATCA B kKatanore /lib/systemd/system/ n UMEIOT pacluMpeHne uMeHn . target. [Ans
coBmecTumocTn B OC coxpaHeHO NOHATME «YPOBHEN BbINONMHEHUSA». B cTaHgapTHO yCTaHOBMNEH-
HOW cucTtemMe NpeayCMOTPEHO Hannyme LWeCTU CUCTEMHbIX YPOBHEWN BbINOMHEHUS, KaXO0MY U3
KOTOPbIX COOTBETCTBYET LieNeBoe COCTOSIHME.

OpHa un3 uenemn Ha3Ha4YyaeTcs B Ka4eCTBe COCTOSIHUSA MO YMOMYaHuio, B KOTOpoe nepexoauT
cucTema nocre BkrodeHus. B ctaHgapTtHo yctaHoBreHHon OC COCTOSIHMEM MO YMOMYaHWMIo SBMs-
eTca graphical.target (YpOBEHb BbIMNOSIHEHNSA 5) — MHOIOMOSbL30BATENLCKUA PEXNM C rpadu-
Yeckon 060MNoYKON. YPOBHSIM BbINONHEHUSA 2, 3 N 4 COOTBETCTBYET Lenb multi-user.target
(MHOrononb3oBaTeNbCKUN pexnm 6e3 rpadudeckon 06ono4kK), a uensm powerof . target (ypo-
BeHb BbINOfHeHNsA 0) n reboot . target (YpOBEHb BbINOMIHEHUS 6) COOTBETCTBYIOT BbIKITHOYEHNE

N nepesarpyska CUCTEMbl COOTBETCTBEHHO.
[MpoBepuUTb CNNCOK COOTBETCTBUSA COCTOAHUM N YPOBHEWN BbIMOMHEHUS MOXHO KOMaHOW:

ls -la /lib/systemd/system/runlevel*

lrwxrwxrwx 1 /lib/systemd/system/runlevel0.target -> poweroff.target
lrwxrwxrwx 1 /lib/systemd/system/runlevell.target -> rescue.target
lrwxrwxrwx 1 /1lib/systemd/system/runlevel2.target -> multi-user.target
lrwxrwxrwx 1 /1lib/systemd/system/runlevel3.target -> multi-user.target
lrwxrwxrwx 1 /lib/systemd/system/runleveld.target -> multi-user.target
lrwxrwxrwx 1 /lib/systemd/system/runlevel5.target -> graphical.target
lrwxrwxrwx 1 ... /lib/systemd/system/runlevel6.target -> reboot.target

Kaxgas uenb nMeeT COGCTBEHHOE UMS BUAA <uMs_COCTOSHUS> . target U npeaHasHa-
YyeHa Onst KOHKPeTHbIX 3aaay. OgHOBPEeMEHHO MOrYT OblTb aKTUBHbI HECKOMbKO Leneit. Llenu moryT
HacrnegoBaTb Bce cryx0bl Apyrux uenein, gobasnss kK HUM ceoun. B systemd Takke nmetotcs uenm,
NMUTUPYLOLLME O6LLIME YPOBHU BbiNonHeHMst SystemVinit, noaTtoMmy Ans nepeknoyeHns mexay
LleNneBbIMU FOHUTAMU MOXHO UCMONb30BaTb KOMaHAy:
telinit RUNLEVEL
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ﬂ,J'IFI onpeaeneHna OOoCTYNHbIX LereBbIX COCTOSAHUN ncnonb3yeTcAa KoMmaHaa:
systemctl list-unit-files --type=target

ﬂ,J'IFI onpeaeneHna akTuBHbIX LerneBbIX COCTOSIHUN ncnonb3yeTcd KoMmaHaa:
systemctl list-units --type=target

ﬂ,J'IFI nepexonga B Uenesoe COCToOAHNE UCIMOSb3yEeTCA KOMaHaa:
systemctl isolate <umsa_cocrTosiHuA>.target
ﬂ,aHHaﬂ KOMaHOa U3AMEeHAT TOJIbKO TeKyUJ,MI;I YPOBEHb BbIMNOJIHEHNA U €€ /J,el7ICTBI/Ie He nosnudaeT
Ha nocrniegyruine 3arpy3km CUCTeMbl.

[na npocmMoTpa LeneBoro COCTOAHMS NO YMOnYaHuio, koTopoe systemd nucnonb3yeT cpasy
nocre 3arpy3km CUctembl, UCMNoJ1b3yeTCA KOMaHOa:
systemctl get-default

[nsa npocmoTpa gepeBa 3aBMCUMOCTEN KOHUTOB OT LieNn BbINOSTHUTL KOMaHAY:
systemctl list-dependencies <ums_cocTosaHus>.target

ﬂ,J'IFI NpoBEPKN 3aaHHOIO Mo YMOJTHaHNIO COCTOAHUA CUCTEMbI BbIMONMTHNTL KOMaHOY:
systemctl get-default
graphical.target

[1ns npoBepKkn COOTBETCTBYIOLLErO YPOBHS BbIMOMHEHUS BbIMOAHUTL KOMaHAY:
sudo runlevel
N 5

ﬂ,J'IFI N3MEHEHNA COCTOAHNA CUCTEMbBI, 3aaHHOIo No ymMmosn4aHuto, BbIMOJTHUTb KOMaHAY:
sudo systemctl set-default multi-user.target
Created symlink /etc/systemd/system/default.target ->
/lib/systemd/system/multi-user.target.

Nocne nameHeHus COCTOAHUA, 3aaHHOIO No ymMori4aHuio, cuctemMa 6y/:|,eT nepesegeHa B
HEero nocrie nepesarpys3ku. ,D,J'IFI NnpuHyOnUTEribHOIo nepesoda CUCTeMbl B Hy>XKHOE COCTOAHUE oes
nepesarpy3km ncnosib3yetca KomaHaa systemctl c napameTpom isolate N UMEHEM LIeNeBoro
COCTOSIHUA (MMS yKa3biBaeTcs 6e3 paclumpeHuns . target):
sudo systemctl isolate multi-user
nnm kKomaHga init:
sudo init 3
O6e KomaHabl NnepeBeayT CUCTEMY B COCTOSIHME multi-user (MHOrONONb30BATENBCKUA PEXMUM
6e3 rpadmyeckon 060M04KN), YTO COOTBETCTBYET TPETLEMY YPOBHIO BbiNonHeHus. Mpn atom 6yayT
3aI'IyLLl,eHbI/OCTaHOBJ'IeHbI BCe CJ'Iy>K6bI, YKa3aHHble B COOTBETCTBYHOLLEM ONMNCaHUN COCTOAHUA.

Ona obecnevyeHnss COBMECTMMOCTM C 0Oonee paHHUMKW peanu3auusMmm  MNOMUMO
3anycka/oCTaHOBKW IOHUTOB, onpeferneHHblX B (hannax .target, Npu nepesoge CUCTEMbI B
Apyroe coctosiHme ucnonHeHna systemd npoBepsieT Bce dpannbl ynpasneHms cnyxbamu, nve-
IoLMmeca B COOTBETCTBYIOLLEM LieriIeBOMY YPOBHIO BbINONHEHUA KaTanore /etc/rc{0-6}.d/,

n 3aI'IyCKaeT/OCTaHaBJ'IVIBaeT COOTBETCTBYHOLLNE 3TUM C*)aVIﬂaM COOCTBEHHbIE HOHUTBLI UK, eCnn
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COOTBETCTBYIOLLMI IOHUT HE OBHapYXXeH, aBTOMaTUYECKM reHepUpyeT IOHUT M3 dalina ynpaerneHus
W BbIMOSHSET €ro.

|_|0L|,p06H06 onncaHne aaHHbIX KOMaHa n CJ'Iy)K6 npmuBegeHo Ha CTpaHunuax pykoBoacTBa

man.
4.3. CUCTeMHble KOMaHAbl
OcHoBHble cucTeMHble komaHabl OC npuBeneHbl B Ta6nmue@
Tabnwnuya 10
KomaHpa HasHaueHue
addgroup Co3gaHne HOBOW YYETHOW 3anucuy rpynmbl
adduser Co3gaHve HOBOW YyYeTHOM 3anucuy nonb3oBaTenst
ar Co3gaHue n paboTta ¢ GUBNMOTEYHBIMYN apXuBamm
at dopMnpoBaHUE unu yaaneHne oTnoXeHHOro 3agaHus
awk Asbik 06paboTkM CTPOKOBLIX LWABGMIOHOB
bc CTpOKOBbIV KanbKynsaTop
chfn YnpasneHue nHdopmalmen y4eTHom 3anmcn nonb3oBartensd (MMs, onvcaHme)
chsh YnpaBneHne BbIOOPOM KOMaHOHOIo UHTeprnpeTaTopa (Mo ymMonyaHuio — Anst y4eTHON
3anucm)
cut Pa3buBka darna Ha cekuun, 3agaBaemble KOHTEKCTHbIMWU pasnenmTensiMm
delgroup YnaneHue y4eTHOM 3anucu rpynnbl
deluser YaaneHue y4yeTHOM 3anucuy norb3oBaTensi U COOTBETCTBYOLLMX DanoB OKPY>KEHUS
df BbiBoa ot4eTa 06 ncnonb3oBaHMM UCKOBOrO NPOCTPAHCTBA
dmesg BbiBOg cogepxumoro cuctemHoro oydepa coobLueHuin
du BblumcneHne konmyecTsa UCNONb30OBaAHHOMO NPOCTpaHCTBa anemeHToB OC
echo BbiBOA coaepXXMMOro apryMeHToB Ha CTaHOApTHbIV BbIBOA
egrep Mowuck B hanax cogepXMMOro CorracHo perynspHbIX BblpaXeHnn
fgrep Mouck B channax coaep>XMMoro cornacHo OUKCUpPOBaHHbIX LIabnoHoB
file Onpenenenne Tvna canna
find Mounck harina no pasnuyHbIM NpU3HaKkam B Mepapxmm Katanoros
gettext MonyyeHne CTPOKM MHTEPHALMOHaNM3aLun u3 Katanoros nepesoaa
grep BbiBOA, CTPOKM, cogepxallen WabnoH noncka
groupadd CosgaHune HOBOW YyYETHOW 3anucy rpynnbl
groupdel YnaneHvne y4eTHOW 3anucu rpynnbl
groupmod N3meHeHne yyeTHOM 3anucu rpynnbl
groups BbiBOA cnvcka rpynn
gunzip PacnakoBka ¢arnna
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lNpodomxeHue mabnuues! 10

KomaHga HasHaudeHune
gzip YnakoBka channa
hostname BbiBOA 1 3agaHve nMmeHn xocta
install KonupoBaHue danna ¢ yctaHoBKoOW aTpmbyToB
ipcrm Ynanenwue pecypca IPC
ipcs BbiBOg xapaktepuctuk pecypca IPC
kill MpekpalleHne BLINOMHEHUS MpoLecca
killall YpaneHue npoueccoB Mo UMEHU
lpr Cuctema nevatu

1s

BbiBOO cogepxnumoro Kartanora

1sb_release

BbiBOA MHGOpMauum o gucTpnbyTmee

mknod CosgaHuve darna cneymnanbHoro Tuna

mktemp leHepauns yHUKanbLHOro MMeHu arina

more MocTpaHMyHbIN BbIBOA COOAEPXMMOro dpanna

mount MoHTupoBaHue ¢C

msgfmt Co3gaHune obbekTHOro ganna cooblieHnii n3 aiina coobeHnin
newgrp CmeHa ngeHTudoukaropa rpynnbl

nice M3meHeHne npuopuTeTa npoLecca nepen ero 3anyckom

nohup Pabota npouecca nocne Bbixoga n3 cuctembl

od BbiBOA, cogepXnmoro gpanna B BOCbMEPUYHOM U APYruxX BUaax
passwd CmeHa napons y4eTHoun 3anmcu

patch MpumeHeHne danna onnucaHus N3MeHeHUN K opurMHansHOMYy anny
pidof BbiBOA MaeHTUdUKaTOpa npoLlecca no ero UMeHu

ps BbiBOA MHGOpMauum 0 npoueccax

renice M3meHeHre ypoBHSA npuoputeTa npouecca

sed CTpoKOoBbIV pegakTop

sendmail TpaHcnopT cMCTEMBI 3NEKTPOHHBIX COOBLLEHNI

sh KomMaHgHbIN nHTepnpeTaTop

shutdown Komanga octaHoBa cUCTEMbI

su M3meHeHre naeHtTndmrkaTopa 3anyckaemMmoro npowuecca

sync C6poc cnctemHbix OydepoB Ha HocUTENn

tar dalnnoBbLIN apxmBaTop

umount PasmoHTMpoBaHne ®C

useradd CospgaHvie HOBOM Y4eTHOW 3anuvcuy nonb3oBaTens unu obHOBNEHNE CyLLECTBYOLLEN
userdel YaaneHwe y4yeTHOW 3anucum norb3oBaTens U COOTBETCTBYOLLMX hannoB OKPY>KEHUSA
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OkoHyaHue mabnuusi 10

KomaHga HasHadeHune

usermod Moaudurkaums nHgopmaumm o6 y4yeTHOM 3anuUcuK norb3oBaTens

Cnmcok nonb3oBarenen, paboTalowmx B HaCTOSALLMIN MOMEHT B CUCTEME, N PECYPCOB, C
KOTOpbIM OcyLecTBnsieTca pabota

who

BbiBOA cnvcka nonb3oBaTtenen CUCTeMbI

OnuncaHne KkomaHAa npueeaeHo Ha CTpaHMUax pykoBOACTBaA man.

4.3.1. NnaHupoBaHue 3anycka KoMmaHA
43.1.1. at

Ons 3anycka ogHon unu 6onee komaHg B 3apaHee onpepgernieHHoe BpeMA UCNOSb3YyeTCA

KomMaHaa at. B Hen MoXxHO onpeanennTtb BpemMs n/vnu Aarty 3anycka TOW U MHOW KOMaHAbI.

KomaHpa at Tpebyet aByx (unu 6onbluero yncna) napametpoB. Kak MMHUMYM, cnedyeT ykasaTb

BpeMA 3anycka 1N Kakad KoMaHaa OO0JmKHa ObITb 3anyLleHa.

KomaHgbl ons 3anycka c nomMoLlbto KoMaHabl at BBOOATCA KaK CNMCOK B CTPOKax, cregy-

IOLLNX 3a HeN. BBoa KaXXaon CTPOKM 3aBepLuaeTcs Haxkatmem knasuwmn <Enter>. o okoH4YaHUK

BBOAA BCEN KOMaHAbl HaxaTb knasuwn <Ctrl+D> gna ee 3aBepLueHus.

Mpumepbl:

1. 3anyctutb KOMaHabl 1lpr /usr/sales/reports/. necho "Files printed" B
8:00

at 8:00

lpr /usr/sales/reports/.

echo "Files printed"

Mocne BBOAa BCeW KOMaHAbl 0TOBpasnTcsa cnegyrollasa 3anuchb:

job 756603300.a at Tue Jul 8 08:00:00 2014

O3HavarLLasi, YTo yKasaHHble KomaHabl 6yayT 3anyuweHsl B 8:00, naeHTudukatop 3agaHns
756603300.a (MOXeT noHagobuTcs, ecnu HeobxoaANMMO OTMEHUTL 3aaHne KOMaHAoN
at -d)

B pesynbraTe BbinonHeHus komaHabl B 8:00 6yayT pacneyataHbl Bce dhannbl Katano-
ra /usr/sales/reports, N nonb3oBarento OyoeT BbIBEAEHO COOOLLUEHME HA 3KpaH
MOHUTOpA.

2. [Ina 3anycka Bcex KOMaHA, rnepeyucrieHHbix B ¢anne getdone, B 17:30 cnenyet
BOCMNOMNb30BaTbCSA O4HOM N3 ABYX (POPM KOMaHAbl at:

at 17:30 < getdone

nnu

at 10:30 -f getdone



57
PYCBE.10015-01 95 01-1

O6e npuBeAeHHbIe KOMaHAbl 9KBUBANEeHTHbl. PasHuua 3aknioyaercs B TOM, YTO B NePBOM
KoMaHae MCMonb3yeTcs MexaHM3M nepeHanpaBneHns NOTOKOB BBOAA-BbIBOAA, BO BTOPOM

KoMaHae — AUCKOBbIN doais.
Kpome BpemeHn B kOMaHae at MOXeT ObiTb onpeaeneHa gara.

Mpumep
at 10:00 Jul 14
lp /usr/sales/reports/

echo "Files printed"

3apgaHus, onpeaensemMble agMUHUCTPATOPOM CUCTEMBI, MOMELLAIOTCA B 0Mepeab, KOTOPYH
OC nepuoanyeckn npocmaTpmBaeT. AOMUHUCTPaATOPY Heobs3aTenNbHO HAaXo0AUTLCA B CUCTEME ONS
TOro, YTobbl at oTpaboTtana 3agaHus. B gaHHOM cnyyae komaHaa pabotaeT B POHOBOM pexXnme.
[na npocmoTpa ovyepean 3agaHn BBECTU:
at -1
Ecnn npegbigyume npumepbl 6binmn 3anyLueHbl, To 6yaeT BbIBEAEHO:
job 756603300.a at Sat Jul 8 08:00:00 2014 job 756604200.a at Sat Jul 14
17:00:00 2014
AOMUHUCTpATOpP CUCTEMbI BUAUT TONbKO CBOWM 3adaHus MO KOMaHae at.
[nsa yopaneHus 3agaHns U3 odepeam cnegyer 3anyctutb at ¢ napamMeTpomM —d 1 HOMEPOM
yaansieMoro 3agaHus:
at -d 756604200.a

B tabnuue NnoKa3aHbl BapyaHTbl UCMOMb30BaHUA KOMaHabl at.

Tabnunua 11
dopmaT KOMaHab! HasHaueHune
at hh:mm BbinonHWTbL 3agaHue Bo BpeMsd hh :mm B 24-4yacoBom dopmaTte

BbinonHuTbL 3agaHne Bo BpeMsa hh:mm B 24-4yacoBom dopmare B

at hh:mm mecsiy geHb rog o
COOTBETCTBYHOLLMN AEHb

at -1 BbiBeCcTu cnucok 3agaHuin B oyepenun; ncesgoHUM KOMaHabl — atqg

BbinonHnTh 3agaHne Yepes onpeaeneHHoe BpeMsl, KoTopoe 3aaaHo
at now+count time-units | mapamMeTpom count B COOTBETCTBYIOLLIMX eANHULIAX — HeOENsX, AHSX,
Yyacax unvM MUHyTax

YpnanuTb 3agaHue ¢ ngeHtndukatopom job_ID M3 ovepeau; nces-

at -d job _ID
OOHUM KOMaHAbl — atrm

AOMUHNCTPATOP CUCTEMbI MOXET MPUMEHATHL BCE 3TV KOMaHAbl. [ns ApyrMx nonb3oBare-
new npaBa OCTyna K KomaHae at onpegenstoTca danmnamu /etc/at.allow n /etc/at.deny.
Ecnu cywectByeT pann /etc/at.allow, TO NPUMEHATbL KOMaHAY at MOryT TONbLKO Nepeymc-

neHHble B HEM nonb3oBaTenn. Ecnu ke Takoro hamna HeT, NpoBepsieTcs Hanuyue danna
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/etc/at.deny, B KOTOPOM OTpa)XeHO, KOMY 3arnpeLleHo nonb30oBaTbCs KoMaHaon at. Ecnu
HW ogHOro hanna HeT, 3Ha4uT, KOMaHga at JOCTYNHa TOSbKO Cynepnonb30BaTento.

MogpobHoe onncaHne KoOMaHabl NPMBEAEHO B man at.

4.3.1.2. cron

[Onsa perynspHoro 3anycka komaHg B OC cyuwecTtByeT kKoMmaHAa cron. AAMUHUCTPATOpP
cucTeMbl onpeaensieT Ans Kaxaon nporpamMmmMel BpeMd U AaTy 3anycka B MUHyTax, Yacax, AHAX
MecsiLa, Mecsilax roga u gHsx Hegenw.

KomaHnga cron 3anyckaeTcs oguH pas npu 3arpyake cucteMbl. OTaenbHble Nonb3oBaTenm
He OOSMKHbl UMETb K HEN HenocpeacTBeHHOro goctyna. Kpome Toro, 3anyck cron HuKorga He
OCYLLECTBIISIETCA BPYYHYIO NyTEM BBOAA MMEHU NPOrpamMmMbl B KOMaHAHOW CTPOKe, a TONbKO U3
cueHapwus 3arpy3sku OC.

[Mpu 3anycke cron nNpoBepsAeT ovepenb 3aJaHn KOMaHObl at U 3aaHusa nonb3oBarenen
B pannax crontab. Ecnv KomaHg Ans 3anycka HET, cron «3acbiNaeT» Ha OAHY MUHYTY N 3aTeM
BHOBb MPUCTYMNaeT K NOUCKaM KOMaHAbl, KOTOPYHO criedyeT 3anyCTUTb B 3TOT MOMEHT. bonbLyto
YacTb BPEMEHU KOMaHAa cron NPOBOAUT B «CMSILLEM» COCTOSAHUN, U ANsi ee paboTbl MCMNONb3yeTcs
MUHMMYM CUCTEMHbIX PECYPCOB.

UTobbl onpenenuTb CNMCOK 3a4aHui AN cron UCMOMb3yeTcs KoMaHaa crontab. [Ans
Ka)kgoro nosib3oBaTtensi ¢ NOMOLLbIO JaHHOW KOMaHAbl co3daeTcsa hann crontab CO CAIMCKOM
3a4aHun, HaxoasawWwunuces B katanore /var/spool/cron/crontabs N UMEKOLWMN TO Xe UMSI, YTO
1 UMs Nonb3oBaTtens.

MpumeyaHune. lNonb3oBaTenn, KOTOPbIM pa3peLLeHO yCTaHaBnNMBaTb 3a4aHna KOMaH-
AON cron, nepeyncneHbl B danne /etc/cron.allow. ®ann 3agaHui Ansa KOMaHObl cron
MOXHO cO34aTb C MOMOLLbI OBbIMHOIMO TEKCTOBOIO pefakTtopa, HO Mpu 3TOM Henb3s NPOCTO
3aMeHNTb UM CyLLeCTBYHOLWMA cbann 3agaHus B Katanore /var/spool/cron/crontabs. [Ans
nepegadn cron CBeOEHUN O HOBbIX 3adaHusAX 0b6a3aTenbHO AOMKHA NUCMOoNb3oBaTbCA KOMaHaa
crontab.

Kaxxpasa ctpoka B danne crontab cogepXut wabnoH BpeMeHn u komaHay. MoxHo
co3paTb Noboe konn4ecTBo KoMaHa Ana cron. KomaHaa BbINONHAETCA Toraa, Korga Tekyllee
BpeMS1 COOTBETCTBYET npuBegeHHOMY WwabnoHry. LLabnoH cocTouT n3 natm Yacten, pasgeneHHblx
npobenamu unm cumBonammn Tadbynsaumn.

CuHTakcuc KomaHa B panne crontab:

MHHYTE YacCh O€Hb_MeCdAlla MeCdAl_ I'Oda HOE€Hb_HelOeJl 3alaHue

MepBble NATL Nonen NpeacTaBnNAT WabNoH BpeMeHU 1 0683aTeNnbHO AOMKHbBI MPUCYT-

cTBOBaThb B (hanne. [nsa Toro 4tobbl cron UrHOpUpoBana To UM nHoe none wabnoHa BpeMEH!,

crnegyeT NoCTaBUTbL B HEW CUMBON * (3BE3404Ka).
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MpumevaHune. C TOYKM 3pEHNA NPOrpaMmMbl CUMBOST * O3HAYaET CKOPEeEe HE «UTHOPU-
poBaTb none», a «noboe KOPPEKTHOE 3HAYEHUEY, T. €. COOTBETCTBUE YEMY YIOAHO.

Hanpumep, wabnoH
02 00 01 * x
rOBOPUT O TOM, YTO KOMaHAa AOmKHa ObiTb 3anyLleHa B ABe MUHYTbI NONOSTyHo4u (None YyacoB
HyneBoe) KaXkaoro nepBoro Yncna noboro (nepeas 3Be3qo4dka) mecsua, Kakmm 6ol gHEM Heaenm
OHO He 6bINo (BTOpas 3Be304Ka).

B Tabnuue |12/ npuBeaeHbl 4oNyCTUMbIE 3HAYEHUA NOSMEN 3anucen crontab.

Tabnunua 12
MNone [nana3soH

MUHYTbI 00-59

yachl 00-23 (nonHo4b — 00)

heHb_Mecsaua 01-31

OeHb_roaa 01-12

OeHb_Hegenu 01-07 (noHepenbHuk — 01, BockpeceHbe — 07)

Mpumep

3anncb KoMmaHabl B hansie crontab, BbINONHAKOLWAA COPTUPOBKY U OTNPaBKy Mosib3oBa-
Tent pav panna /usr/sales/weekly Kaxabln noHeaenbHuk B 7:30
30 07 * * 01 sort /usr/sales/weekly | mail -s"Weekly Sales" pav

MNone KOMaHA MOXET coaepXKaTb BCE, YTO MOXET ObITb B KOMaHAe, BBOAVMOW B KOMaHAHON
cTpoke obonoykn. B HyXHoe Bpemsi cron ANsi BbINOMHEHWUSI KOMaHA 3anyCTUT CTaHOAPTHYHO

obonouky (bash) 1 nepegacT e KomaHay AN BbINOMHEHUS.
[nsa Toro 4ToObl onpegenuTb HECKOMNBKO 3HAaYEHU B Nofe UCNonb3yeTcs 3ansTas B Kade-
CTBE pasgensioLwiero cumeona. Hanpumep, ecnun nporpamma chkquotes A0MKHA BbINOMHATLCA B
9, 11, 14 n 16 yacoB No NoHeaenbHMKam, BTopHukam n yetsepram 10 mapta n 10 ceHTAOpSA, TO
3anucb BbIMSANT Tak:
09,11,14,16 10 03,09 01,02,04 chkquotes

MapameTpbl kKOMaHAbl crontab npuBeaeHsb! B Tabnuue [13]

Tabnuuya 13

MapameTtp OnucaHue

Mo3BonsieT pegakTMpoBaTh KOMMNOHEHTHI dhanna (Mpu 3TOM BbI3bIBAETCS pedakTop, onpe-
OeneHHbI B nepeMeHHon EDITOR 060n04KK)

-r YnanseT Tekywmn chann crontab 13 katanora

-1 Mcnonbayetcs ans BbiBoda Cnmcka TekyLmx 3agaHui cron
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KomaHga crontab paboTaet ¢ hannom cornacHo permcTpauuoHHOMY UMEHN.

3a KOppeKTHoe UCMOosib30BaHNEe KOMaHObl cron OTBETCTBEHHOCTb HECYT Kak agMUHUCTpa-
TOP CUCTEMBI, TaK 1 NONb30BaTeNN, HaNpPUMep, NCNoSb30BaHME NPOrpaMmMbl HE AOSMKHO BbI3BATb
neperpysky cuctembl.

MogpobHoe onucaHne komaHg W danna crontab NPMBEOEHO B man cron,

man crontab Mman 5 crontab.

4.3.2. ADMUHUCTPUPOBaHME MHOIONOJSIb30BaTeIbCKOM U MHOro3aga4yHoun cpeabl

4.3.21. who

[nsa nony4eHusa cnvcka nonb3oBarternen, pabotatowmx B OC, ncnonbdyerca komaHaa who:
who
root console May 19 07:00

PesynsTaTtom BbINOSTHEHNA KOMaHAb! SBNSIETCA CNUCOK, COAepKaLllmMn naeHTugukaTopsl
aKTUBHbIX MoNib3oBaTenen, TepMmHarbl U BpeMs BXoga B CUCTEMY.

KomaHaa who MMeeT HeCKONMbKO napamMeTpoB, OAHAKO Aariee pacCMOTPEHbI TOMNbKO ABa
N3 HUX:

1) —u — nepeyncngeT nonb3oBaTenemn ¢ ykasaHnem BpeMeHu 6e3genctesns (Toyka . O3Ha-

YaeT, 4YTO NMoNb30oBaTellb aKTUBHO paboTan B NOCNEAHIo MUHYTY, old — YTO nNocnegHun

pa3 OH HaxXnman knasuwmn Gonee CyTok Hasag);

2) -H — 3acTtaBnsieT KoMaHay BbIBOAUTb NOAPOOHYI0 MHOpMaLMIO O NoMb3oBaTensax; npu

3TOM BbIBOOUT CTPOKY 3arofioBka Tabnuubl nonb3oBartenemn, cTtonobubl KOTOpOIZ NMOKa3aHbl

B Tabnuue
Tabnunua 14
Mone Onucanue
NAME MmeHa nonb3oBaTenen
LINE Mcnonb3oBaHHbIE NTUHUM U TEPMUHATbI
TIME Bpems, npolwefllee nocne perucrpaumm nonb3oBaTens B cucteme
IDLE Bpewms, npowweawee co BpemeHu nocrnegHen akTuBHon paboTbl Nonb30oBaTens
PID WaeHTndmkaTop npouecca BXogHON 06004KM Nonb3oBaTterns
COMMENT KommeHTapuin

C nomoLpbo NnapamMeTpoB —u U —H MOXHO YBUAETb:

who -uH
NAME LINE TIME IDLE PID COMMENT
root console Dec 12 08:00 . 10340

B cnucok Bkro4yeH I/I,D,eHTI/I(bI/IKaTOp npouecca 060no4kn nonb3oBaTens.

MoapobHoe onuncaHne KomaHabl NpUBEAeHoO B man who.
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4.3.2.2. ps

[ns nony4yeHna nHopmMauumn 0 COCTOSTHUM 3anyLeHHbIX MPOLECCOB UCMONb3YEeTCs KO-
MaHaa ps. KomaHaa BbIBOAUT crieqyoLyto MHpopmaLuuio o npoueccax:

- BbIMOSIHEHHbIE NMPOoLEeCChl;

- Npouecchl, Bbl3BaBLLME NPOBNEMbI B CUCTEME;

- KaK Jonro BbINOSHAETCA NPOLECC;

- KaKkune cuctemMHble pecypcbl 3aTpeboBan npouecc;

- nageHtudmkartop npouecca (Kotopbii byaet Heobxoaum, Hanpumep, Ansa NpekpaLleHns

paboTbl Npouecca C NOMOLLbIO KOMaHabl kill) u T. 4.

[aHHaa nHdopmaums nonesHa Kak Anst nonb3oBaTtens, Tak U Ang CUCTEMHOro agmu-
HucTpaTopa. 3anyueHHas 6e3 napameTpoB KOMaHAHOW CTPOKM ps BblAaeT CMUCOK NPOLECCOB,
NOPOXAEHHbIX aAMUHUCTPATOPOM.

Hanbonee pacnpocTpaHeHHOEe NPUMEHEHNE KOMaHObl ps — OTCReXnBaHue paboTbl o-
HOBbIX W ApYrMx npoueccoB B cucteme. MNMockonbky B 60MnbLUMHCTBE CryvaeB hOHOBbIE NPOLIECCHI
He B3aMMOLENCTBYIOT C 3KpaHOM U C KfaBMaTypomr, KoMaHaa ps OCTaeTca OCHOBHbIM CPEACTBOM
HabnOeHNsa 3a HUMMN.

B Tabnuue |15 npnBeaeHbl YeTbipe OCHOBHbLIX MOMS MHpOPMaUMM ANg Kaxaoro npouecca,

BbIBOAMMbIE KOMaHOOMN Ps.

Taobnuuya 15
Mone OnuncaHue
PID WaoeHTudmkatop npouecca
TTY TepmuHan, ¢ koToporo 6bin 3anyLeH npolecc
TIME Bpemsi paboTbl npouecca
COMMAND Mmsa BbINOMTHEHHOW KOMaHAb!

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man ps.

4.3.2.3. nohup

O6bl4HO JOYEpPHMIA NpoLIeCC 3aBepLUAETCH Nocre 3aBepLleHns poanTenbCKOro. Takum
obpasom, ecnu 3anyLieH poHOBLIM NpoLece, OH OyaeT 3aBepLUeH Npu BbIXxoae u3 cuctemsbl. [ns
TOro 4To6bI NPOLEeCC NPOAOIIKAN BbIMONHATLCA NOCME BbIXOAA U3 CUCTEMbI, NPUMEHSETCS KOMaHaa
nohup, ykazaHHas B Ha4yane KOMaHaHOW CTPOKM:
nohup sort sales.dat &

KomaHga nohup 3actasnser OC urHopvpoBaTh BbIXOA4 U3 Hee U NPOAoKaTb BbINOSHe-
HWe npouecca B POHOBOM peXMMe, Noka OH He 3aKoHYUTCA. Takmm obpasom, Byaet 3anyuieH
npouecc, KOTopbIn ByaeT BbINONHATLCA ANUTENbHOE BpeMs, He Tpebysi KOHTPONSA CO CTOPOHbI

agMUHNUCTpaTopa CUCTEMBbI.
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MogpobHoe onucaHne KoMaHObl NPUBEAEHO B man nohup.

4.3.2.4. nice

KomaHga nice no3BonsieT 3anyCcTuTb ApYryo KOMaHgy ¢ npegonpenerneHHsbIM npuopuTe-
TOM BbINOSIHEHUS], NPEAOCTABNAA aAMUHUCTPATOPY CUCTEMbI BO3MOXHOCTb ONpeaensiTb NPUoOpUTET
Npw BbINOMHEHMM cBOMX 3agad. [Mpn o6blMHOM 3anycke Bce 3agayn MMEKT OAWH U TOT Xe npu-
oputeT, 1 OC paBHOMEpPHO pacrnpefenseTr Mexay HuMu npoueccopHoe Bpemsi. C NOMOLLbIO
KOMaHbl nice MOXHO MOHU3UTb NPUOPUTET KaKOM-NMBO «HeCneLwwHon» 3agadn, NpegocTaBus
Apyrum 3agadam 06onbLie NpoLecCopHOro BpeMeHW. [NoBbICUTbL NPUOPUTET TOW UM MHOW 3agayuun
MMeET npaBo TOSbKO Cynepnonb3oBaTenb.

CuHTaKkcuc KomaHabl nice:
nice -[<uucno>] command

YpoBeHb NpuopuTeTa onpegensieTcsa napameTpoMm <uwcio>, Npu 3ToM Bonbluee ero
3HayeHue o3HayaeT HasHavyeHWe MeHbLUero npuoputTeTa KoMaHge. 3Ha4yeHne No yMOonyaHuio
paBHo 10, napameTp <uucrio> nNpeacraBnaeT cobon YMcno, Ha KoTopoe 3HaYeHne OOMMKHO BbITb
yMeHblUeHO. Hanpumep, ecnu 3anyLyeH npoLecc COPTUPOBKN:
sort sales.dat > sales.srt &

n eMy cregyeT gaTb NPeMMyLLEeCcTBO Hag ApYyrMM nNpoLeccoM, Hanpumep, NpoueccomM nevartw,
HeobXxo4MMO 3anyCTUTb BTOPOM NPOLIECC C YMEHbLUEHHBIM MPUOPUTETOM:
nice -5 lp mail list &

[Onsa Toro 4Tobbl HAa3Ha4YUTL Npoueccy nevYaTn cambli HASKUA BO3MOXHbIA MPUOPUTET,
BBECTU:
nice -10 1lp mail_list &

MpumevyaHune. B cnyyae komaHabl nice TUpe O3HA4YaeT 3HaK napameTpa.

Tonbko cynepnonb3oBaTenb MOXET MOBLICUTbL MPUOPUTET NpoLecca, NPUMEHSS AN 3TOro
oTpuuaTternbHoOe 3HadYeHne napameTtpa. MakcumanbHO BO3MOXHbLIN npnoputeT 20, NpUCBOUTL €ro
npoLeccy Cynepnonb3oBaTerib MOXET C MOMOLLbIO KOMaHAbI:
nice --10 job &

Hannuue & B npumepe 4OCTaTOMHO YCNOBHO, MOXHO U3MEHSATb NPUOPUTETLI Kak (POHOBbIX
npoLeccoB, Tak U NPOLIECCOB NepeaHero nnaxHa.

MoapobHoe onucaHne KoMaHabl NPUBEAEHO B man nice.

4.3.2.5. renice

KomaHaa renice no3Bonsietr nsmMeHuTb npuoputet paboTatowero npouecca. Popmar
3TOM KOMaHabl NnogobeH hopmaTy KOMaHabl nice:
renice -number PID

[na nameHeHust npuoputeTa paboTtaroLLero npolecca HeobxoauMo 3HaTb ero MaeHTUdu-
KaTop, NONYyYUTb KOTOPbI MOXHO C MOMOLLbIO KOMaHAbl ps, Hanpumep:

pPsS -e : grep name
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roe name — MMSl MHTEPECYHIOLLETO NpoLiecca.

KomaHga grep oTUNLTPYeT TONMbKO Te 3anucu, B KOTOpbIX OyaeT BCTpeyaTbCsl UMs
HY>XHOM KOMaHAbl, U1 MOXHO ByaeT y3HaTb uaeHTudukatop ee npouecca. Ecnn Heobxogmmo
M3MEHUTb NMPUOPUTET BCEX MPOLIECCOB MOSb30BaTeNsi UMK rpynnbl Nofib3oBaTenel, B KoMaHae

renice UCNoNb3yeTcs NAEHTUUKATOP Nonb3oBaTens U rpynnbi.

Mpumep
Mcnonb3oBaHune KOMaHAbl renice onsa npouecca nosnb3oBaTesid pav
ps -ef : grep SLOGNAME
pav 11805 11804 0 Dec 22 ttysb 0:01 sort sales.dat > sales srt
pav 19955 19938 4 16:13:02 ttypo 0:00 grep pav
pav 19938 1 0 16:11:04 ttypo 0-00 bash
pav 19940 19938 42 16:13:02 ttypo 0:33 find . -name core -exec nn {};
Y100bI NOHN3UTL npuopuTteT npouecca £find ¢ I/I)J,eHTl/I(*)I/IKaTOpOM 19940, BBECTMU:
renice -5 19940

B cnyyae komaHabl renice paboTaloT Te e npasBwuna, YTo M B CnydYae KoMaHabl nice, a
WMEHHO:

- €e MOXXHO UCMOoMb30BaTb TOSMIbKO CO CBOMMM NpoLieccamu;

- cynepnosnb3oBaTeNnb MOXET NMPUMEHUTb ee K NoboMy npoleccy;

- TONbKO Ccynepnonb3oBaTenb MOXET MOBbLICUTbL MPUOPUTET npoLiecca.

MogpobHoe onucaHne KoMaHObl NPUBEAEHO B man renice.

4.3.2.6. kill

MHorga HeobxoaMmo npekpaTUTb BbINOSNIHEHNE NpoLecca, He AOXKMAAACh €ro HOPManbHOro
3aBepLueHnda. MoxeT noTpeboBaTbCA B CNeAyLMX Cnyyasx:

1) npouecc MCnonb3yeT CANLKOM MHOIO BPEMEHW npoLieccopa U pecypcoB KOMMbOTEPA;

2) npouecc paboTaeT CrMLWKOM JONro, He AaBas OXnaaeMblX pe3ynbraTos;

3) npouecc NPOU3BOANUT CANLLIKOM BOSbLLIOKW BbIBO4 MHGAOPMaLUK Ha 3KpaH unu B cdann;

4) npouecc npmeen K 6GnokKNMpoBKe TepMMHana unm gpyrom ceccuu;

5) n3-3a owmnbkM onepaTopa unm NporpaMmmbl UCMONb3YHTCA HE Te pannbl UM NapameT-

pbl KOMaHAHOW CTPOKW;

6) ganbHewnLwwee BbINOMHEHME Npouecca 6ecnonesHo.

Ecnu npouecc paboTtaet He B pOHOBOM pexume, Haxatne knasuw <Ctrl+C> gomkHo
npepsatb ero BbiNofiHeHNe. POHOBLIN NpoLEecc NpepBaTb BO3MOXHO TOSMbKO C MOMOLLbIO KOMaHAabl
kill, nocbinaroLien npoueccy curHan, Tpebyrowmin ero 3aaBepLueHus.

Mcnonb3ytoTca ase hopmbl KOMaHAb!:
kill PID(s)
kill -signal PID(s)



64
PYCB.10015-01 95 01-1

[lnsa 3aBepLleHns npouecca ¢ MAEHTUUKATOPOM 127 BBECTU:
kill 127

[ns 3aBepLieHns npoueccos ¢ uaeHTudukaropamm 115, 225 n 325 BBECTU:
kill 115 225 325

C nomoubo NnapameTpa -signal MOXHO, HaNpuMep, AaTb yKasdaHue npoueccy nepe-
ynTaTh KOHUrypaumoHHble gannbl 6e3 npekpallieHmss paboTbl. CIMCOK AOCTYMNHbIX CUrHanoB
MOXHO MOMYy4YNTb C MOMOLLBIO KOMaHAbI:
kill -1

Mpun ycnewHom 3aBepLueHnmn npouecca coobuieHne He BbiBoguTcs. CoobLyeHne nosisutcs
Npu NonbITKe 3aBepLUeHns npouecca 6e3 HannuMs COOTBETCTBYIOLLMX NpaB AoCTyna unum npu
NnonbITKE 3aBEPLUUTb HECYLLECTBYHOLLMIA Npouecc.

3aBepLleHe poauTeENbCKOro npouecca MHorga fnpuUBOAUT K 3aBEPLLUEHUID JOYEpPHUX,
OOHaKO AN MosIHON YBEPEHHOCTU B 3aBEPLLUEHUM BCEX NPOLIECCOB, CBA3AHHbIX C aHHbIM, cregyeT
yKkasblBaTb UX B KOMaHOe kill.

Ecnu TepmuHan okasancs 3a6nokMpoBaHHbIM, MOXXHO BOWTM B CUCTEMY C APYroro TepMu-
Hana:
ps -ef: grep $SLOGNAME
n 3aBepwnTb paboTty 060n04KkN Ha 3abNOKMPOBAHHOM TEPMUHANE.

Mpun BbINOAHEHMM KOMaHAbl ki1l npoueccy NocbifaeTcs COOTBETCTBYOWMI curHan. Npo-
rpammbl OC MoryT nocbinate 1 npuHuMmatb 6onee 20 cMrHanoB, Kaxabli U3 KOTOPbIX MMEET CBOW
Homep. Hanpumep, npu Bbixoge agmuHuctpatopa OC nockinaeTt BCEM €ro npoueccam curHan 1,
KOTOPbIV 3acTaBrsieT BCce npoLecchl (Kpome 3anyLleHHbIX C NOMOLLBI nohup) NpekpaTuTb paboTy.
Kpome Toro, CyLLecTBYOT NporpamMmbl, HanncaHHble Takum obpasom, 4YTo ByayT urHopmpoBaTb
nocbinaemMble UM CUrHarsbl, BKNoYas curHan 15, Kotopbin BO3HUKaET Npu 3anycke koMaHabl kill
6e3 yKka3aHns KOHKPETHOro curHana.

OpHako curHan 9 He MOXeT ObITb MPOMUrHOpUPoOBaH — npouecc byaeT 3aBepLueH. Takum
obpasom, ecnu KoMaHga:
kill PID
He cmorna 3aBeplnTb npouecc (OH BUAEH NPU UCMNOMb30BaHUM KOMaHAbl ps), Heobxoanmo
BOCMNOSb30BaTbCS KOMaHOOM:
kill -9 PID

KomaHpa:
kill -9
npekpaLlaeT npowecc, He AaBas BO3MOXHOCTU, HanpumMep, KOPPEKTHO 3aKpbITb pannbl, YTO MOXET
NPUBECTU K NnoTepe AaHHbIX. Vicnonb3oBaTb 3Ty BO3MOXHOCTbL CrieyeT TOMNbKO B Clyyae KpanHewn

HeobXoANUMOCTMW.
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[lns 3aBepLleHns Bcex POHOBLIX NPOLIECCOB BBECTY:
kill 0

lMpenmyLiecTBeHHOE NpaBO KOHTPOMSA Ha4 NPoLECCOM NpuHaanexuT Brnagensuy. Npaea
Bnagenbua MoryT OTMEHATBCA TONBbKO Cynepnonb3oBaTenem.

Aapo HasHayvaeT KaxxgoMy rnpoueccy YeTblpe naeHTudukaropa: peanbHbin U 3deKkTnB-
HbI UID, peanbHbin 1 adpdekTnBHbIN GID. PeanbHble ID ncnonb3ytoTcsa Ans ydeta Ucnonb3oBaHus
CUCTEMHbBIX PecypcoB, a adeKkTUBHbIE — ANdA onpeaeneHus npas goctyna. Kak npasuno, peanb-
Hble 1 adbdekTnBHbIe |ID coBnagatoT. Brnageney npouecca MOXeT nocbinartb B MPOLECC CUrHanbI,
a Takke MOHWXaTb NPUOPUTET npouecca.

Mpouecc, NnpucTynarLwmi K BbINOSIHEHUIO APYroro NporpaMmMHoOro damna, ocyLecTensieT
OOWMH N3 CUCTEMHbIX BbI30BOB ceMencTBa exec. Korga takoe cny4daetcs, agpdpektmusHble UID u
GID npouecca moryT 6bITb ycTaHoBneHbl paBHbiMn UID u GID daina, cogepaliero obpas HoOBoOW
nporpamMmbl, €Cnun y 3Toro garnna yctaHoBneHbl OUuTbl CMEeHbl naeHTUdmKaTopa nonb3oBaTens u
noeHTuukaTopa rpynnbl. CUCTEMHbIV BbI30B exec — 3TO MEXaHW3M, C MOMOLLbIO KOTOPOro Takue
KOMaHAbl, Kak passwd, BPEMEHHO NOSTy4atoT npaea cynepnornb3oBartens (KoMaHae passwd OHU
HY>XHbl ANs1 TOro, YTOObl U3MEHUTb /etc/passwd).

MogpobHoe onuncaHue komaHabl NpuBeaeHo B man kill.
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5. YNIPABJIEHUE NMPOMrPAMMHbBIMU NMAKETAMU

B OC wncnonbaytoTca nporpaMMHble NakeTbl (fanee no TeKCTy — nakeTbl) B doopmare
«.deby. [1ns ynpaBneHnsa naketamum B pexxmMme KOMaHOHOW CTPOKK (MNn B aMynaTope TepMuHana
B rpadoMyeckomM pexmme) npegHasHavyeHbl Habop KoOMaHL HMKHEro ypoBHS dpkg M KOMMMEKC
nporpaMm BbICOKOTO YPOBHS apt, apt-cache n aptitude. B rpacduyeckom pexvme ynpasnsTb
nakeTamm MOXHO C MOMOLLIbIO NMporpaMmbl synaptic (yHMBepcanbHasa rpaduyeckas obonoyka
Ans apt).

Mo ymonyaHuio obbIYHbBIN NONb3oBaTeNb HE MMEET NpaBa UCMONb30BaTb 3TU UHCTPYMEHTHI.
[nga Bcex onepaunii ¢ nakeTamm (3a UCKIOYEHNEM HEKOTOPbIX CrlydaeB nonyyYeHms nHpopmaumm
0 nakeTax) HeobxoauMbI NpaBa Cynepnonb3oBaTens, KOTOpble aAMUHUCTPATOP MOXET MOMYyYUTb
yepe3 MexaHun3m sudo.

MpumeyaHwue. [NpaBa gocTyna K UCNONMHAEMbIM (hansiam no3BosST BCEM MNOSb30Ba-
Tensam 3anyckaTb UX Ha BbINOSTHEHWE, HO yOAnAaTb UMK MoauuumMpoBaTth Takme dpansbl MOXET
TONbKO cynepnosib3oBaTefib. OBbIMHO NPUMNOXEHNA YyCTaHaBMMBAKTCA B KaTtasnor ¢ npasamu
YTeHNa BCceMn nonb3oBaTensamu, Ho 6e3 npasa 3anucu B Hero.

CpencTtea ynpaBsreHus naketamy obecnevvBatoT BO3MOXHOCTb aBTOMaTU3MPOBaHHOM

ycTaHoBkM o6HoBneHun OC.

5.1. Habop komaHpa dpkg

Habop komaHa dpkg npegHasHayeH, B OCHOBHOM, 415 onepauuin ¢ naketaMum Ha fnokasb-
HOM ypoBHe. C NoMOLLbIO KOMaHAbl dpkg 1 ApYrnx KOMaHa 3Toro Habopa MOXHO yCTaHaBnNuBaTb
N yoanatb NakeTbl, CObUpaTb UX N3 NCXOOHbIX TEKCTOB, NOMyYaTb MHPOPMALMIO O KOHKPETHOM
nakeTte n o6 yCTaHOBMNEHHbIX B CUCTEME MaKeTax:
dpkg -i <nomnHHE nyTb>/<MNOJIHOE HMS_IakeTa>

Ecnu naket (Hanpumep, iptables_1.4.21-2_amd64.deb), KOTOpbIM HEOOXOAUMO
YCTaHOBWUTb, PACMoOSIOXKEH, Hanpumep, B AOMaLIHEM KaTanore nonb3oBartenst /home/userl,
crneayeT BbINOMHUTL CrEAYOLLY KOMaHAay:
dpkg -i /home/userl/iptables_1.4.21-2_amdé64.deb

B cnyyae, ecnn HeyQOBNETBOPEHHbIE 3aBUCMMOCTU NakeTa OTCYTCTBYIOT, OH ByaeT ycTa-
HoBneH. B cnyyae HapylweHunsa 3aBucnmocTten dpkg BblaacT cooblieHne 06 owmnbke, B KOTOPOM
OyayT nepeyncneHbl Bce Heobxoanmble NakeTbl, KOTOPbIE CreayeT yCTaHOBUTb, YTOObI pas3peLunTb
obs3aTenbHble 3aBUCUMOCTH.

[na yoaneHus HEHYXXHOro nakeTta, HO COXpaHeHUs Bcex ero oannoB HacTPOWKK, criegyet
BbIMOMHUTb KOMaHAY:

dpkg -r <3HauuMas_uacCTb_HMEHU IakeTa>
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[nsa naketa iptables_1.4.21-2 amd64.deb komaHaa OyaeT BbIirmMageTb CAeayoLwmm
obpasom:
dpkg -r iptables

[na yoaneHus naketa n OYUCTKN CUCTEMbI OT BCEX €ro KOMMOHEHTOB (B crny4vae, ecnum
AaHHbIA NakKeT He CBA3aH 3aBMCUMOCTAMM C OPYrMMW YCTaHOBMEHHbIMU MakeTamun) crnegyet
BbIMNOSTHUTb KOMaHAY:
dpkg -P <3HauuMas_uacCTb_MMEHH lakeTa>

Ecnu xe ypandembli nakeT 3aBUCUT OT APYrMx nakeTtos, nocnegyetr coobuieHne o6
owmnbke ¢ nepeyHeM 3aBUCUMOCTEMN.

CnegyeT OTMETUTb, YTO UCMOSb30BaHME NOSTHOIO UMEHU NaKeTa perynupyeTcsa ans Bcex
KoMaH[ cemencTtBa dpkg NPOCTLIM NpaBuUoM: Ang NobbiX AeNCTBUN C YXKe YCTaHOBMNEHHbIM
NakeToM B KOMaHOHOW CTPOKEe MPUMEHSAETCA 3HauMmas YacTb MUMEHU, a BO BCEX OCTalbHbIX
criy4qasix — rnosnHoe UmMs.

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man dpkg.
5.2. Komnnekc nporpamm apt

Komnnekc nporpamMmm apt npegHa3HayeH, B OCHOBHOM, ANA ynpasreHuss Bcemun onepawu-
AMU C NakeTamMin (B T.4. aBTOMaTU4€CKMM pa3peLieHnem 3aBVICVIMOCTel7I) npu Hann4nm octyna K

CeTeBbIM UMW fIoKanbHbIM apXxuBam (MCTOYHMKAM) NAKETOB.

5.2.1. HacTtpouka goctyna K apxuBam nakeToB

MHbopmauus o ceTeBbIX U SIOKarnbHbIX apxXuBax NnakeToB A4S KOMMfeKca nporpaMmm apt
cogepXxutca B pamne /etc/apt/sources.list. B hanne HaxoguTcsi CNUCOK MCTOYHUKOB
MNaKeToB, KOTOPbIN UCMONb3YETCA NporpaMmamMn AN onpegeneHns MecTononoXeHUs apXnBOB.
Cnuncok NCTOYHUKOB pa3pabaTbiBaeTcsa AN NoAAEPXKKN Noboro KonnyecTsa akTUBHbBIX MCTOYHUKOB
N pasfnnyHbIX BUOOB 3TUX UCTOYHUKOB. VICTOYHUKM NEpeYncnsatoTCs No OgHOMY B CTPOKEe B Nopsigke
ybbIBaHUA X npuopuTeTa.

Onucanune danna /etc/apt/sources.list NnpMBegeHo B man sources.list.

Mpumep
®ann sources.list
deb cdrom: [0S Astra Linux 1.3.39 smolensk - amdé64 DVD]/ smolensk contrib
main non-free
deb ftp://192.168.32.1/astra/unstable/smolensk/mounted-iso-main smolensk
main contrib non-free
deb ftp://192.168.32.1/astra/unstable/smolensk/mounted-iso-devel smolensk devel

contrib non-free
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Mpwn yctaHoBke OC ¢ anctpmbyTtuea ctpoka deb cdrom. .. aBTOMATU4E€CKN 3anucbiBa-
eTcs B pann sources.list.

BknounTb JaHHY CTPOKY B CMMCOK MCTOMHUKOB TakKe MOXHO Npu MOMOLLW KOMaHAb!:
apt-cdrom add

DVD-guck ¢ guctpmbytmeom OC npu 9TOM JOMKEH HaXoaAUTbLCHA B YCTPOMUCTBE YTEHUSA
DVD-anckoB (MOHTMpOBaTb €ro He 006A3aTeNbHO).

CTpoKn, COOTBETCTBYHOLLME UCTOMHUKAM OCTasbHbIX TUMOB, BHOCATCS B (hainsi npu NomMoLm

noboro pegakrtopa.

5.2.2. YcTaHOBKa 1 yaaneHue naketoBs

Mocne yctaHoBkn OC cosgaetcs nokanbHada B[ o Bcex nakeTtax, KOTopble Haxoaunucb
Ha DVD-gucke ¢ guctpmbyTmMBOM U apXmMB YCTAHOBIMEHHbIX MNaKeToB. OTa MHGOpMaLUA MOXET
BbIBOAUTBLCSA B pasfiMiyHon popme npm NoMoLLmM KoMaHabl apt—-cache. Hanpumep, komaHga:
apt-cache show iptables
BbIBEAET BCO MHGOPMALMIO, COAEPKALLYOCS B ONUCAHUKM NakeTa iptables.

O6HOBUTL cogepXxmnmoe nokanbHon B MOXXHO Npu NOMOLLM KOMaHAbI:
apt install update

OTy onepaumo HeobXo0AMMO BbIMOSTHATL NPU KaXXO0M U3MEHEHUN KaK CNUCKa MCTOYHUKOB
nakeToB, Tak N COAEPXXNMMOIO 3TUX MCTOUYHUKOB.

lMonHoe oBbHOBNEHNE BCEX YCTAHOBMNEHHbBIX B CUCTEME MAKETOB NPOU3BOAMUTCS NPU NOMO-
LLIN KOMaHAbI:
apt install dist-upgrade

YcTaHoBKa OTAENbHOro naketa (ecnu oH OTCYTCTBOBar B CUCTEME) NPOM3BOANTCSA NpuU
NOMOLLIN KOMaHAbI:
apt install <3HauuMmasi yacTb_MMEHH IakeTa>

Mpun aTom ByayT nccnenoBaHbl U pa3peLleHbl Bce 0bsa3aTenbHble 3aBUCMMOCTU W, Npn
HeobXo4MMOCTU, YCTaHOBMEHbI HEOOXOANMbIE AOMNONHUTENBHbIE MAKETHI.

YpaneHue naketa (C coxpaHeHnem ero annos HaCTPOMKK) MPOM3BOAUTCS NPU NOMOLLM
KOMaHAbl:
apt remove <3HauuMasi_UacCTb_MMEeHM IlakeTa>

Ecnn npu aTom Heo6XoAMMO NOMHOCTLH OYUCTUTL CUCTEMY OT BCEX KOMMOHEHT yaanse-
MOro naketa, TO MPUMEHSETCA KOMaHaa:
apt remove --purge <3HauuMasl_uyacTb_HMMEHU_IlakeTa>

OnucaHune KoMaHg NpMBeAeHo B man apt-cache Mman apt.
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6. BA3OBbIE CETEBbBIE CIIYXbBbI

6.1. Cetb TCP/IP

6.1.1. NMakeTbl U cermeHTauus

[aHHble nepenatoTcs nNo cetn B GOpMe CETEBbLIX NAKETOB, KaXAbi U3 KOTOPbIX COCTOUT
N3 3arofiloBKa W MOe3HOM Harpy3ku. 3arofioBOK COAEPXKUT CBEAEHUS O TOM, OTKyda npubbin
MakeT 1 Kyda OH HanpaBnsieTcsa. 3arofoBOK, KPOME TOro, MOXET BKMOYATb KOHTPOSBbHYHO CYMMY,
MHOPMAaUUIO, XapakTEPHYHO OS5 KOHKPETHOro NpoToKona, U Apyrue MHCTpyKuum no obpaboTke.

MNonesHas Harpy3ka — 3TO AaHHble, noanexauwne nepecblsike.

6.1.2. Agpecauuns naketoB

CeTteBble MakeTbl MOryT AOCTMYb MyHKTA Ha3HA4YeHUSA TOMbKO NPW HanNM4Yuu npasunb-
Horo ceTteBoro agpeca. Npotokon TCP/IP ucnonb3yeTr codeTaHne HECKOMNbKUX CXeM CETEBOM
agpecauuu.

Cambi HWKHUI YpOBEHb aapecaumn 3agaeTcs CeTeBbLIMU annapaTHbIMU CpeaCTBaMM.

Ha cneaytouwlem, 6onee BbICOKOM, YPOBHE MUCMNONb3yeTcs agpecaums MHTepHET (KOTopyto
Yawle HasbiBalT «IP-agpecaunen»). Kaxxgomy BKNIOYEHHOMY B CETb YCTPOWCTBY NpUCBanBaeTcs
oaviH YeTblipexbanToBbin IP-agpec (B cooTBeTcTBUM C npoTokoriom IPv4). IP-agpeca rmob6anbHo
YHUKarbHbI U HE 3aBUCAT OT annapaTHbIX CPeacTB.

IP-agpeca ngeHTMdnumnpyoT KoMnboTep, HO He obecneynBatoT agpecaumo OTAeNbHbIX
npoueccoB n cnyx6. MNMpotokonbl TCP 1 UDP pacwupsitoT IP-agpeca, ncnonb3ysa noptsl. [MopT
B AaHHOM cnydyae npeacrtaBndetr cobon aByxbanToBoe yucrno, nobdaesnsemoe k IP-agpecy u
yKasblBaloLLlee KOHKPETHOIO agpecara Ton Unm nHom ceteBon cnyxobl. Bce ctangaptHele UNIX-
cnyx6bl CBA3LIBAOTCA C U3BECTHLIMU NOPTaMu, KOTOPbIE onpeaeneHbl B panne /etc/services.
[ns Toro 4tobbl NpeaoTBpaTUTL NOMbLITKU HeXenaTesbHbIX NPOLEeCCOB 3aMacKMpoBaTbCA Nog
3TN cnyX06bl, yCTAaHOBNEHO, YTO NOPTblI C HOMepamu A0 1024 mMoryT MCNonb30BaTbLCH TOSbKO

cynepnonb3oBaTteneM. OnucaHne anna /etc/services NpyBedeHoO B man services.

6.1.3. MapwpyTtusauus

6.1.3.1. Tabnuua

MapwpyTnsaums — 9To Npouecc HanpasreHs NakeTa no psagy ceten, HaxoaaWwmnxcs
MeXay MCTOYHUKOM M afipecaToM.

[aHHble MapLLpyTU3auumn XpaHaTcsa B Tabnuue mapupyTtusaumn. Kaxabin anemMeHT aTomn
Tabnuvubl COAEPXUT HECKOMBbKO NapaMeTpoB, BKNOYAsA Nosfie HageXHOCTU, KOTOpoe paccTaBnsieT
MapLpyTbl MO nNpuopuTeTaMm, ecnu Tabnvua cogepXxut NpPoTUBOPEYUBYHO MHopMaumo. [Ons

HanpaBrieHnsl NakeTa No KOHKPETHOMY afapecy noabupaeTtcsi Hanbonee NOAXOASLLNA MapLUPYT.
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Ecnun HeT HM Takoro mapLupyTa, H4 MapLupyTa rno yMOon4aHuio, To OTNpaBuUTErNo BO3BpaLlaeTcs
owmnbka: «network unreachable» (ceTb HegocTymnHa).

Tabnuuy mMappyTnsaumm KOMNbOTEPA MOXHO BbIBECTUM HA 3KpaH MOHMTOPA C NMOMOLLIbIO
KOMaHAObl route.

6.1.3.2. OpraHusauusa noaceteun

OpraHunsauus nogceTten 3agaeTcss Mackon NoaceTn, B KOTOPOU BUTLI CETU BKINOYEHDI, a
OuTbI KOMMNbIOTEPa BbIKMOYEHbl. Macka noaceTy 3agaeTca BO BpeMs HavarnbHOW 3arpysku, Korga
KOHUrypupyetca ceteBon nHTepdenc komaHgom ifconfig. Aapo, kak npaBumo, ncrnonsb3yet
cam knacc IP-agpecoB ans Ttoro, 4Tobbl BbIACHUTb, Kakne 6UTbl OTHOCATCS K CETEBOW YacTu
agpeca; ecnu 3agaTb Macky siBHO, TO aTa PyHKUUSI MPOCTO OTMEHSAETCS.

Mpwn opraHusaumm nogceten HeobxoaMMO y4ecTb, YTO eCN BblYUCIINTENBHANA CETb UMeeT
6onee oQHOro coeguUHEHUs C CEeTbIO VIHTEPHET, TO Apyrue cet AOMKHblI YMETb OTNMYaTh NOACETH

CeTU nonb3oBarensi, YToobl onpeaennTb B Kakom MapLpyTun3aTtop criegyet nocrjiatb naker.

6.1.4. CospaHue cetn TCP/IP

Mpouecc co3pgaHus cetn TCP/IP cocTtouT n3 cnegytowmx atanos:

nnaHnpoBaHue CeTu,

Ha3HadeHue IP-agpecos;

HaCTpOWKa CeTeBbIX NHTEPENCOB;

HaCTpoOWKa CTaTUYeCKUX MapLUpPYTOB.

6.1.4.1. NnaHnpoBaHue cetn

lMnaHMpoBaHMe ceTn BKIOYAET:

- onpefgereHne CerMeHToB ceTu;

- onpegeneHne TEXHNYECKMX U NPOrpaMMHbIX CPeaCTB, C MOMOLLbIO KOTOPbIX CErMEHTbI

o6beanHAITCS B CETb;

- onpegeneHne cepBepoB N pabounx CTaHUMN, KOTopble ByayT YCTaHOBMEHbI B KaXK40OM

CerMeHTe;

- onpegerneHve Tuna cpeabl (BUTas napa v ap.).

6.1.4.2. HazHauyeHue IP-agpecoB

Agpeca HasHa4daloT ceTeBbIM MHTEpdercam, a He KomnbloTepam. Ecnn y komnbioTepa
€CTb HECKONbKO MHTEePMdENCoB, Y Hero Byaet HECKOMNbKO CETEBbIX aapecoB.

HasHnavaa komnbtotepy IP-agpec, cnenyet ykasaTb COOTBETCTBUE MEXOY 3TUM agpecom
N MMEeHeM KoMMbloTepa B dpanne /etc/hosts. OTO COOTBETCTBME MO3BONMMUT obpaliaTbCcs K
KOMMblOTEPAM MO UX MMEHAM.

6.1.4.3. HacTtpounka ceTeBbIX UHTepdencos

KomaHga ifconfig ucnonb3yeTcs A58 BKITIOYEHUS N BbIKIMIOYEHNUS] CETEBOro UHTepdenca,

3aaHnA IP-a,qpeca, LUnpoKoBeLlaTerilbHOro agpeca 1 CBSI3aHHOW C HUM MacKu NOACETU, a TaKkke
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AnNs ycTaHoBKU Apyrmx napameTpoB. OHa o6bIMHO BbIMOMHAETCS BO BpeMsi NepBOHaYyasribHON
HaCTPOWMKM, HO MOXET MPUMEHATLCA U AN BHECEHNA U3MEHEHU B JarbHENLLEM.
B 6onblnHcTBE cniydyaeB komaHaa ifconfig umeet criegyowmnn opmar:

ifconfig unHTep@eric [cemerncTBo] <agpec> up <mnapameTp>

Mpumep
ifconfig eth0 128.138.240.1 up netmask 255.255.255.0 broadcast 128.138.240.255

30ecb uHTepdenc obosHavyaeT annapaTHbIM MHTePdENC, K KOTOPOMY NMPUMEHSAETCS KO-
MaHga. Kak npaBuno, aTo ABYX-TPEXCUMBOSIbHOE NMSI YCTPOWCTBA, 3a KOTOPbLIM CrieayeT YMCIo.
Mpumepbl pacnpocTpaHeHHbIX UMeH ethl, 100, ppp0 06pasytoTCca U3 UMEHU ApanBepa yCTpon-
CTBa, UCMONb3yeMoro Angd ynpasneHus um. [Ona 1oro 4ytobbl BbISICHUTb, KakMe UHTepdenchl
UMEIOTCH B CUCTEME, MOXXHO BOCIMOMb30BaTbCA KOMaHAOM:
netstat-i

KritoueBoe cnoBo up BKIKOYaeT MHTepeinc, a knoveBoe CrioBo down BbIKMOYaET ero.

OnucaHune koMmaHabl NpuBeaeHo B man ifconfig.

6.1.4.4. Hactponka cTaTM4eCKUX MapLupyTOB

KomaHoa route onpegensier ctaTuyeckne MapLupyTbl — SIBHO 3a[aHHble dreMeHThI
Tabnumubl MapLIpyTM3aumm, KoTopble 06bIMHO HE MEHSKOTCA JaXe B TEX Cry4asx, Korga 3anyckaeTcs
cepBepHbIN MpoLecc MapLpyTM3aunn.

MapLupyTrsaums BbINonHsaeTca Ha yposHe |IP. Korga noctynaet naket, npegHa3HavyeHHbIn
Ans gpyroro komnbloTepa, IP-agpec nyHkTa HasHavyeHus naketa cpaBHUBAETCA C MapLupyTamu,
yKka3aHHbIMK B Tabnuvue Mapipytmusauum sapa. Ecnn Homep ceTu nyHKTa HasHadveHust coBnagaet
C HOMEpPOM CeTu Kakoro-nmbo maplupyTa, To nakeT HanpasnseTtca no IP-agpecy cneaytowlero
LUt03a, CBA3AHHOIO C AaHHbIM MapLUpPyTOM.

CyuiecTBytoLme MapLUpyTbl MOXHO BbIBECTM Ha 3KpaH KOMaHAoW route.

OnuncaHne KkomaHabl npuBedeHo B man route.

6.1.5. NMpoBepka 1 oTnagka ceTu

6.1.5.1. ping

KomaHga ping Cny>XuT Ans npoBepKn coeanHeHun B ceTsix Ha ocHoe TCP/IP.

OHa paboTtaeT B 6€CKOHEYHOM LMKIEe, eCnu He 3adaH napameTp —c, OnpeaensioLwmnn
KONMMYeCTBO NakeToB, Nocrne nepeaaym KOToporo KoMaHaa 3aBepLiaeT CBO€e BblNonHeHue. YTobbl
npekpatuTb paboTy koMaHabl ping, Heo6xoauMo HaxaTb <Ctrl+C>.

OnuncaHune KoMaHabl NPUBEAEHO B man ping.

6.1.5.2. netstat

KomaHga netstat BblgaeT MHOPMAaUUIO O COCTOAHUN, OTHOCSLLYIOCS K CETSM:

- NpoBepKa COCTOSAHUSA CETEBbLIX COEAUHEHWUN;

- aHanus nHdgopmaummn o0 KoHdUrypaumm MHTepdencos;



72
PYCBE.10015-01 95 01-1

- M3yyeHue Tabnuubl MapLupyTU3auuuy;

- nosily4eHue CTaTUCTUYECKMX JaHHbIX O Pa3fiMyHbIX CETEBbIX NMPOTOKOMaXx.

KomaHga netstat 6e3 napameTpoB BblAaeT MHPOPMAaLMIO O COCTOSIHUM aKTUBHbIX NOPTOB
TCP n UDP. HeakTtuBHbIE CEepBepbI, OXnaarLme YyCTaHOBEHNSA COEANHEHMS, KaK NPaBunio, He
nokasbIBaloTC (MX MOXHO NMPOCMOTPETb KOMaHOOM netstat -a).

OcHoBHble NapamMeTpbl KOMaHabl netstat:

- —1 — nokasbIBaeT COCTOSAHME CETEBbLIX MHTEPZENCOB;

- —r — BblgaeT Tabnuuy MapLpyTmM3aunmn a4pa;

- —s — BblAET COAEPXKNMOE CHETYMKOB, pa3bpocCaHHbIX MO CETEBLIM NpOorpaMmam.

OnucaHune KoMaHabl NpUBEAEHO B man netstat.

6.1.5.3. arp

KomaHnpa arp obpaluaetcs k Tabnuue sgpa, B KOTOPOWn 3agaHo cooTBeTcTBme |IP-agpecos
annapartHbiM agpecam. B cpene Ethernet Tabnuubl Beaytca ¢ nomoubio npoTtokona ARP v He
TpebyoT agMUHUCTPUPOBAHMS.

KomaHga arp —a pacnevatbiBaeT cogepXmmoe Tabnuubl COOTBETCTBUN.

OnucaHne KoMaHAbl NPUBEAEHO B man arp.
6.2. Cnyx6a FTP

B OC nepegava gannoB obecneynBaeTcs ¢ NOMOLLbIO MHTEPAKTMBHON KOMaHabl 1ftp,
BbI3bIBAEMOW Ha KIMEHTCKOW CTOPOHE, 1 cepBepa vsftpd, KOTOpbI 3anyckaeTcs Ha KOMMboTepe,
BbINoOnHsLWeM dyHKUMo cepepa cnyx6bl FTP. O6e komaHabl peanu3yloT NPOTOKON nepegaydn
davnos FTP. [ins konupoBaHus annosB KNNMEHTY 0ObIYHO (XOTS CyLLEeCTBYET U BapuaHT aHOHUM-
HOro JocCTyna) HeOBXOAMMO 3HAHME MMEHU U Naposs Nosib3oBaTesisi, KOTOPOMY NpuUHaasnexar

dannbl Ha cepeepe cnyobl FTP.

6.2.1. KnueHTtckasa 4yactb

KnueHTckasa 4acTtb MOXeT ObITb yCTaHOBNEHa KOMaHAOM:
apt install 1ftp

BbI3oB kOMaHabl 1 ftp ocyLecTBNAeTCs KOMaHOoM:
1ftp umsa_cepsepa

MHTepakTUBHbLIN OOCTYyN K cepBepy cnyxbbl FTP obecneynBaeTcs crnegyrowmmm OCHOB-
HbIMW BHYTPEHHUMM KOMaH4aMun 1ftp:

- open, user, close — CBA3b C yaaneHHbIM KOMIMbIOTEPOM,;

- lcd, dir, mkdir, 1pwd — pabota ¢ katanoramu B FTP-cepBepe;

get, put, ftpcopy — nonyyeHue n nepegada annos,
- ascii, binary, status — ycTaHOBKa napameTpoB nepegayu.

Bbixon 13 komaHabl 1 ftp OCYLLECTBMNSETCH N0 KOMaHAe exit.



73
PYCBE.10015-01 95 01-1

OnucaHne KkomaHAbl NpuBeaeHo B man 1ftp.

6.2.2. CepBep vsftpd

B OC nporpamMmmHbI nakeT vsftpd ycTaHaBNMBaeTCs KOMaHOOM:
apt install vsftpd

Mocne yctaHoBKM criegyeT obpaTuTb BHUMaHWE Ha dpansibl JOKYMEHTauuM B KaTtano-
re /usr/share/doc/vsftpd, rae katanor EXAMPLE COAEPXUT pasfiMyHble NpuMepbl KOH(U-
rypaumoHHoro cdanna cepepa vsftpd.conf. B pykoBogctBe man nogpobHO onucaHbl Bce
BO3MOXHOCTW NporpamMmsbl.

KomaHga pacnonaraetcs B katanore /usr/sbin/vsftpd.

6.2.2.1. KoHdurypaumoHHbin hann

Mocne yctaHoBkM cepBepa vsftpd OH 3anyckaeTca aBTOMaTU4eCKu U cpasy roToB K
paboTte c napameTpamu nNo ymondauuio. Ecnv gns pabotbl cepBepa HeobxoauMbl Apyrne 3HavyeHus
napameTpoB, crieayeT oTpeaakTMpoBaTbh KOHUrypaunoHHbln pann /etc/vsftpd. conf.

B gpanne vsftpd.conf npegcrasneHsl Tpy Buga napameTpos:

- BOOLEAN — napameTpbl, KOTOpble MOryT cogepXaTtb 3Ha4yeHust YES u NO;

- NUMERIC — napameTpsbl, coaepalume pasfnunyHble LMgpoBble 3Ha4YeHus (Hanpumep,

BPeMs B CEKyHOaX U HOMep nopTta COeAnHEHUs);

- STRING — napameTpbl, coaepKalime TEKCTOBYI CTPOKY (Hanpumep, NyTb K Katanory

Ha gucke).

CnepyeTt 3aMeTUTb, YTO HEKOTOpPbIE NapaMeTpbl MOryT SIBHO OTCYTCTBOBaTb B KOH(Urypa-
LMOHHOM cpanrne. 3TO 03HaYaeT, YTo 418 HUX UCMONb3YEeTCA 3HAYeHne, 3agaHHoe No YMOMYaHUIo
n obo3Havyaemoe kak Default: B pyKOBOACTBE man.

He Bce napameTpbl cnegyeTt ykasbiBaTb HanNpsiMyto, MHa4Ye KOHUrypauMoHHbIN dann
MOXET A0CTUYb OYeHb BonbLKnX pa3mepoB. B 60nbWNHCTBE criydaeB AOCTAaTOMHO 3anmcaTh B
chann HeCKONbKO CTPOK, a A4S OCTalbHbIX HACTPOEK MCMNOMb30BaTb 3HAYEHNSA MO YMOSTYaHMIO.

MHorvne HacTporku 3aBUCAT OT ApYyrnx napameTpoB. Ecrnn napameTpbl, OT KOTOPLIX OHK
3aBUCAT, BbIKIOYEHbI, TO U AaHHble HACTPOWKM OyayT BbIKNKOYEHbl. HekoTopble napameTpbl
ABNAIOTCA B3aMMOWUCKIOYALWNMK 1, cnegoBaTternbHo, He ByayT paboTtatb B nape C Takumu
BKIMOYEHHBIMW NapaMeTpamMu.

Onucanwne cnyx6bbl vsftpd n panna vsftpd.conf NpMBEAEHO HA CTpaHMLIAX PyKOBOA-

CTBa man.
6.3. Cnyx6a DHCP

Ha komnbroTepe, BbIMOMNHSAWEM porib cepBepa ANHAMUYECKOW KOHpUrypauum cetw,

AomkHa bbITb ycTaHoBneHa cnyx6a DHCP-cepeepa.
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DHCP-cepBep npencraeneH naketom isc-dhcp-server U rpadouyeckon yTUIMTom
fly-admin-dhcp Anga ero 66ICTPON HAaCTPOMKM.

[nsa yctaHoskn DHCP-cepBepa OT MMeHN agMUHUCTpaTopa C UCMOb30BaHUEM MeXaHU3-
Ma sudo BbIMOSHAT KOMaHAy:
sudo apt install isc-dhcp-server

YctaHoBKa rpaduydeckon ytunutbl £ly-admin-dhcp BbINONHAETCA KOMaHOHOWN:
sudo apt install fly-admin-dhcp

Mpn yctaHoBKke fly-admin-dhcp Takke aBTOMaTudeckum OGyaer yCTaHOBMEH nNakeT
isc-dhcp-server.

3anyck cnyx6bsl DHCP-cepBepa ocyLlecTBNseTCA C NOMOLLbI0 KOMaHAbI:
systemctl start isc-dhcp-server
UM aBTOMaTUYECKM NyTeM BKIOYEHUS B CMIMCOK CIY>KO, 3anyckaeMblX Npu cTapTe CUCTEMbI.

HacTtponku Cny>0bl DHCP-cepBepa 3agatorcs B doannax
/etc/default/isc-dhcp-server n /etc/dhcp/dhcpd. conf.

B panne /etc/default/isc-dhcp-server onsa napameTpoB INTERFACES yKa3sblBa-
IOTCA NPOTOKOSbI N ceTeBble UHTepPdENCHI, C KOTOpbIMK ByaeT paboTaTb cnyxba, Hanpumep:
INTERFACESv4="eth0"

#INTERFACESv6=" "

[Mpn HEOBXOANMMOCTN BO3MOXHO YKa3aTb HECKONbKO CETEBbLIX MHTEPKENCOB, pa3AeneHHbIX
npo6enom.

B danne /etc/dhcp/dhcpd. conf ykasbiBaeTCs TOMOMOMMSA CETU U NapameTpbl Bblaa-
Baemon yepe3 DHCP-cepBep nHdopmauum.

BHUMAHUE! [Ona 3anycka cnyx6el DHCP-cepBepa ykaszaHHOMY B danne
/etc/default/isc-dhcp-server ceTeBOMYy MHTepdency fomkeH ObiTb NnpuceoeH IP-agpec
W gaHHbIM IP-agpec fomkeH 6bITb Ha3HayvyeH Bpy4Hyto B panne /etc/dhcp/dhcpd. conf.

CepBep anHamundeckn HasHadvaeT |IP-agpeca DHCP-knueHTam obenx noacerten mn ocy-
LLLEeCTBNSAET NoaaepKy Heckonbknx knneHtoB BOOTP. NepBbie HECKOMBKO akTUBHbLIX CTPOK (harna
onpeaensaoT psa NapaMeTpoB U PEXMMOB, AENCTBYIOLNX ANSA BCEX 0OCNYXMBaeMbIX CEPBEPOM
noaceTen u KNMeHToB. KOHCTPYKUUS KaXKaoW CTPOKM eCTb peanusauus wabnoHa «napameTrp —
3HadeHune. «MapameTp» MoxeT 6bITb 06LUM UK CTOATL Nepep, KNYeBbIM CIIOBOM option.
MapameTpbl, creagytowmne 3a CrioBOM option, — 3TO KIOYM HAcTPorkn. OHKU TakKe COCTOAT M3
UMEHW KINoYa U ero 3Ha4YeHus.

Kpome 06Lmx napameTpoB, CyLWECTBYIOT T. H. «OnepaTtopbl TONOMOrmn cetTn» unm «odbaB-
neHns».

OnucaHne HekoTopbIx NapameTpoB HacTponkn DHCP-cepBepa, cogepxalwumxcsa B panne

/etc/dhcp/dhcpd. conf, npuBeaeHo B Tabnuue [16]
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MapameTp

OnucaHne

max—-lease-time

OnpepnensieT MakcMmarnbHO JONYCTUMOE BpeMsi apeHabl. HesaBrcumo
OT ANUTENbHOCTM apeHabl, UrypupytoLLe B 3anpoce KrnneHTa, aToT
CPOK He MOXET NpeBbILaTh 3Ha4YeHWe, 3a4aHHOe AaHHbIM NapamMeTpoM

get-lease-hostnames

MpegnuceiBaeT dhcpd NpegoCcTaBnATb KaKOOMY KMUEHTY Hapsay ¢ au-
HaMu4ecknum agpecom nums yana. msa yana gomkHO 6biTb NONyYeHOo OT
DNS. JaHHbI napameTp — norudeckuii. MNpu 3HayeHun FALSE Ha3Ha-
yaeTcsa agpec, HO He ums yana. 3HavyeHne TRUE UCNOMb3yeTcst TONbKO
B CETAX C HEBOMbLUMM KONMYECTBOM XOCTOB, KOTOPbIM BbIOENAOTCS
MMEHa, T. K. nonck nmeH B DNS 3amennset sanyck gemoHa

hardware type address

MapameTp onpedensieT annapaTtHbI agpec KnMeHTa. 3HayeHne type
MOXET BbITb ethernet NN token-ring. address JOMKeH ObITb CO-
OTBETCTBYIOLLMM YCTPONCTBY hn3n4eckum agpecom. NapameTp gomkeH
ObITb CBA3aH ¢ onepaTtopoM host. OH HeobxoaMm AN pacno3HaBaHUS
knuenta BOOTP

filename file

YkasbiBaeT ¢ann 3arpy3sku ansi 6e34QmMcKoBbIX KNMEHTOB. file — aTo
ASCII-cTpoka, 3aknoyeHHas B KaBblYK/

range [dynamic-bootp]

[aHHbIn napameTp yKasbiBaeT AuanasoH agpecos. [locrne Hero 4e-
pe3 npoben ykasbiBaeTCs HMKHUA agpec AMana3oHa U onumMoHasbHO
BepxHUn agpec. Ecnun BepxHUin agpec He yKkasaH, 3aHMMaeTcsi BECb
TEeopeTUYeCcKn BO3MOXHbIA AManas3oH OT HWXHero agpeca. JToT na-
pameTp Bcerga CBsA3aH € ornepaTtopoM subnet. Bce agpeca gomkHbl
npuHagnexartb 3Ton nogcetn. dnar dynamic-bootp yKkasbIBaeT, 4To
agpeca MoryT aBToMaTu4eckn HasHavatbes knneHTam BOOTP Takxke,
Kak un knuneHtam DHCP. Ecnu onepatop subnet He cooepXuT napa-
MeTpa range, ONS TakoW NOACETU OMHaAMWYECKOe pacnpenereHue
afpecoB He aencrteyeT

server—-name name

WUmsa cepsepa DHCP, nepepnaBaemoe knueHTy. name — 310 ASCII-
CTPOKa, 3aKIo4EHHAasi B KaBbIYKK

next-server name

Mmsa yana nnu agpec cepeepa, ¢ KOTOPOro criegyeT Nonyy1Tb 3arpy-
304HbIN hann

fixed-address

HasHavaeT y3ny oauH nnu HecKomnbko (oMKCUMpoBaHHbIX agpecos. Jen-
CTBUTEMNEH TONbKO B COMETaHUM ¢ napameTpoM host. Ecnu ykasaHo
HECKOIbKO agpecoB, BbIOMpaeTcsl agpec, KOPPEKTHbIM ANA AaHHOW
CeTU, U3 KOTOPOW BLINOSTHAET 3arpy3ky knueHT. Ecnn Takoro agpeca
HeT, HUKakue napameTpbl He nepeaaroTcs

dynamic-bootp-lease-
cuttof date

YcTaHaBnuBaeT AaTy 3aBepLleHus 4eNCTBUSA aapecoB, Ha3HAYEeHHbIX
knneHtam BOOTP. KnuenTtsl BOOTP He obnagatoT crnoCoOHOCTbIO 00-
HOBMSATb apeHay W He 3HAKOT, YTO CPOK apeHAbl MOXET UCTeYb. DTOT
napameTp MeHSIET NoBeAEHNE cepBepa U NCMOMb3yeTCH TONMbLKO B OCO-
ObIX crnyyasax
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MapameTp

OnucaHne

dynamic-bootp-lease-
length

OnuTenbHOCTb apeHAbl B CekyHAax Ans agpecoB, aBTOMaTUYeCKU
HasHa4daembix knneHtam BOOTP. JaHHbIn napameTp ncnonb3yeTcs
B 0COObIX cUTyauusix, Korga KIMEeHTbl UCMomnb3yoT obpas 3arpysku
BOOTP PROM. B xoae 3arpy3ku KNMeHT AENCTBYET B Ka4eCTBE KINEH-
Ta BOOTP, a nocne 3arpy3ku pabotaet ¢ npotokosiom DHCP u ymeet
0BHOBNATL apeHay

use-host-decl-names

I'Ipep,nvlcuBaeT nepegasaTb UM4 y3na, ykazaHHoe B onepartope host,
KIMNEeHTY B Ka4dyecTBe ero MMeHW. Jlornueckni napamMeTp, MOXeT UMETb
3HayeHuda TRUE umnn FALSE

server-identifier
hostname

OnpenenseT 3Ha4YeHWe, NnepegaBaemMoe B kayecTBe MaeHTUdukaTo-
pa cepsepa. o ymonyaHuio nepegaetca nepsbin IP-agpec cetesoro
MHTepdenca

authoritative not
authoritative

YkasbiBaeT, sansetca nm  ceppep DHCP  koMneTeHTHbIM.
not authoritative wucnonb3yetcd, kKorga B KOMMNETEHLUUIo
cepBepa He BXOOUT pacnpegeneHne agpecos KrMeHTam

use-lease-addr-for-
default-route

Jlornyeckuin napametp (TRUE nnu FALSE). [peanucebiBaeT nepegasaTb
KITMEHTY apeHAOBaHHbIN afpec B Ka4ecTBe MapLUpyTa MO YMOMYaHUIO.
MapameTp ncnonb3yeTcs TONbKO TOraa, Koraa nokarbHbIA MapLipyTu-
3atop aBndeTtcsa cepeepoM-nocpegHnkom ARP. OnepaTtop HacTpoliku
routers umeet Bonee BbICOKUA NPUOpUTET

always-replay-rfcl048

Jlornyeckun napametp. lNpegnuceiBaeT nockinartb knneHty BOOTP
oTBeTbl B cooTBeTcTBMM ¢ RFC 1048

allow keyword deny
keyword

OnpegensieT He0OXOAMMOCTb OTBEYATb Ha 3anMpOoChl Pa3fINYHbIX TUMOB.
KntoueBoe cnoBo keyword yKasbiBaeT TUMN pa3peLleHHbIX 1 3anpeLleH-
HbIX 3anpocoB. CyLIeCcTBYIOT CriegyoLLme KnoYeBble CnoBa:

— unknown-clients — onpegensieT BO3MOXHOCTb AMHAMMUYECKOro
Ha3Ha4YeHNsa agpecoB HEM3BECTHbLIM KITMEHTaM;

— bootp — onpepenseT HeobXxoANMMOCTL OTBeYaThb Ha 3anpockl BOOTP
(no ymonyaHuto obcnyxumearoTcs);

— booting — ucnonb3yeTcsi BHYTpU 0ObSABNEHUS host Ana ykasaHus
HeobXxoAMMOCTN oTBEYaTb TOMY UIM MHOMY KNUeHTy. o ymonyaHuio
cepBep OTBEYAET BCEM KIMEHTaAM

Kaxabl n3 onepatopoB TOMOMOMMN MOXET MHOroOKpaTHO BCTpeyaTbCs B doamne HacTPOUKM.

Onepatopbl ONpeaensitoT nepapxuyeckyto cTpyktypy. Onepatopbl TONonorum, BCTpedatomnecs B

caine /etc/dhcp/dhcpd. conf, npuBedeHsl B Tabnuue [17]

Tabnunua 17

Oneparop

OnucaHne

group {[parameters]
[options]}

pynnupyeT onepatopbl shared-network, subnet, host n gpyrme one-
paTtopbl group. No3BonseT NpumMeHaTb Habopbl NapamMeTpoB KO BCEM ane-
MeHTaMm rpynnbl
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OkoHyaHue mabnuusi 17

Oneparop OnuncaHue

Mcnonb3yeTca TOMbKO B Cryyae, Korga HECKOSbKO NoAceTen HaxoasaTes B o4-
HOM (hmnanveckom cermeHTte. B BonbLUMHCTBE criyvyaeB pasnnyHbie NOACETH
HaxoOsATCs B pas3nUYHbIX PU3NYECKUX CeTSX. B kauecTBe UMeHM name MOXET
shared-network name | UCMNONb30oBaTbCs N0boe onucatenbHoe UMsi. OHO UCMNONb3YEeTCs TOMLKO B
{ [parameters] OTNagoudHbIX cooblieHnsax. MNapameTpsl, cBA3aHHbIe C 06LLEN CETbIO, 00b-
[options]} SIBISIIOTCS BHYTPU OUTYPHBIX CKOOOK 1 OENCTBYIOT Ha BCe NMOACETU obLen
cetn. Kaxxabin onepatop shared-network coaepXuT He MeHee AByX orne-
paTtopoB subnet, B MPOTUBHOM CIly4ae HET HEOOXOAMMOCTU NCMOSb30BaTb
rpynnupoBaHue

O6LeynoTpebuTensHbie NapameTpsbl, CrieaytoLime 3a KIo4YeBbiM CrOBOM option B dhaii-

ne /etc/dhcp/dhcpd. conf, npuBefeHsl B Tabnuue 18]

Tabnuuya 18

MapameTp

OnucaHune

subnet-mask

OnpepgenseT macky noacetu B popmarte AeCATUYHOM 3annucn Yepes TOYKY.
Ecnu subnet-mask otcyTcTBYeT, dhcpd MCNOMb3yeT Macky NoaceTn ui
onepatopa subnet

time-offset

YKasblBaeT pasHuLYy [aHHOro 4acoBoro nosica ¢ BpemeHem UTC B cekyH-
aax

routers

MepeuncnseT agpeca AOCTYNHbIX KNMMEHTaM MapLLpyTU3aTOPOB B NOpsiake
npeanovTeHns

domain-name-servers

Mepeuncnsaer agpeca JOCTYNHLIX KNueHTam cepBepoB DNS B nopsiake
npeanoyTeHNs

lpr-servers

MNepeuncnsaeT agpeca AOCTYMHbIX KNMeHTaM cepeepoB nedatn LPR B
nopsiake nNpeanovTeHus

host-name

YKasblBaeT nus y3na aona KnnmeHTta

domain-name

Onpep,enﬂeT nM4a JoMeHa

interface-mtu

Onpegenset 3HadeHne MTU gns knneHTta B 6antax. MMHMMansHO gony-
CTUMoOe 3HayeHune — 68

broadcast-address

OnpenensieT LUMPOKOBeLLaTenbHbIA aapec Ans NOACETU KNMeHTa

static-routes
destination gateway

MepeuncnsieT 4OCTYMHbIE KMMEHTY cTaTUYeckme mMapLupyTbl. MapwpyT no
YMOIYaHMIO HEe MOXET BObITb YKka3aH Takum crocobom. [1ns ero ykasaHus
Mcnonb3yeTcs napaMeTp routers

trailer-encapsulation

Onpegenser, cnegyer N KNUEHTY BbIMOMHATb MHKAMNCYNALUUIO 3aBepLunte-
nen (onTumMMsauusi, OCHoOBaHHasa Ha 3MEHEeHUM nopsaaka AaHHbIX). 3Ha-
yeHue 0 o3HavaeT, YTO MHKaMCYNsUMIO BbINOMHATL HE criegyeT, 1 nmeet
NPOTMBOMOSOXHbIA CMbICIT

nis-domain string

Ctpoka cumBoroB, onpegenstowas nmsa gomeHa NIS

dhcp-client-
identifier string

Mcnonb3yetcsa B onepaTtope host gnst onpegenexHnst ngeHtudukaropa
knueHTa DHCP. dhcpd MOXeT ncnonb3oBatb JaHHOE 3Ha4YeHne ans naex-
TUmkauum KnneHTa BMECTO annapaTHOro agpeca
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BHUMAHUE! [na «koppekTHon pabotel DHCP-cepBepa Tpebyetca B danne
/etc/dhcp/dhcpd.conf packOMMeEHTUpOBaTb NapamMeTp authoritative.

lMocne 3aBepLUeHns HacTpoek cnenyet nepesanyctutb cnyx6y DHCP-cepsepa ¢ nomo-
LLIbKO KOMaHAb!:
sudo systemctl restart isc-dhcp-server

Onucanue cnyx6bl DHCP-cepBepa n panna /etc/dhcp/dhcpd. conf npuBeaeHo Ha

cTpaHuuyax pykosoactB man dhcpd M man dhcpd.conf.
6.4. Cnyx6a NFS

Cnyxba NFS obecneunBaeT obwunn gocTyn K pannam n katanoram cCUCTeM *nix-cUCTem
(B T.4. Linux), yto no3sonset ncnonb3oBatb PC yganeHHbIX KOMNbIOTEPOB.

B OC ucnonbayetcs peanusaums NFS, paboTatowmii Ha ypoBHE siApa v NpeacTaBnieHHas
naketom nfs-kernel-server

Hoctyn k ®C yganeHHbIX KOMNbOTEPOB obecneymBaeTcs C NOMOLLbK NporpamMm Ha
CTOpPOHax cepBepa U1 KrmeHTa.

Mpwn pabote c ceteBon ®C nobble onepaumn Hag darnamum, NPoOM3BoAUMbIE HA JTIOKanb-

HOM KOMIMbIOTEpE, NepeaarnTcd Yepel CeTb Ha y,El,aJ'IeHHbIIZ KOMMbKOTEDP.

6.4.1. YcTaHOBKa M HacTponKa cepBepa
[lnsa ycTaHOBKKW cepBepa BbIMNOMHUTL OT UMEHW agMUHUCTPATopa KOMaHAabI:
apt update
apt install nfs-kernel-server
[na HopmanbHOro 3anycka u BO306HOBMEeHust paboTbl cnyxObl cepBepa NFS Tpe-
OyeTcsa nocrie yCTaHOBKM MakeTa W nepesarpy3kn KomnbtoTepa BHecTU mameHeHus B UNIT-
dann /etc/systemd/system/multi-user.target.wants/nfs-server.service, [Oo-
0aBuB crneyoLime CTPOKM B CEKUMIO unit:
[Unit]
Requires=rpcbind.service
After=rpcbind.service
3atem nepesanyctuTb Cry»0y, BbIMOMHMB KOMaHAbI:
systemctl daemon-reload
systemctl restart nfs-kernel-server
Ha cTopoHe cepBepa CyLeCTBYOT cregytoLme nporpaMmmebl, UCnonb3dyemble ans obecne-
YeHus cnyxbbl NFS:
- rpc.idmapd — nepeHanpasnsieT obpalleHns, caenaHHble C ApYrMxX KOMMNbIOTEPOB K
cnyx6am NFS;
- rpc.nfsd — nepeBoauT 3anpocskl K cnyx6e NFS B gencteuTenbHble 3anpockl K No-

kanbHon ®C;
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- rpc.svcgssd — noggepxusaeT co3aHne 3alULLEeHHOro COeANHEHNS;

- rpc.statd — nogaepXxuBaeT BOCCTAHOBMEHWE COeQMHEHMUS MPU Nepe3arpyske cepse-

pa,

- rpc.mountd — 3anpawmnBaeTcs AN MOHTUPOBaHUA U pa3mMoHTupoBaHnsa ®C.

OnuncaHne nporpaMmm NpMBEAEHO Ha CTpaHMLaX PyKOBOACTBA man.

3anpocbl MOHTUPOBAHUA NOCTYNAKT OT KIMMEHTCKUX KOMMNbIOTEPOB K CEpBEPY MOHTUPO-
BaHWA mountd, KOTOPbIN NPOBEPSET NPaBUMBHOCTb KIMEHTCKOro 3anpoca Ha MOHTMPOBaHME U
paspewlaet cepBepy cnyxbbl NFS (nfsd) obcnyxumBaTb 3anpochl KNNMEHTA, BbINOMHMUBLLETO MOH-
TUpoBaHue. KnneHTy paspeluaeTcs BbINOSHATb pasfnyHble onepaumm ¢ akcrnoptuposaHHon ¢C
B Npegeriax cCBOMX NOMHOMOYUI. [An1s NonyyYeHus: XopoLlero Kadyectsa 06CcnyXnBaHns KImMeHToB
pekomeHayeTcsa Ha cepBepe cnyx6bl NFS ogHOBpeMeHHO 3anyckaTb HECKOSbKO KOMUI npoLecca
nfsd.

Ha cTopoHe cepBepa BbInonHaeTcs akcnoptuposaHne ®C. 3To 03Ha4vaeT, 4YTo onpeae-
NeHHble NoaaepeBbs, 3a4aBaeMble KaTanoramu, o6baABNATCA AOCTYMHbIMU OS5 KINUEHTCKUX
KoMnbloTEPOB. MHpopmaunsa 06 akcnoptmpoBaHHbix ®C 3aHocuTCA B hann /etc/exports, B
KOTOPOM YKa3blBaeTCH, Kakue Katanorin AOCTYMNHbl ANa onpeaeneHHbIX KIMMEeHTCKUX KOMMbITEPOB,
a TaKke KakuMmu npasamu JocTyna obrnagarT KIMEeHTCKME KOMMbIoTEePb! MPY BbINONIHEHUKU onepa-
L1 Ha cepsepe. B KoHMUrypaumoHHbin dann /etc/exports MHpopMaLma 3aHOCUTCA CTPOKOW
Buaa:
<obmui_kaTasnor> <IP-agpec_knueHTa> (<mapameTp>)

MapameTp onpeaenseT npaBuna MOHTUPOBaHNA obLiero pecypca anga knnenta. Ecnu
napameTpoB HECKONbKO, TO OHU YKasblBalOTCA Yepel 3anaTyro. [lepeyeHb napamMeTpoB U UX

onucaHve npueeaeHbl B Tabnumue

Tabnwunua 19

MapameTp Onucanue

rw npeﬂ,OCTaBﬂﬂeT npaBsa Ha YTeHne n 3anncb

ro npeﬂOCTaBﬂﬂeT npaBa TOJIbKO HaA YTeHune

no_root_squash Mo ymonuaHmio B 06wmx pecypcax NFS nonb3oBaTtenb root CTaHOBUTCS
06bl4yHbIM Nonb3oBaTenem (nfsnobody). Takum 06pasom, BnagenbLemM Bcex
hannos, co3gaHHbIX root, cTaHOBUTCA nfsnobody, 4TO NpegoTBpallaeT
3arpysKy Ha cepBep NporpaMmm C yCTaHOBMEHHbIM BUTOM setuid.

Ecnu ykaszaH napameTp no_root_squash, TO yganeHHble Nonb3oBaTenu
root MOryT u3aMeHuTb ftobon dann B pasgenseMmon anrioBor CUCTEME U
BHECTW BPEeOOHOCHbIN KOA ANA APYrUX nonb3oBaTenen.

B uensax 6esonacHOCTU pekoMeHAYEeTCs STOT NapameTp He NCMOSb30BaThb

nohide Cnyx06a NFS aBToMaTn4yeckmn He NoKasbiBAeT HEMOKalbHbIE pecypchl (Hanpwu-
Mep, NPUMOHTUPOBAHHbBIE C NOMOLBI mount —-bind). [JaHHbI napameTp
BKIto4aeT oTobpaxeHne Takux pecypcos
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OkoHyaHue mabnuusi 19

MapameTp Onuncanue
sync CUHXPOHHBIN pexum JocTyna. YkasblBaeT, YTO cepBep OOMKEH OTBeYaTb Ha
3anpochbl TOMbKO NOCre 3anMcn Ha ANCK U3BMEHEHUN, BbINOSIHEHHbIX 3TUMU
3anpocamu
async ACUHHXPOHHBIN pexmMm OOCTyna. YKasblBaeT cepBepy He AaaTb 3anucu UH-

dhopMaumm Ha AUCK U faBaTb OTBET Ha 3anpoc cpasy. Micnonb3oBaHne 3Toro
pexvMa MoBbILaEeT NPOVU3BOAUTENBHOCTb, HO MOHUXKAET HAAEXKHOCTb, T.K. B
cnyyae obpblBa coeqnHeHNUs NN otkasa o6opyaoBaHUS BO3MOXHA MOTEpPS
[aHHbIX

noaccess 3anpellaeT OOCTynN K ykazaHHOMY kaTanory. [puMeHsieTcs, ecnu gocTyn K
onpeaerneHHoOMY KaTanory BbldaH BCEM NOMb30BaTeNsM CETU, HO NPU 3TOM
HeoBbX0AMMO OrpaHMYMTL OOCTYN AN OTAENbHbLIX Nonb3oBaTenen

all_squash MoapasymeBaer, YTo BCe NOAKIOYEHMS ByayT BbINOMHATLCA OT aHOHUMHOTO
nonb3oBaTtens
subtree_check BbinonHseT koHTponb noaaepeBa — NO3BOMSET SKCNOPTMPOBATL HE BECh pas-

aen, a nuwb ero Yactb. [Npn atom cepBep NFS BbINONHAET 4ONOMHUTENBHYHO
NPOBEpPKY OOpaLLEeHWI KITMEHTOB 4151 NPOBEPKU, YTO OHW MpeanpuHUMAIT No-
NbITKY AOCTYNa K hannam, HaxoaswmmMmcs B COOTBETCTBYIOLLMX NogkaTanorax.
MapameTp subtree_check BKMOYEH NO YMOSYAHUIO

no_subtree check OTMeHSsIET KOHTpOIb Nnogaepesa. He pekoMeHayeTcsi MCNonb30BaTh AaHHbIN
napameTp, T.K. MOXeT ObITb HapyLleHa 6e30nacHOCTb CUCTEMBI.

MapameTp MOXET NPUMEHSTLCSA B TOM Crlyyae, ecrnv 3KCNopTMpyeMblid kaTanor
coBragaeT ¢ pasgenoM aucka

anonuid=1000 lMpuBa3bIBaeT aHOHMMHOrO Monb3oBaTens K nokansHomy UID
anongid=1000 MpuBsa3bIBAaeT aHOHMMHYIO Fpynny nonb3oBaTens K nokansHou rpynne GID
Mpumep

OnucaHune B KOHUrypaumoHHoM canne /etc/exports 3KCNOPTa pa3fensieMoro Kkara-
nora /nfsshare
/srv/nfsshare 192.168.1.20/255.255.255.0(rw,nohide,all squash,anonuid=1000,

anongid=1000, no_subtree_ check)

BHUMAHUE! Cnegyet o6patntb BHMMaHWe Ha ucnonb3oBaHue npobenos mexay |IP-
agpecoM/MMeHeM KruneHTa M npaBamu ero goctyna B danne /etc/exports. [obasneHne
npobena BrevyeT N3MeHeHne TPaKTOBKWN NpaB gocTyna. Hanpumep, cTpoka:

/tmp/nfs/ master.astralinux.ru(rw)

npenocTaBnsieT pecypcy master.astralinux.ru NpaBa Ha JOCTYN M YTEHUE, B TO BPEMS KakK
CTpoOKa:

/tmp/nfs/ master.astralinux.ru (rw)

npefocTaBnsieT pecypcy master.astralinux.ru nNpaBa TOMbKO HA YTEHWE, a BCEM OCTarbHbIM

— Ha 4YTeHne n 3arnnceb.
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[Mocne BHeCeHUSA u3MeHeHun B pann /etc/exports HEOOGXOAMMO BbIMOMTHUTL KOMaHAY:

exportfs -ra

6.4.2. YcTaHOBKa M HaCTpOMKa KNMeHTa

[lna ycTaHOBKM KNWeHTa BbIMOMTHUTL HAa KOMMNbIOTEPE OT UMEHU afMUHUCTPATOpa KOMaHAbI:
apt update
apt install nfs-common

lMocne yctaHoBKM NakeTa nfs—common Ha KIMEHTe BO3MOXHO NPUMOHTMpPOBaTbL pasae-
naemble pecypcbl. CMCOK AOCTYMHbIX PECYPCOB MOXHO MPOBEPUTL, BbINOSTHUB KOMaHAY:
showmount -e <IP-agpec_cepBepa>

[1lns MOHTUpPOBaHMS pas3genssieMoro pecypca Ha KIMeHTe BbINOSTHUTb KOMaHay:
mount <IP-ampec_cepsepa>:<obmuii_KaTasor> <KaTasjor MOHTHUPOBAaHUS>
rae <IP-agpec_cepsepa> — uMsa cepBepa NFS;

<obmuit_kaTasor> — 3KCNOPTUPOBaHHbI KaTanor cepeepa NFS;
<KaTasior_MOHTUPOBAHUA> — KaTanor MOHTUPOBAHUS Ha KITUEHTE.

Ha ctopoHe knueHTa ans nogaepxku cnyxbbl NFS ncnonbsyetca moanduumposaH-
Has KoMaHga mount (ecnu ykasbiBaetcsa PC NFS4, To aBToOMaTn4eckn Bbi3biBaeTCs KOMaH4a
mount .nfs4). Komanga moamnduumpoBaHa Takum o6pa3om, 4Tobbl OHa Morfnia NoHUMaTh 3anuchb:
<IP-agpec_cepeepa>:<obmuii_xaTanor>

[Onsa ynaneHHbix PC, KOTOpble ABNAKTCA YaCTbl MNOCTOSAHHOW KOHMUIypauum KrmeHTa
N OOSMKHbI aBTOMaTUYECKM MOHTUMPOBATLCA BO BPEMS HayanbHOM 3arpy3ku KrneHTa, OOSTKHbI
NPUCYTCTBOBaTb COOTBETCTBYHOLLME CTPOKN B dpanne /etc/fstab KnneHTa, Hanpumep:
192.168.1.10:/srv/nfsshare/ /mnt/share nfs rw,sync,hard,intr 0 O

Kpome TOro, ansa nogaepXku 3almiuieHHbIX COEANHEHUN Ha KITMEHTCKOW CTOPOHE [OMKHa

3anyckaTbcs komaHga rpc.gssd.
6.5. Cnyx6a DNS

Cuctema gomeHHbIX nmeH DNS (Domain Name System) npeacrtaBnaeTt cobon nepapxu-
YecKylo pacnpegernieHHy cuctemy ans nonyvyeHnsa nHdopmaumm o KomnbtoTepax, cryxbax mn
pecypcax, BXogsawWmx B rnodanbHyo 1M NnpuBaTHYO KOMMbIOTEPHYHO ceTb. Yalle BCero ncnosnbay-
erca anga nony4yeHus IP-agpeca no MeHn KomMnbroTepa NN YCTPONCTBA, NONyYeHNs nHopMaLmm
0 MapLupyTU3auumn noYTbl 1 T.0.

OcHoBon DNS gaBnsietcs npeacrtaBneHme 06 nepapxmyeckon CTpykType JOMEHHOIO MMEHM
n 3oHax. PacnpegeneHHas 6a3a gaHHbix DNS nogaepkmBaetca ¢ nomolybto nepapxmm DNS-
CepBepOB, B3aUMOAENCTBYIOLLMX NO onpeaeneHHoMy npoTokony. Kaxapii cepeep, OTBeYaroLwmi 3a
NUMS, MOXET AenermpoBaTb OTBETCTBEHHOCTb 3a AalbHENLLY0 YacTb AOMEHA ApYroMy CepBepy, YTO
NO3BOJISIET BO3MNOXUTb OTBETCTBEHHOCTb 3a aKTyanbHOCTb MHpOPMAaLMM Ha cepBepbl Pa3fINYHbIX

opraHusauui (ngen), oTBeYaroLWmMX TONbKO 3a «CBOKY» YacTb JOMEHHOIO UMEHMN.
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OCHOBHbIMU BaxkHbIMU NOoHATUAMK DNS aensatoTcs:

- gomeH (obnacTtb) — MMeHOBaHHasi BETBb U NogaepeBo B Aepee nmeH. CTpykTypa

AOMEHHOIo MMEHM OTpaXkaeT NopsaoK CrnegoBaHUs Y3NoB B MEpapXun; AOMEHHOE NMS

4YnTaeTcsa crnpaBa HaneBo OT MSaALWNX AOMEHOB K JOMEHaM BbICLLETO YPOBHS (B NOpsiAKe

NOBbILLEHNS 3HAYNMOCTN);

- nornHoe ums gomeHa (FQDN) — nonHocTbiO onpegeneHHoe uMs JoMeHa. Bkniovaet B

cebsi meHa Bcex poauTenbCkmux JOMeHoB nepapxmm DNS;

- 30Ha — YacTb AepeBa JOMEHHbIX MMEH (BKMOYasi pECYpPCHbIE 3anucu), pasMeLlaemas

Kak eguMHoe Lienoe Ha HEKOTOPOM cepBepe AOMEHHbIX UMEH;

- DNS-3anpoc — 3anpoc oT knveHTa (Unn cepBepa) cepBepy Ans nosiyvyeHuss nHpopma-

Luu.

Cnyxb6a OOMEHHbIX MMeH named NpegHasHayeHa Ons reHepauum otBeTtoB Ha DNS-
3anpockl. CywectBytoT ABa Tuna DNS-3anpocos:

- NpPsSIMOM — 3anpoc Ha npeobpa3oBaHue MMeHU KoMnbloTepa B IP-agpec;

- obpaTHbIM — 3anpoc Ha npeobpasoBaHue IP-agpeca B MMsi KOMNbIOTEPA.

6.5.1. YctaHoBka DNS-cepBepa

B OC ucnonb3syetca DNS-cepsep BIND9. [ins yctaHoBku cnyx6bl DNS-cepBepa Bbinon-
HUTb B TepMUHane KoMaHay:
apt install bind9

Mpun ycTaHoBKe nakeTa bind9 Byger aBToMaTUYECKM YCTaBHOBMEH NakeT MHCTPYMEHTOB
KOMaHOHOW CTPOKM bind9utils, BKMAOYAIOLWWN:

- named-checkconf — MHCTPYMEHT NPOBEPKN CUHTaKCUca pannos KOHUrypaumm;

- named-checkzone — MHCTPYMEHT nNpoBepkn dannos 30H DNS;

- rndc — VHCTPYMEHT ynpasneHus cnyxoom DNS.

[ononHuTenbHO Takke pPeKOMeHOYeTCHA YCTaHOBUTb NakeT WHCTPYMEHTOB KOMaHOHOW
cTpokn anst pabotbl ¢ DNS dnsutils, BbINONHUB KOMaHAy:
apt install dnsutils

B coctaBe naketa dnsutils GyayT yCTaHOBNEHbI Crneayowme MHCTPYMEHTbI:

- dig — MHCTpPYMeHT ansg onpoca DNS-cepBepoB 1 NpoBEPKM NX OTBETA;

- nslookup — MHCTPYMEHT N5 NpoBepKU NpeobpasoBaHnsa umeH B IP-agpeca (paspe-

LLEHNE UMEH);

- nsupdate — UHCTPYMEHT ANs AnHammyeckoro obHosneHna 3anucen DNS.

BHUMAHMUE! lNpu yctaHoBke cnyxbbl DNS-cepBepa 6yayT aBToMaTn4ecku co3gaHbl
y4yeTHas 3anucb nonb3oBaTtens bind v rpynna bind. CooTBETCTBEHHO, crny»ba byaet paboTatb

OT UMEeHU bind:bind.
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6.5.2. Hactponka cepBepa cny0bl AOMEHHbIX UMeH named
KoHurypaunoHHble napameTpbl cryxbbl named XpaHATCA B dpavnax kartanora

/etc/bind/, nepeyeHb KOHMUrypaLMoHHbIX dainos npveeaeH B Tabnuue [20]

Tabnuua 20 — KoHurypaumoHHble hannbl cnyxbbl JOMEHHbIX MMeH named

dann OnucaHue

OCHOBHOW KOHbUrypaumnoHHbin dpann. CogepxuT 3Haude-
/etc/bind/named.conf HUS KOHUIypaLMOHHbIX MapaMeTpoB Afs BCero cepeepa
M CCbIfIKM Ha Opyrne KoHUrypaunoHHsle dannbl

KOH(UrypaumoHHbIi  harn  OCHOBHbIX MapaMeTpoB
cepBepa, OCHOBHbIM W3 KOTOpbIX SBNAeTCA napa-

/etc/bind/named.conf.options MeTp directory, coaepxawui KaTanor KoHdUry-
PaUMOHHbLIX pannoB 30H. 3HaYeHME MO YMONYaHuIo
/var/cache/bind

KoHurypaumoHHbIn dpainn onncaHna nokanbHbIX 30H cep-
Bepa. [1na Kakaowm 30Hbl YKa3blBaOTCA NYTU K KOHAUrY-
/etc/bind/named.conf.local pauMoHHbIM darnam gnst NpamMoro n obpartHoro pasbl-
MEeHOBaHMS (Kak NpaBusio, B yKa3aHHOM paHee kaTarnore
/var/cache/bind)

KOH(UrypaumoHHsin arn 30H no ymonyauuo. B
YacTHOCTW, B 3TOM dpanne cogepXaTtca CCbINKM Ha
/etc/bind/named.conf.default-zones| aBTOMatn4eckn CcoO3daHHbIe ansbl  KOHgUrypaumm
/etc/bind/db.local U /etc/bind/127.db 30HBbI
localhost. B 6onblwKMHCTBE Criydaes He TpebyeT npaBku

HacTpoika cepBepa OMEHHbIX UMEH ABMSIETCA CIOXHOM 3agadven. Nepen ncnosnb3o-
BaHneM DNS crnegyeTr 03HaAaKOMUTBCS C CYLLECTBYHOLLEN OAOKYMEHTaumen, gannamm nomoLim
N CTpaHMuaMmn pyKoBOACTBA man CIYy»0bl named, KOHUrypaunoHHoro garna named. conf 1
COMYTCTBYHOLLMX YTUMNT.

[anee npuBegeH TMNOBOW NpMMeEP HACTPOMKM CryXObl AOMEHHbIX MMeH named, 0bcny-
XMBaLWen ogHy OOMEHHYH 30HY. [Mpumep goctatodeH Ansa AeMOHCTpauumn YHKLMOHMPYOLLIErO
pomeHa EINM OC.

MpumeyvaHune. O6HOBNEHNE KOHGUIYpaLUKN cepBepa MOXET BbINONHATLCA 6e3 nepe-
3anycka camon crny>0bl 4JOMEHHbIX UMEH named BbI30BOM:

rndc reload

Mpumep
HacTtpowka cepsepa DNS gomeHa my . dom nogcetn 192.168.1.
B KOHUrypaumoHHeii pann /etc/bind/named.conf.local Heobxoanmo gob6aBuTb
cnegyloLime CTPOKK:
zone "my.dom" {
type master;

file "/var/cache/bind/db.my.dom";
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}s

zone "1.168.192.in-addr.arpa" {
type master;
file "/var/cache/bind/db.192.168.1";
bi
MpumeyvyaHune. WmeHa KoHdUrypaunoHHblx pannoB cnegyetr BblbupaTb
Tak, 4TOObl ObIIO MOHATHO ANA KakoW KOHUrypauum OHM ucnonb3yltcsa. B npuse-
OEHHOM MpUMEpe UMS KOHUrypauuoHHOro dawna ans 30Hbl obpaTHOro mnpocmoTpa
MOXeT OblTb, Hanpumep, /var/cache/bind/1.168.192.in-addr.arpa.zone Wnn
/var/cache/bind/db.my.dom. inv.
KoHdurypaumoHHbin pann /var/cache/bind/db.my.dom COa4epXuT MHOpMaLMIo
30HbI NPAMOro nNpocmoTpa:
; BIND data file for my.dom zone

STTL 604800

@ IN SOA my.dom. root.my.dom. (
2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
Q IN NS server.my.dom.
@ IN A 192.168.1.100
Q IN MX 1 server.my.dom.
server IN A 192.168.1.100
clientl IN A 192.168.1.101
client? IN A 192.168.1.102
client3 IN A 192.168.1.103
ns IN CNAME server
;gw CNAMEs
ftp IN CNAME server
repo IN CNAME server

ntp IN CNAME server
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_https._tcp IN SRV 10 10 443 server.my.com.

clientl IN TXT "MAKS"

KoHdurypauunoHHbin pann /var/cache/bind/db.192.168.1 cogepXuT NHopma-
Linto 30HbI 0BpaTHOro NpocmoTpa:
; BIND reverse data file for my.dom zone

STTL 86400

@ IN SOA my.dom. root.my.dom. (
2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
86400 ) ; Negative Cache TTL
@ IN NS server.my.dom.
100 IN PTR server.my.dom.
101 IN PTR clientl.my.dom.
102 IN PTR client2.my.dom.
103 IN PTR client3.my.dom.

OnuncaHune 30H MOXET coaepkaTb CreayrLmMe OCHOBHbIE TUMbI 3aNUCEN:
- NS — nmst DNS cepsepa;
- A — cBs3b UMeHu ¢ IP-agpecom;

- CNAME — CBi3b NCEBAOHUMA C APYIMM MMeHeE